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W (R A T R R A ) B o R Y R D T S A
] B 1, BT 1 100 B4 Ak PR EE B O] B AR R — Pl 4 S T BRI O SR —
{8 {8 — T Ak Bl T TR SR AR oo i S i 0 Jl 4 Sy v

[0142] BTl , 2 e B AR IR 1) 2 b — 4 SRR IR (B &2 b — A R Hk i) it
T LA A A s R o e PR SE O — P AR S R T T SN I R Y
FFRR AL 2 7E R 0583 L 200 [ T B R 58 AR AT 30 1] 1 I = Y e R 28 1 209 22 B Bl i
0 - L RIS RS L2045 B MR R MR E A E L~ R IR N E R D R
S R B S B A A R Ay L 3 TR Bt T D — A TR R A T A TR 4
(01431 =l . o kb, (R Hdm PR 5 IS5 00 =10, 56 - S R In s 1 {5 12, (9l il it
T it 8 5 7 i o R B T 7 v o (e R R (MSB) IS T SR T A H
Wt b SRS B A .

(0144]  EEF, Bk M, 50 UG A% 1 1 OB 40 ' I ] M6 4 4 1 20 % 228 54 i s 10 0040 e 0 o 5 )
i W B AR SR TS A0 I 55 5 (B2) Sh R, BUR TR N R SRR R B LA
IR E R

[0145] =&, bl i, 5 B — 8 2 A b O ol 5 7 W 2 8 0 0 3 e 4 S A% 5 8. (R,
RS EERRD L UL e SR A L & MR IS0 {5 8 (BD SR 8RR -

[0146]  wih, 3 —FHW 2 FREE AT L RSN N F R X EE M
831 20RE NS TR 2 b — 4 IR 4r B i 18, AT dg L A E i BRI 28 120 8 S04 b
25 P HBb M B Gl F MR R o kM JE R B (5 B PR A NS L ol o, aTaE s, 72
Brr Pz BEENIE SRR R R o AT, B — R i 3% 1 Lok g, JF ELBA
G EARRD 28 1 207 ff 85, 37 EL2R G m] L 76 AS ) 88 g A R0 N 38 4038 (B2) 32017 W s A 60
& FEARIY 3512050 B F oD — - Fe 4R S i Y 1 B

[0147]  fE0] AQNT sl vh , SR U R T 0 2= b — S R T LA g e R E R
2 R 5 o R N 2 TR, 7R NS Z AR AT 1 SR R R P 1 B A — o R M LY T A 2
GEUNESESES - & i i S R W S i 2 e R KRR R AN & 6 M el = )
i 1L Oy 048 A FE A B T 4 O R P R R T HOR TR R R P i = A — AR
BRI R A T LSRN0 AN H R (E2) Y0 FOEE R 4 YE TR 4 2 A b ok
i b i b A SR BRI AT s e Y i A R B A I R
(vi) F 7 S i F0 i B i (B2) A =4 f OB , PR OS EER A TE s it BT AT
B R o S 0 Ao o A (E2) BEIT MR A ik 4 .

01481  {EHRafil, i MGurulogic Microsystems Oy3R{309Gurulogic % T & i fif i 28
( GMVC® )& gtk 77 5 54 240 19 50 il 77 00 45 & 0T BLE A 81 . GMVC®) %5 il fig
Hh T R HE B A A (5] S Y () A 00 2 AT KR Y [E) I AT R D e 2 A e L TR A R
A A S B (B B0 (D1)) B35 T AN R . o, PERT R 5 GMV C®R 4 55 i th

17
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JrEep A S AR (D) s TR PR IO sl P ARG T 0 6 SR FH R T A 5] () 4
TG 2 o8 e s 5 A [ 0 0 R TR A ARG = FE S TR A EUE (D) A9 L 350OR0 4 1
[E)Esf , FEVEL T 00T 285 750 1) B 08 OO0 A0 0 A B0 1) & 50 A0 5 e % 77 220 1 2 Ml o P R 4 A [ 28
TR s - TR B/ 1 B0 RO 250 e o o /0 5 #0000 5 e, L g i R
.

[0149] gk, 2t 0 P 4% B3 ol WA BRI 1T SRt . GMV C®R & T A7tk il Doy 2% 46
b & e 5 2% 0 R 1) MR IR L JL LR R T T SN B (D1 Gr sl R s AR B
P e A/ AR AL 2 o BB ey {E B B e FIA/ B ik ) R AR T
R AR A B S S B RR T (Split/Combine-Tnformation Data Stream)” . {EHHE R
FO T . A 4 A (5 B A AT R A o () 4 0 S AT 1/ 20080 43 ) 1/ 200008 5 43 1Y
TEE . E/ 41 (5 B SRR D (S E s 0 B E s a2 —  URE e T 28R
S/ ol BB Gt R #0 /B B L s i A JE S b H A I i AR I A A
4 11 3 B e /sl 0 G100 RST 2 06 A AT g AT . 78 A fa] Sl i ep o S04 0 A ) R
(1 Bl e /A0 0 i S 0 15 B A L T s e S S b S A T A B (S TE L A
TR H D/ B R B R S B2 R A AT

[0150] 4, BA#E GMVC® %R AL ok 7 B2 £ D EuR s/ B apr — a2 98
053, GMVCR SRR d oy =4 5 —8dRil . & 5 SRR a5 6 = T8l 243
e H R/ SR A (R M — DB L AR (B B S BRI T ROy g Ay
SRR A ST A THT o S B A e A0 A St o () 4 R i DY 1/ 10088 0 3 1/
OO0 43 B EE| 35 B2 o W) o T R i e ot B B 02—

(0151 wlidedth , JoA~[a] 5y Sodis e f /el O 6 0= A A 5] ) 2 69 A7 i 0 ini

[0152] g, m] i b, 900 o 26 - ABCHE (D1) (1% P9 7 R0 0O 0 i 9 O e, 5 i A B3EE (D)
£l R ASE] R T i S B R/ OO 0, JE R L R T A I e A B (D1 4
PR R s B/ sl Bk 6, e 2 TRER

[0153] B I &)/ 65 B EAE R g 77 iR R R 2 4h , GMVC® L kg oh 7 4
il fan g P 15 B0 s AT I o ) S50 Bl R/ B M Y 5 Ay I S A L B L
e U S B A o e A i B o p BB L A TR e R
A BRI G T B e/ ol B 4 BLi R ST R R G B0 {3 BL L LR BT e i e e/ el B
00 (5 B HE T 4R PO 0 SR B A7 i

[0154] [R5 80 /20 & (5 5 RS A e 1Y 7 VR U A0AT T ey 4 5 85 1 104847 1 SR AL B
A SRR A2 B, e B i s i B — R el s L (R, 2 K5 P SO R A
[ L B B AR T AL B DU RE T SR A AL BE R B Y AL/ 1004 43 21 1/10001
g R I L IR AR A, i 5 R A A R R L B R R

[0155]  fkal, 2943 81/ 4 & 5 BLACHE I 0/ ol o 0 7 o SO i d n s i | RSB B
S5 =77 A~AE BEAF Gnfel 5 FH I E R R L AR HURL /B R LR = el 5 kL B AE ] Ak
5E i

[0156] AT, AT fi HH T B4R b A/ sl MR 0 L M % R ST i A e o DAL, 76 20 i b/
Hodie e T Sa A0 A (8 [ 2 Phaa i o . A T E A AR EcE B R/ a4 R A A R R
S A B R EAE S o BOE G 0 2 BLA T D dsk D /R B A A 7 s i s/

)
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YA (5 R A 1 L T - S 58 =0 AT e X S 4 R/ el O R 2 el 5 i LA
o ] b O T R . (R0 A2 A 3 il o 8, vl et o P65 A 07 IS A T ik
i Kol B R AT T L B A i an A R A e s A K E KR EEARE T
{E L R 2R i 2 i1 % A~ i K/ sl Bl e e i

[0157]  skffr b, FGMVCR YRR A B3 £ D EUR A/ S EEE AT — e i
WS A7 ik . GMVCER Sis AR i /= 4 @3R8 o — 1 sl 2 B4 8 7 ikl o 5L 5 — i
i Z T A7 i 44 2 A S PR Bl B (0 4 BT i A ) Bt Bl R/ Bl B
. BB e B 30 R R T A R R R T RS R R S T )
Fh/ T Ao (8] G P R AL 1/ LO0O &R 4, (R wT LA iy 2 b FH T 4R 40 A e g it o )
ik A7 i

[01581 k4, i FGMVCR IR B3 £ 4 g/ sl #dE s i — el 2 448
S 7k, GMVCR G0k b i B4 5 — -8l % 5 — D S 58 5 e g ()
SR b £ 0D Y S R A B MO LR E R (5 B AR SRV E T b e
0 P KRR AL - ot T 0 A T R 1) 6 B S ) T T MO () 4 L BT LSS = ST E
SeuCE g R I 08 Sl L s Ak S bR S A S (S R0 R AR s L B e R R
(HHCEEE B Sfias 22 R R — B AR 0D A ik 05 B — &I , A2 e # 4
HidiE.

[0159] o 24 FEAF , £F {5 o 0 2 | i) Bl 4 1 2 20 08 2 ) (2 I AS R 2 i L B
11 12 B 1 B 7 W S B AR 2%, ] B e ke 05 B A 9 0 H I 00 vl (D 4 1 A A £
A LARAT L T SR e R R A F <. A, B {4 i EaunT K B R af PLak R s/
i g IRt B CHD . 70 B 4 S 22 i) 1 B PO g o B 08 00 RS 18 2 ) v 25, (B R T il o
WARE R AR AT AR R BT S B s be 1 (S B Rl
A 0 O T 0 i B 0 IR R — ] ST eb AR G (D) 228 AR GMVC® 45
B R e 7 R AT - EL A A o ) ) A 3 o o (S fs ] FEIRS A 510 ) 1R s g s s )
W/ 4R & A A i A R T Ay 3 B IR A D L LA AR R 0 DN B (B2) CRSAE— fib
AR AT R R oy B s B L Ak B AR Z s o R A s B (B2) AT i A s
PRI BN 58 — 7 2k e s (1 O AT LA 24 G AR s e (E2) 1Y e SR i T o
U b A S LY 55— 7 i ARl (D) R, R EAE (01) R FIGMVC®R %
B e 2 S A o DAL S RIS 5 = 9 M 40 i L S O LA S A
Al (F2) 199/ 1005543 21999/ 100040 57 64 G HE . #8177 » AAZ L S8 = 7 Ak o s i) B s
AT W AL AN BE T S AT R s S s (B2) 3E TR .

[0160] A E R — Ay Ee booy AE s UL F A Al gAY S A s b el ge a0 4l f
(1) 77 = 0] 4 B 0 % B4 (B2) AT AR 0 o AR L CERCR S L o e e A 8 o0 e 6 A
AR (B2) A7 % 5 (T R R R [AD 4 R 2 I L L e A A B AR
4k

(01611 e, ool a5 b, 4450 ) 75 11 O 0] 45 5 0065 20 13 0 Jon 58 80408 (B2) 15008 31 B30 R 5% 5 A0/
ol R AR A (B P A ) B 0f 78 S0 e (B L b A ) o B0 IR 25 35 o/ sl B 40 o
fils 22 A Ao ) p AR B L 200 i, R BR 1204 Pl M 5 4 AL A8 1 107, FY T I 5 A 4 b il
TN B (B2) MEAT %5 fOmeng,
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[0162]  jAk, AT RENN , il | LORT #8 ( HHs 30—~ w8 i/ e TV A s B A iR S5 2 A/
B A7 il B LA A R AR I

[01631  FE-—dLiR leh | R FS &% 12000 e Hh o 35 14 Bl M B8 TH 56 35 F0/ sl B4 47 i 3% 7 ) 4
B T s i (E2) 9 b, O s 8 L S | 20T 5 4 e M Bl I 4 e FE i s s
a5 — R i a8 U ] b — R LY

[0164]  FEFAR I SR A5 1 100] 25 Hb o] 48 {F B 47 I (G T SR B0 48 1 L EE e el T
Fhn s 44 (£2) 1% PR RE 120, Mok, RETERR & 3 26T R0 45 A9 A% sl AL T B g
G i b 1Y) 3 B BT L B S B A A A T O A 4 ) A B TR AR P A Y S SR
(5 o B AR A 20 T 1 s il 77 203 A o R0 A4 4 AT T AR S i S, (R T LA
1 PR o s 0 A 2 Ay i it o o 10 2 ph % PR 5 R B (ASTO) 1/ ok 42 oy i B By v
ST B (FPGA) o IXREA B (sl Al a2 A FEY . (ldm, T e al G2 Bl B4R AT 7R
A B EL RS A DS (0 b 6 i R A B ) 0 i

[0165]  FEJL & ¥ Heops (o vh o A B0 3% | 20T i b ol o 300 A WA, vt 48 X 4 P ] A X 3%
(SSD) Z My AR BT RF 1 CBI (B 245) TH O] (3 470 1 W Aol 32 i A n 5 340 (B2) .

[0166] b, ] M , 4t &8 1100 # i b B & 0l R F L 24P B 0 P T M i 28
L IO B nS 4% 1 20, LA FH T B Fo 60 45 69 00 S0 (B2) 11 A% % FIAEEY . o i Hh, 75 46 B2
F 2 B T ah kg 2 20— GRS 38 110 F55m F R0 38 120 . 5L % , AT 1k kb, jl 3 el ¢
({2 3 A A B A SR BT 5 11 Of% S AT A5 120, (9]t i boid el b B 52 L Ra AL (PGP)
GNURS FA IR (GnuPG) S8 0 a1 a4 . 2R, T il s ol (G s = o — 18
EAMGRAD 25 1 LOFE S B BRES A% 120 0] ik M, I #l (5iERA I e = B 7B (SSL) /e E
A4 (TLS) 250,

[0167]  RRESA% 120 GLHE F T Ak 28 4 000 R0 ol 2040 (E2) vy 040 Ak 78 e 2 LA 46 A 2 it o
AR B (D3) o ATkt , 07 65 4% 1 200 FodE Ak 2 ad B o i R B 2 72— DRISCAE 8 88 s sk
B2 AZRTSCHLF 8% a] B 5 sl 1738 70 )5 R 00 B2 R 4 4 - SRR AU RTSC AL B 28 HE B L
00 7 g o B, 7 ARG BV ) AR B O L O ELE & T (ol dwn sk dhn) L 32 12 i L3R LAY £
P AT M0 05 - L A 0 % U B AR A0 A0 %) B0 04 P A 45 B L o F5 A A i 15 B A/
PSR .

[0168] AT REHh , fRAL &5 1 200 St o 2 C B of 88 1 AT BL T It Y 2 b — fo a4
{0 e L) 0 557 s (E2) 206 17 8 287 0 0 « o B0 AP0 00597 1) — S4B 038 4 0 R0 S 1) 2 4 5
18 Lo B RN Y S AR 4R T A0 D0 A o U | 2 R AN D 4L i B M L SR T A
Torviaes £ 5 SO0 AR L 94 B 0 s o P A S A B R g R A (BTN Tk

[0169] A% 1 200 HCHR Ak 3 A0 B o] #1120 46 1 i i a8 4 (E2) Bl figE — ek 2
AIE TS RE ST RINE TS WEMERE FD 8- E AR InE T
E o LG Al X BB IR o 0 2 0 ) 2 A M e D/ s B L 1S B

[0170] ol ikdh, B AR S — 2 W0 E NS T80 0. 80 &, ol it ik, s LB FAEEIE S
a9 AR TR P 8 £ S A S I 1 I i e A v 4 R/ ol R 1 ik o o B i AMSB
4T A E Ll AT BT T A i i AR R T o IR I L TR ARG A s A
(E2) g W A= 47 00 5 . B &, nl i hl , BE P35 s W e A3 I 0 5 pE A 00 15 12 L, B e 3
P if AL E RIS B R bR A e -
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01711 AI kb, 2 6% 1 200 BCHR ok 7 I ¥ 0 45 1 b il B2 064G FH T 2 nl 4 5 RO Bh 0
(D3) () & b — A5 g . m] el , i B 4 b — N8 4 L 00 A% 1 2000 H 40 Ak 1 c B w7 4 1 g 4
= A IS T AR L LA R E S B A B D Bl B G S R RS AR AT
B R/ s — Aol A S i vl R, R A AR 1 20 s A AL B L n R R E S £ A4
St R/ KR A R B — A B N A R A

[0172] W]l , RIS ER 1 20 St W P e B TR Al S 2= 4 - P RHE &R = 2
MEGEE (“Tnit Vector™ s 1V) X —4 2l 2 A I 0 40 AT %, Il i, /4%
VE b b — A e fh AR AR ES HR 120,

[01731  gb&b, ol 3L hh, VA b4 FESE S T i T 2U R — el B A I 180 4 - fE X
T 0L T BEEE 3R 1 200 SO A- 3R AT B 7 8 Hi ol 45 1 Rl AR 20— T 40 A0 A %y 3% — = T ol
SE 55 58 b — ™ s 4 RO DT R S R e e T Ay i

[0174]  odb, ufakdh, ¢ &0 R S P Ak BlnTE R S W 2 5 L
A 8 b — A TR AR HCHS UL 1 B ME R (5 8 DRI 0 3 | 2000 S04t Aeb #6393 {3 38 Al — > TR 44
BT H 0 AT A e AR L S R RO I A B e (R 2 i A B AT A S
WK AR E (R SR R G 1 AR L H A A

[0175] &AL 1 2001 S db FEIC B 24 fm n e Hh of 8 15 Rl 7 A 40 B0 7 o Y 00 G L, L, i
TRAR & b — A4~ ERER R EARRRE 45 2308 S f/ SRS C AR DRI R RO L AT e 7 B
A=Al 2RI,

[0176]  REFYAE 1 200 HOiR b BAC B 28 5 TR (R ol — el 2 - dm Bl 77 2 Pyl F pe L T
WS ADAY 2 M EUR A/ B EAE RS B LA AR P Y B A Bl B R SR B L 5 Bt
1T ARES LA AR AR % 1~ AR B 00 Bl B A/ sl B 8 6L al Sl M, RRATBS 1 200 A3 Ak PRI B i il 4%
Vi R TE N FH— A~ & A A7 i iyl i B2 2w 4 — -l 2 1 Wl 0 oy 2 ok R FH T
A 45 7 i A R (E2) Y — S E A A s 180 4 o Al B A it e 7 Bt DR/ R A
fil..

(01771 Bl f5 , AL 28 1 2000 SO 4b 20 B nT 4R 1 AR T RO RN/ all ) {0 B R 2 & 21 i
7 % e e/ e 0 44 L Al s AR AR (D3 .

[0178]1 R4 HEAR, 67r 58 4R e /ol $oE G # C TR0 AT R <] fir it fout i 8 A/
ol el 25 g Y 15 8 LA s iy A B R IR TP R R SR Y
A SoE bR/ R B0 (E BT AR R LA A R A R AR (D3) i B e R A e A
(E2) ¥y 70 43 36T IEW HL AR 55 .

01791 [ 1 (AL A2 70 B8] o AN 2 700 20 PR o) A S 1 AP 2 sR iy S B 19 O 5 R Y
35 1300 B0 THE Ao (B fE L JF FLAS B A 0 122 S 06 S g 1) 3% L SO th) o 2 % 28 AU T 28
) A H R A A U AN A LA A R 9T T Ut i B L F AR
.

[0180] I ifkHh, 4fR 488 1307E 0 28 Bl B &, Al ikl , AR AD 2R 130 BN
L)AL S R T e L 5 R R 2 1 30 () danid aeL (i B el B - RISE Rl el BE (ASTC) # 5k
2R S R MR o el A L A AR RS AR L 30FE AT AT R A ERAT I T RLE
R4zl

(01811  h i 10 4% 1 30 0T Lo 5 FR A 405 400 00 8% 35 000 40 MU 1 8% PR AR S 0P 103 6 o/ o0 0 A
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e FEE DD R P B b — T (EANE

[0182]  mAh, 4 i 48 L 30m] LW se Bl Fod it a8 7 Sl h 2 (ot 2 =il (5 Rl B
M 9 8 SO AL i T OO 28 R FF LA B R T i ) n % (S i S SL/
TLS . 757 10 o, 5 i R 38 1 30 o] LA 8 55T iy 3R - 7 28 R (5170 2% P S, o 4 o et
W B L T HE R (www) HIR 55 4% o PR T S0 F A 00 SO A R L ITTP)

[0183] &4 K INE N9 ¥ i se A il L F 8 8y (Brute Force Attack)™
A B RO (LR R A A Y O TR PR R A R L 2 i o R SR A 0
TH o BT A7 S8 T (4R 1 i IR

[0184] BR T “BAMF"HARZH . EFAEN “Bicliquel " HEXTHNE
(Related—Key Attack)” . "Padding OracleXdi” . " I8 I (Length Extension
Attack) " B ARZEHE AR MG TR (BRIR B KRB EASHETE It S5 #3 1 10804 1Y
.

(01851 ({8 7 BEHANT B ) . F i d it 7 &S aF L Lo S AT 00 s i B i B AR W 7R
R leh R T —ANE R AR Y (o A 2 Rt (AES) D Bk AL
BV i) Ini % 910y & gk i (CB0) BLzCrp iy LA B A0 8RR 06 ok I 5 00 i) SC $dE it
T Iy

(0186 1. SRHCECA: R4S e & ], Bl Key | filKey2;

[0187]1 2. WAES CBCAH: % I PhBi Bl aG 4k Ml (TV) 5795

[0188] 3. i A EHKey! FIIVIIAES CBCHE S04 0 0 547 (R0, G EER w2 A — R
PR IR N e S (R B - (B] DN AR D -

(01891 4. SFFTIVHIEE L5 5

[01901 5. flt L5 Key 2 R0 8 S A HMAC 6 Bl ) €8 1 5 DUUE RS (MAC) <17 : bL A

[0191] 6 AGMACHISE 9 5 N BB, B 4 i AN & Bl (B2) 11— el 2 4 s 188
s i)

[01921  gkAb, RS hid o T .

[0193] Kevl=KeyStreteh (GetKey ()

[0194] Kev2=KeyStretch (GetKey (})

[0195]  TV=Random()

[0196] Ciphertext=1IV+AES (Kevl,IV,Plaintext)

[0197]  MAC=HMAC (Key2,Ciphertext)

[0198]  DATA=MAC+Ciphertext

(01991 ¥ L gy as e, 8 H % 3 (Key Stretching) "SRG 7 #nsse &
BN T R E R s ES BT E e R r s E R RS mE R TR E N
e A TR NS B HE R LR s A A2 M (R S AR O

[0200) gt , SRCBCHE R fill 1 AR N A Bl L A ks b i B8 (1V) 2740 2 SR U B A s LV 2 bkt 3
RaB 0y — el 240 e Bl DR SRR e B i i b — - SR
UL R S T G e i B 0 B R TV T A CBCRRE 2 o 1 6] BRAES I s 85 et G i
i T A A A — o SRR R T e

[0201]  fili YTV 4 60 102 w5 st R 75 %0 o s 14 (o i %) A ) A R ol a7 5%
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BRI P A A — A A BT R R T R EE R ANME BRI
-l ) 5 o 0 2 L A A Ml R ] S R R P Y S D — A o e MR R T R
[0202]  fJi . J L ANAE RS (MAC) =7 T 3 A 30 55 20777 ep, B A 380 28 > — Ao ) g 44
it B AL 1R TESR BERUE P i A b — A IS REE T P el e B T A P sl iiEny
o] B AR E] 1) 3 S0, A BB s in i BE L 9 0 “Padding OracleXil " BRI AT . 5L
(% 7 4nnFnhn s 2 (52) i — ek 2 0 T80 0 10 52 B i A e

(02031 HHEZEE2, [RAE 14508 #3528 24 07 o se b 7 =0 A S A Bdis (D) 24T 4 it Al
DN UL BAE 2 Y 28 S A s i (B2) B9 508 — it IR AR B8 . % i ek I8 4R
Wi A R B S SRR AT LA AR L kA A (W i R R o s B A R
3.

[0204] (U FHLAHE B A9 8 TG S b AT 4 ig 28 L LOR IR S — ik,
[0205]  fEAGHR202, 4% 38 1 1O R0 A B A0 B o4 A 80E (0D BEfT &S TR £ 4
o (] &h i A A

[0206]  W[3EH . B PR202 W FHIRE R T 20 W8 . 7012 T b PR AN SR 0 38 1 101 $o 4 b 7 i B %
F 2 4= 435 ' R/ 2 6 8 1 OBt A B0 (D) Sl 40 0/ 20 25 4> B0 Bk / ol i 4
t, JF LR R — S 2 AN 7 it % A SO R/ B S B 7 B 4 3 i % e )
2 D HCARR A HH G 32— A A SR S B T

[0207]  w[ifhh, B SR202 0 FE X FENT T 4098 05 1% 725 3 b 4 B0 4% 1 100 Sl Ak B A B R
FA 4~ B 2 0 0 B o 4 IR e 0/ R 4 1R 48 150 8 1 i A G A Bl A / B A
i, FeeP R B R T A0 18 BB R R R R S S R P Y LA R (AT ) R
Ut B AR A T — bl 1 7 Aol (8 G P A i b 1) 3 A — v ) g 0 B R« A e 0
B it A7 i A B E i SR S A iR SE BEL)L K S B Rl AR EE 18 b e Hod iR
Fp L 0 4 2 B0 ] R M P L R A it R B A HEE H A/ Ml AT
2 S HRAT L ATt 7 B R T A Y o ) g B AL AT LA 7 ke b g 2 gl bk ik — B TR AR
$ R ¥ fE B TR204 , 456098 1 1O A48 Ak 20 5 B 4 F— s 2 A~ 0 8 B3 g & Ao ) 4
Hmif e il B o R T, LU F A e ) R L i, % R
e — AL SRR R L I T (S L B BB U s AR
— AL ARG AT i — P ELE RS T A £ A SR RS S e R SO R R
0/ 5 1E 2 P4 T 2 i 1) S B A/ s AL

[0208]  w[ifchh, 755 3R204 , b0 8% | 1O S04 A 1R A B 72 4 20—~ Jei S i ik 47 o
BN TEAL—PTEHNHE DS — VR E (“Init Vector” :1V) .

[0209]  &h& P34k T4 R20400 sl F2.

[0210]  BfiJi . 76 G U206, S0 A% L1 O S i 72 Ac B 4% % A v () S B2 4500 0 (1 A o 5
S (HD W i & D EEE R/ B B R A 5 B B & P —A B s Ml i & 3 E— L
T A D G (B2) .

[0211]  AGEE202 3 5 IR206 {3 /2 1 EA 1 10 . H B8 AS I 030 A SO BURIEE SR 0 Ji I ) i = 0as
o] DL R S AU L s — a2 B R — P 0 B B UL AR
Aol AN 0 ()t Tl 1% i SRR ORE A I b B P 4R 25 11 01 B b
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L B T 2 i o B I TR A R T A — A R i O AT AR
Db, bt 3R L 10040 e B A B L H BT b — AN R R SRR S — o A e T ek
HT HE48 52 2 e S A 0 i s i 7 i -

[0212]  pedb, ) e dth , A8 A BRAES D a8 802 CoC R A et 7 b 58204 T e L fEH S5 3
o — AN R A I AL Y TV e T AR B 204 R G TR 0T R 4 AL s ST ke T
HIR204, MAVE IV S H T3 22— B AR 7 &, 3F BAE 2 5 46 BcRcii..
[0213] sk, nladk i, Sy A LR (D1) B &R ID . fEIX RN F 2T TR &
fCAB R, B &5 b — S0 R S bn i o 1R nll 28 Fa In 3 . mT Al , 3 e A Ak B e A LA (DL)
F UL A el B S B R R AT IR L) A B (D) 19 5 B R
fift SR FH AT 4R 7 30 1 B D B v SO R e N e a2 e e e e i

[0214]  [Z 32 4R 40 4 2 HF 0y s bl Ay =0 sl R i 46 IR A R

[0215)  FEsGIR302., 465 88 1 105 £ L PR A0 B B2 1 B A ob (o) 10 BB R N & .
[0216]  FEFRRI04, 2B 4% | 1M B i o 2 A B Ak #8 £ A-c fa] 40 50 S 406 ind i 38— i ok
T—%dRi -

[0217]  FEUR306 , i 585 1 100 HH8 ik 78 A B 1 5 7005 B304 b 380 5 — Bl v —
B S suineE .

[0218] i B TEYRB06fifiE 7 B X 5 — Bodiini ek F — HCHE i AT 0, WA AT AR TR 308,
PO, b SR A A O - SR R R - EAE AT I, R T S TR310.

[0219]  FEAFUR308, #afith A 1 1O K i 2 A B 0 55— BI00R i ol F — MM o 2 47 o . A
{50 AR308, 460 85 | L0 Erdf b B0 B n] st 5 A BURGE NS B RIE 77 AR TR308 40 F:
A aE A g Rk s .

[0220] k)5, FEAGIR310, 4R 0D 88 L 1 OM A A TR A0 B 5 O\ ol 92058 sl 4 48 0 LA B 45 AE 4
9 s R (B2) .

(02211 Y& ¥R F— ¥ n A s, g 251 100 B b 7 50 B A A5 R 1040
I B T N i A 22 2 — MU 0t al T — S g i

[0222]  H:Fofe, fEAB RI12. SR 0T 38 1 1O RO b 1 i 8 o e i 8 (D) P2 EFET
—~ S8 R E R - EER R W NS e R A A R0 B T G ) A R AR
i (01) AR B, ) s L fR s

[0223]  (EHR302 % P31 200 R RAATERT  F EL7E AR 55 4 SO A BRI R R P 45 T i
WLV EBATE, LPEN- -S4 B R B0 Pl B b5, s b E I
fEfE— a2 TR,

[0224] A< PR S 7 AR EE T BOHLEE e i LA AN T LA R S 0
I 4 (RO ARNR ) o ST 00 AT A6l e F L % SEPL AT 524G 4 0] i e RS A F 0 R Al i S 6 3
AT CAERAT &5 -5 FE 2 F0 P S R 110 58 — 7 i i SREML T i S 4 T s i v M1 I I R R
Bl M “App Store” FELENTEAE .

[0225] P42 43R AR B8 A 2 T 0% S il oy 2U0Y o) s B Ahn s #e 8 (B2) b7 AR e fafg s L4k
Pl A 17 77 AR s 00 R AR (D3) 1 5%y ) B RO AR P o P A i b bR i
Pk =R Rl B R e S =W ey W R o e = [ e e ks ] i S

[0226] i TR BT H A A2 F ARG S5 B 1o TG 2s ) A7 1D 48 1 204 iR BH 58— 73k,

24



CN 107078901 B W B P 19/21 T

[0227]  {EFHRA02Z, HEBS % 1 2000 B b b 2 A B Ab # a0 A0 o 3l (52) LAl E — el ®
AN IS T ER 4 B — A EE B S A DN 5P 5 - e 6 A Bl (B2) 09— P ELE AR AN 5
S AR AR B R L B A R ) B A EEE A SR B R

[0228]  {EGURA04, AR5 % 1 200 Bohs b 2 A B 0 46 B AT St (22) 1 — A ak 2 s
TR 24T W58 LAWRSE S5 240 SR/ R G HE SR IR ) RUST AR RS o B8 R0/ B — 4~ B
EA RIS i WAk, AR IRA04, R0 8% 1 2000 BB M E R B L WE 58 M S YoM/ Bl
SO B AR OIS — 4~ al 2 A IRt Ay i -

[0229]  w[ikHh, FEBIRA04, fif 05 25 1 2000 Eodf b B AL B (% A &= 20— G e m & (CInit
Vector” : TV) AR A — 4 FEA B E 8o ITHiE.

[0230] Al dEHh, AEBR(E P B D — DB/ 6 D — M RE fhn) B3 LS RIS 48120,
[0231] &5 EAHE T 25 BRI0AHT MRS 12 -

[0232] £ Pk, fE 2 TR 406, AERS 25 1 200 B L MR e B A4S 7 2 404 W e i — el B
R Ay e ) o PRI T ol i S 1) 2 > i e n /el B 00 0 L L A 4 R ) B S i
B A/ R G ) S AT A 6 M A B 1 R D A A R IR L Bl e, A TR
406, B 5 25 1 200 B 48 A0 P C 25 040 HE B IGE FEY 0 o8 2 B9 7 2 10 05 2 LA B ol e 0 110 S 8 Bl 0/
SEMHCIERE B BAER sl 2 N e 7 1008 i B2 6, — Pl 2 RS
2 0 e N T R RN S i (B2) 0 — AR AR 8 4 o 3 B AN
T 147 S 8 A/ B0 1 o 7 H ] 4 6 ECHRE 0 1 AT R R e A - EE A R T R T
% 1 20 FH — 1~ Bl % A0 I (1 e P B bR R TR A i

[0233] B /T, 765 DRA08, A2 43 | 2000 & 58 2 19 o0 B 5 T 76 40 TRA04 B i 1 R L/ 5k M
A ir B A B A AR TSR A B R A, LU s FOAR FS R (D3) .

[0234]  (GHEA02FE B HEA08 (AR UEOATER , H ELEE A 88 A o BURPE R (i Bl s i T 3
af R L E B A H R Ehilin—4SmE P8 Bk — 48 2 A0, 8t # LA R
PR~ o B B TR, AT L 12 77k BRI RE Y I b R A% 0 Db R AR 88
|20 Bl b AT B M — Al 2 T o B — P R R — e S E
A~ FR 45 S I R S HE 10 il i B 7 ok . v el T el B, R 38 1 200% B b 2
B R D T 0 20 L R T AR R A A b — NIRRT AR E S B A B R s
FHSCHRA R A G i — Al 2 el .

[0235]  pte#b, It , {3 O BRAES I a5 B0 Y CBCHT =0 e P A7 5 B8 404 T it , R 5 &
AT S SR B AL AE R TV AT A TRA04 . R TR AR, 6T LG LB R S skt AT
SPIRA04, T ANE TV T 0 — 45 % 4~ 780 40 2047 W, F B NS R 75 fE FICBCHE
He

[0236]  |EG R4 A A T sk i 7 A AR B FR Y b Il s e

[0237]  {E:BUR502, AEESES 1 200 S Lh T2 0 B i AN sl 4 5 4 6 0 o s Bl (22) N
[0238]  7ETR504, AFHLAS 1 2000 S 4R 4b 39 A B8 Ak 5045 70 4 49 F0 0 4 Bl (E2) 38—
| O T8

[0239]  FEAZ5%506 . fR6SA% 1 20 ) S o 38 A E e 5 — 0 el T — 30 I A2 7
WA, A BER06, ST LU T % 0 o Y A A — T AT 0 AR B — 2 L AR R D
PN/ B R T T A R O A A (MSB) A s A A o S R e, A

&5



CN 107078901 B W B P 20/21 BT

L1117 R A

[0240] I BLAESBIRS06 1 5E 3 — B ekl — SR iR w0 . WAk 70 BR508. & 0. 4 1R
fify i 5 S R R A A b S 10,

[0241]  FE2GURS08, HRES 38 12000 S b 72 e 8 0 25— o it ol — B0 ik 47 g R
5 IRR08, B4 15 A% 1 2008 i 40 1 G 8 of ki i E iR B B W 5 5 — 8RR
oy F-H g e B E NG A

[0242] MEFE fEPERS L0, MRS RS 1 2000 B Ak FE D 8 55 A ol 7 2 i it SR

[0243] 243 —EidE i sl F — &l il AR e i 25 1201 A A0 2 L B 2P IR 1040 JR
R RSN W S ES i €11/ A AR~ € 8

[0244] 3, fEBBRS12, WEND RS 1 200 Bobh b 75 e B il 5 08 46 00 80 8 B0 (B2)
BEE T — TR R e T — B0, I % oL #2 7E B TR502 L i . & L fmn
VRl 5 AE SRS AT DN B R (B2) R AAEAE B S I AR S L Rl v

[0245]  ZGHRS02FE51 200 A& 0L HH PR . ELFEAS 80 180 A SRR 2 3Rty o [ oty 1 o T e vl 2
P B0 R, b s tn— a0 2 008 el — el A T8, 5l 3% LLUAS IS IR PR 42 fit
—E B LTR.

[0246] A<y FF L i 7 sCHEAE 1 oF BOHLRE R 7= iy L ELIS (R T LT i S
I 4k (R Mk ) o B0 o] {5 A7 A T, 2T SO T e 2 ] b 0456 b 2 0 A T T
T AR AT 455 B 4 F0 SRR Y 58 ik T H RN AT iR 4w A M a M B 1 BT RS R ER
i M App Store” T3 T,

[0247] @R nEE Ak AnE R E & F MBI 40 23 58 5 RIS 00 T AL 28 38 op . 28l
Wy, AR SRS S A T B AY B8 a 5 F iR TR AL BEBE W . bk
LA 3P ch s 3R/ a8 i A A (B nASTO) sl O B r 2 2 RE T
INFE 4 BHRGE b, B 23 AT AES 3 s R = B0 0 5% , [R] i bb sl Ay i (s P S 2 ) el
H0 o S0 LA = A Tl 0 R N S Y I ) G B AR R A i
bl o i 7 i AT L S 2 R A RBE T A

[0248]  FEMHE AL H oS bl A U0y N Ak AE e seml TR M F. A uf 2 s
SR A M PRS2 AR AP 708 8% s ) PPl T i 6 4 Ak R L PP FRA A B T ik Lk ml RE G 35
B R AR I % (5 o A s o o 0 0 AR, X R T R
FUHB B 7E 2 R TR B s A rh AT B R 2 Lt B B s BT a5 R s
g FAETE A FF I 00 R g E 4 4 I dE AT IR ARS P (AR R0 A L 1R 45 A 2 TT R0 I s AR
Ry RO o ) UH S A 5 4 7R S R AP 6 B8 A ) P sk AR R A R R M AR R S )
PR RIS — P T o S B G B e FR A I A S AR AP ) A i 25 (e o Ak,
A] LLFE 52 G491 A7 i 25 2 ) A0t 4k 0 P s pe WA S B0 . B S L R R PR A (R Y
T fidh 85 Hh A7 E A i 16 20 A S5 8 8RS RAS AT iR L U R A R AR 2 S
ASEFE AR AF AP 77 6k 28 st 5 S Bt A 28 A R o BRI A 4 i bl A 2 B i B s
34y R AL LR E 2 (R T 6k B3 P FENE SR AR R T LU A B 808 (F &4 (lnil g
AR B8 T B — R {40, R AR R (R HLGI AT GE A FF AR

(02491 FRARE AL H 1 S il 7 G I i ml L ) B (0 5 305 10 0 ) R e o7 S oke s, 1 S
{tf FE R s Bk . RSPRS00 F iR TR AR N VAR AT X B s S

26



CN 107078901 B i& EH :H 217211

SO R S 3 & i

(02501  piip 3k Fy i (15 oy LA £ PR IR 3ok o e 00y I o B L (R A o5 b L TR T v s o
I S AN T N L A B 00 P S R 0 S A AT R T R S LY I R R )
AR H A FAES\RSA Tvof ish BlowFish, 804 o & br ik (DES) . = #EDES (3-DES) ,
Serpent , B bR SO0 0% 3% (IDEA) JMARS Rivest Cipher 6(RC6) ,Camellia . CAST-128,
Skipjack 4" MR I ik (XTEA) 55, X8R ] 44 R LG I 6

[0251] RR4EARLHI LA NP ARER T SE e SR AERE R o+
FLAE 2 R 0 Bl o a0 (A B 2, (O S HaR i — a2 L BRI
S AT D - a2 (6 R GIMV CO0 5 B2 ph 77 28 76 1P 15 a4 A0 17 2 gt L dn
T 7 3 £ o DL R SR AR 1 L/ L0045 42 1/ L 000 434 3% fr 4P - (R L o] LL7G
P 24 1, AR A Ty 2 (e s ek i B L0 ) 2 0 1 0 3 T ] (2 25 R L R A DL AT A 2 3%
(1) 5 2O A B IR T FE

[0252]  piel, i s o R A B I 610 5 2 S B A0 0N 8 R0 (B2) AR i B SR P Y
AR E RN I 2% () 0 R ] e 4005 A28 (VPN) Bl | %2 4555 (SSH) BSSL/TLSEh ) R
i o [0k iR A AR T A 7 2 36 TR A ) 48 oh al 7E R i R 5 T R S 4 g
A, A PRSP S Y R Y o R

02531 AN TTFRI SRl 7 =0 5 TR a R Rg s g, B aEs s . S~ it
BHL (PO) AU 8 3 JRARPL R G M&s R i S M RS S W RS . BT
HHERE R EE CRET WO RR AR RGBT 58 B AR T .
[0254] ATt 728 e BT A0 22 e R s 1 A 2 R s BT A 0 T L i o g A A T
s il oy U A ARt F T SR A A R A B R R i e ST R T
“MEET L CRAET R B LR R e Ay U R L B SOV R R W R I E 4L
al 7GR A7 A - 0 SR 2000 5| b AR 1 R Sl B B MR 2 i B R SR P 6 S A i,
FENEF 5 A8 7 B AR R B SR, il A B A AT fal oy b R R R ] s L B SR A R R
(1 2 .



€N 107078901 B w B B MW

N i
: N |
i mth 3 110 I
| |
i |
2 8130 £2 :
| |
i \/ |
! |
i Y TR |
: fif 25 %5 120 |
i |
S I i

1



CN 107078901 B

" O B A

b

A

="}

ST A AT A A 2 K
o 18] 2 A AL A AL

y

wf 2 —As & R SR AR AT A E

P2

29



€N 107078901 B iw B B

W

ERAERAE [

302

s

R E—MIBAK g
T —#IBik

AT ELAE AT
VAR G A;ﬁiﬁiﬁ
T i A FAE &

312

I3

A

BE T — 4B



CN 107078901 B W BR B R

B 5 A T o Fa KA T 4

402

el —|

404

406

il
i
e
=]
R
T
&
'.nl
17
Sk,
44
e
|
ERy

44 i AL oY 4R35 3R / &

=4

408

4]



€N 107078901 B w B B M A

&
&N
e

( 74 )

Y
TERAAE O B LL

y

5 T —3E <

502

F IR AR o

i 5%
o AR It Bk 508
AT R

v

506




