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Description
TECHNICAL FIELD

[0001] The present disclosure relates to data security
systems. Moreover, the present disclosure also relates
to methods of operating aforesaid data security systems.
Furthermore, the present disclosure also relates to com-
puter program products comprising a non-transitory com-
puter-readable storage medium having computer-read-
able instructions stored thereon, the computer-readable
instructions being executable by a computerized device
comprising processing hardware to execute the afore-
mentioned methods.

BACKGROUND

[0002] Passwords have been employed for centuries
to enhance security, long before digital computers and
information systems were invented. For example, previ-
ously-agreed passwords were used between messen-
gers in Roman times for authentication purposes; pass-
words were used in battlefields for verifying that a given
person approaching a guard post was a friend, and not
a foe. Contemporary information society is heavily reliant
upon use of passwords, for example for sign-in (i.e., sign-
ing-in) to computers, for sign-in to smart phones, for ac-
tivating televisions, for accessing payment terminals, for
inputting data into self-service library automats, and so
forth. Moreover, passwords are also contemporarily used
for verifying an authenticity of a user in many mutually
different social services and social media services, inon-
line banking, in operating systems, in e-mail servers and
so forth.

[0003] In order to improve security in contemporary
digital information systems, it is conventional practice to
employ a plurality of different security methods, for ex-
ample:

(i) Basic access authentication (Basic Auth., see ref-
erence [1]);

ii) Digest access authentication (see reference [2]);
i) Kerberos protocal (see reference [3]);

iv) NT LAN Manager (see reference [4]);

v) OAuth (see reference [5]);

vi) OpenlD (see reference [6]);

vii) Simple and Protected GSSAPI Negotiation
Mechanism (SPNEGO, see reference [7]); and
(viii) Secure Remote Password protocol (SRP, see
reference [8]);

(ix) Transport Layer Security (TLS) client-authenti-
cated handshake (see reference [9]),

—~ o~~~ = —

and so forth. ltems (i) to (ix) above include trademarks.
[0004] Almost all contemporary protection methods
that are based upon passwords suffer from known tech-
nical weaknesses. However, on account of various infor-
mation leaks, data security breaches and disclosures that
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have targeted large data service providers, information
security technology has advanced considerably in recent
years. These breaches, leaks and disclosures have, in
practice, forced information security experts to devise
new types of security methods.

[0005] It is generally known that using passwords is
necessary, and yet it causes various problems in modern
society that depends upon information systems. Regard-
less of a type of information system or of a type of data
security configuration that is employed, it is users of such
information systems that eventually cause vulnerabilities
in data security and information security, either because
of their ignorance or because of theirindifference. Almost
daily, reports are published about broken user accounts,
leaked passwords, about various types of malware which
are used to extort money for return of personal private
information stolen from a broken user account, and so
forth.

[0006] Presently known user authentication technolo-
gy is based upon transmitting a user identification and/or
password to a server of a service provider or to a terminal
device, using an encrypted data communication connec-
tion, wherein the security is principally based on certifi-
cates provided by trusted parties. It is contemporarily
generally known that an encrypted connection does not
guarantee that vital sign-in (i.e., signing-in) information
of users is not accessible, in an unencrypted state, to
malicious unauthorized parties; merely justone weak link
in a chain of communication is potentially sufficient to
leak the vital sign-in information to the malicious unau-
thorized parties.

[0007] Despite measures taken to secure data, it is
generally known that the Internet® (operating pursuant
to Intemet Protocol (IP), such as Transmission Control
Protocol (TCP) and User Datagram Protocol (UDP), but
not limited thereto) as a global information network
makes it possible not only for superpowers, but also for
many multinational companies, to spy on people and to
track their activity, because each time that contemporary
information systems are used, digital meta traces are left
behind. These digital meta traces or passive digital foot-
prints can always, with high probability, be tracked and
connected with an individual unigue user who is possibly,
for example, a legal person. The tracking can be per-
formed even retroactively, given enough computing re-
sources.

[0008] Itis also generally well-known that current na-
tional legislation cannot distinctly have an effect on mul-
tinational software arrangements that centralize their as-
sociated authorization, namely also their associated
sign-in (i.e., signing-in) processes, onto servers of pro-
ducers, that usually reside in a territory of a foreign nation
and the legislation of which may thus be in conflict with
the legislation of the nation in which the service is actually
being used. As a result, the Internet has become a bat-
tlefield in a new type of war, where several nations at-
tempt to protect their citizens by passing new laws that
would prevent their citizens from using services provided
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by aninfrastructure (namely, network nodes and servers)
that is controlled by foreign nations, ostensibly for rea-
sons of national security. In other words, a variance of
national laws in relation to international agreements can
potentially create security uncertainties, for example in
a situation where a given data server is centralized in
one nation and there are no unified rules in other nations
with which the given data server interacts.

[0009] Moreover, itis a contemporary problem that per-
sonal accounts are broken into, or personally sensitive
information is stolen. However, there are not often simple
and distinct contemporary approaches to address such
problems. Moreover, for many users, it is often almost
impossible to adapt to using complex tools and proce-
dures, such as encrypting e-mails by using Pretty Good
Privacy (PGP®) model or similar types of encryption,
both in the abstract sense and regarding the technical
procedures. Therefore, it is desirable in practice that it
should never be the main responsibility of a given user
to protect his or her information against malware and
unauthorized access, because contemporary users
range from young children to senior citizens; such people
rarely pay attention to security issues when they fulffill
their various online needs, for example social media in-
teractions and on-line shopping activities.

[0010] In a published United States patent document
US 2013/152179 A1 (LEE et al.; "System and Method
for User Authentication Using One-time Identification"),
there is described a system for user authentication using
One-Time |Dentifications (OTIDs), including a client ter-
minal configured to generate a number of OTIDs that are
used inthe userauthentication, and to sequentially select
one of the generated OTIDs to use the selected OTID as
a user identification in each authentification session.
Moreover, the system includes an authentication server
configured to receive from the client terminal and store
the generated OTIDs; when the selected OTID and a
secret key are received, an enquiry of the OTID is made
ina database, and itis determined whether or nota secret
key that is associated with the inquired OTID and stored
in the database match with the received secret key to
perform the user authentication.

[0011] In a published WO patent document WO
2007/117131 A1 (Trust Integration Services B.V.; "Ar-
rangement of and Method for Secure Data Transmis-
sion"), there is described a method and system for secure
data transmission between a client and a third-party com-
puter arrangement. The method includes: a) authenticat-
ing a user of the client by a security server via a commu-
nication session; b) making available a key pair by the
security server, the key pair including a public key and a
private key; ¢) performing the secure data transmission
between the client and the third-party computer arrange-
ment while using the key pair. The key pair has a limited
life time defined by: a predetermined duration in time, or
a predetermined number of communication sessions, or
a predetermined number of actions.

[0012] In a published United States patent document
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US 2008/034216 A1 (Eric Chun Wah Law (US); "Mutual
Authentication and Secure Channel Establishment be-
tween Two Parties Using Consecutive One-time Pass-
words"), there is described a communication system and
method configured for mutual authentication and secure
channel establishment between two parties. A first party
generates a first one-time password and sends it to a
second party. The second party authenticates the first
party by generating a one-time password using the same
algorithm, secrets and parameters, and matches it with
the received first one-time password. If the received first
one-time password matches with the generated pass-
word, the second party generates a consecutive one-
time password, and establishes a secure channel to the
first party using the consecutive one-time password. The
first party generates a consecutive one-time password
and authenticates the second party by successfully com-
municating with the second party using the secure chan-
nel.

[0613] Inapublished EP patentdocumentEP2911365
(A1) (Dejamobile (FR); “Method and System for Protect-
ing Transactions Offered by a Plurality of Services be-
tween a Mobile Device of a User and an Acceptance
Point"), there is described a method for securing a trans-
action of a service between a mobile device of a user
and an acceptance point. The method includes creating,
on a security server, at least one token for a given service
and a user service, each token having a value, wherein
each token is encrypted. The method further includes
transmitting, by the security server, the encrypted token
to the mobile device, and storing the encrypted token at
the mobile device during a transaction between the mo-
bile device and the acceptance point. The method further
includes transmitting the encrypted token previously
stored from the mobile device to the acceptance point.
The method further includes decrypting, at the accept-
ance point, the encrypted token, and verifying that the
decrypted token is valid for the transaction.

SUMMARY

[0014] The present disclosure seeks to provide an im-
proved data security system.

[0015] Moreover, the present disclosure seeks to pro-
vide an improved method of operating a data security
system.

[0016] A further aim of the present disclosure is to at
least partially overcome at least some of the problems
of the prior art, as aforementioned.

[0017] In a first aspect, embodiments of the present
disclosure provide a data security system including at
least a first party and a second party that are mutually
coupled via a data communication arrangement, wherein
the data communication arrangement is operable to pro-
vide for user authentications and/oruser sign-in, wherein:

(i) thefirst and second parties are provided with iden-
tical or mutually compatible copies of at least one
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digital key code list that includes keys and indices
referencing the keys;

(i) the first party is operable to deliver to the second
party an authentication message including, instead
of a key, an index of the key, a unique identifier (ID)
of a digital key code list from which the key is to be
derived, and additional information indicative of at
least one of: a unigue user ID associated with the
first party, a session token previously-received from
the second party, adate and time at which an attempt
for user authentications and/or user sign-in is made,
wherein the additional information is provided in an
encrypted form; and

(iii) the first and second parties are operable to use,
when performing data communication therebe-
tween, for providing user authentications and/or user
sign-in, the key that is derived from the digital key
code list based upon the index included within the
authentication message, and to dispose of the key
after use, wherein the key is arranged to be usable
only once between the first and second parties.

[0018] The present invention is of advantage in that
the first and second parties are operable to perform the
data communication therebetween, without a need to en-
crypt or protect the key being used or its index, as the
key is disposable and is usable only once.

[0019] Pursuantto embodiments of the present disclo-
sure, the user authentications and/or the user sign-in are
executed automatically, without any user actions, as no
passwords are required to be delivered.

[0020] Inasecondaspect, embodimentsof the present
disclosure provide a method of operating a data security
system including at least a first party and a second party
that are mutually coupled via a data communication ar-
rangement, wherein the data communication arrange-
ment is operable to provide for user authentications
and/or user sign-in, wherein the method includes:

(a) providing the first and second parties with iden-
tical or mutually compatible copies of at least one
digital key code list that includes keys and indices
referencing the keys;

(b) arranging for the first party to be operable to de-
liver to the second party an authentication message
including, instead of a key, an index of the key, a
unique identifier (ID) of a digital key code list from
which the key is to be derived, and additional infor-
mation indicative of at least one of: a unique user ID
associated with the first party, a session token pre-
viously-received from the second party, a date and
time at which an attempt for user authentications
and/or user sign-in is made, wherein the additional
information is provided in an encrypted form; and
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(c) arranging for the first and second parties to be
operable to use, when performing data communica-
tiontherebetween, for providing user authentications
and/or user sign-in, the key that is derived from the
digital key code list based upon the index included
within the authentication message, and to dispose
of the key after use, wherein the key is arranged to
be usable only once between the first and second
parties.

[0021] In a third aspect, embodiment of the present
disclosure provide a computer-readable program prod-
uct comprising a non-transitory computer-readable stor-
age medium having computer-readable instructions
stored thereon, the computer-readable instructions being
executable by a computerized device comprising
processing hardware to execute the method pursuant to
the aforementioned second aspect.

[0022] Additional aspects, advantages, features and
objects of the present disclosure would be made appar-
ent from the drawings and the detailed description of the
illustrative embodiments construed in conjunction with
the appended claims that follow.

[0023] Itwillbe appreciated that features of the present
disclosure are susceptible to being combined in various
combinations without departing from the scope of the
present disclosure as defined by the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] The summary above, as well as the following
detailed description of illustrative embodiments, is better
understood when read in conjunction with the appended
drawings. For the purpose of illustrating the present dis-
closure, exemplary constructions of the disclosure are
shown in the drawings. However, the present disclosure
is notlimited to specific methods and apparatus disclosed
herein. Moreover, those in the art will understand that
the drawings are not to scale. Wherever possible, like
elements have been indicated by identical numbers.
[0025] Embodiments of the present disclosure will now
be described, by way of example only, with reference to
the following diagrams wherein:

FIG. 1 is a schematic illustration of a data security
system, in accordance with an embodiment
of the present disclosure;

is a schematic illustration of a flow chart de-
picting steps of a method of operating a data
security system of FIG. 1, in accordance with
an embodiment of the present disclosure;

is a schematic illustration of a flow chart de-
picting steps of an authentication process, in
accordance with an embodiment of the
present disclosure; and

is an illustration of a content of an example
authentication message, according to an em-
bodiment of the present disclosure.

FIG. 2A

FIG. 2B

FIG.3
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[0026] In the accompanying drawings, an underlined
number is employed to represent an item over which the
underlined number is positioned or an item to which the
underlined number is adjacent. When a number is non-
underlined and accompanied by an associated arrow,
the non-underined number is used to identify a general
item at which the arrow is pointing.

DETAILED DESCRIPTION OF EMBODIMENTS

[0027] The following detailed description illustrates
embodiments of the present disclosure and ways in
which they can be implemented. Although some modes
of carrying out the present disclosure have been dis-
closed, those skilled in the art would recognize that other
embodiments for carrying out or practising the present
disclosure are also possible.

[0028] In the following, descriptions of example em-
bodiments of the disclosure are provided, wherein fol-
lowing acronyms and definitions are used in the descrip-
tions, as follows:

Basic Auth. In a given example HTTP (hypertext
transfer protocol) transaction, a basic
access authentication is used for an HT-
TP user agent to provide a user name
and password when making a request.
Digest Auth.  Digest access authentication is one of a
plurality of agreed-upon methods that a
web server can use to negotiate creden-
tials, such as a username or a password,
in connection with a user’s web browser.
Kerberos A computer network authentication pro-
tocol that works on a basis of 'tickets’.
NFC Near-Field Communication, usually
near-field wireless communication, for
example BlueTooth®. A wireless com-
munication range of up to 100 metres is
customarily provided by contemporary
near-field communication, using wire-
less transmission power in an order of
mW's.

NTLM A suite of Microsoft security protocols
that provides authentication, integrity,
and confidentiality to users.

OAuth An open standard and a decentralized
authentication protocol.

OpenlD Allows users to be authenticated by co-
operating sites, using a third party serv-
ice.

PGP Pretty Good Privacy, hamely a contem-
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porary encryption and decryption soft-
ware product.
GPG GNU Privacy Guard is a free software
replacement for PGP.

PKI Public key infrastructure.

SPNEGO Simple and Protected GSSAP! Negotia-
tion Mechanism; a GSSAPI “pseudo
mechanism"” is used by a client-server
software arrangement to negotiate a
choice of security technology.

SRP Secure Remote Password protocol
(SRP) is an augmented password-au-
thenticated key agreement (PAKE) pro-
tocol.

TLS Transport Layer Security Client, namely
an authenticated TLS handshake ar-
rangement.

[0029] The aforementioned acronyms potentially in-
clude trademarks.

[0030] In a first aspect, embodiments of the present
disclosure provide a data security system including at
least a first party and a second party that are mutually
coupled via a data communication arrangement, wherein
the data communication arrangement is operable to pro-
vide for user authentications and/oruser sign-in, wherein:

(i) thefirst and second parties are provided with iden-
tical or mutually compatible copies of at least one
digital key code list that includes keys and indices
referencing the keys;

(ii) the first party is operable to deliver to the second
party an authentication message including, instead
of a key, an index of the key, a unique identifier (ID)
of a digital key code list from which the key is to be
derived, and additional information indicative of at
least one of: a unigue user ID associated with the
first party, a session token previously-received from
the second party, a date and time at which an attempt
for user authentications and/or user sign-in is made,
wherein the additional information is provided in an
encrypted form; and

(iii) the first and second parties are operable to use,
when performing data communication therebe-
tween, for providing user authentications and/or user
sign-in, the key that is derived from the digital key
code list based upon the index included within the
authentication message, and to dispose of the key
after use, wherein the key is arranged to be usable
only once between the first and second parties.



9 EP 3 513 539 B1 10

[0031] Throughout the present disclosure, the term
"first party" or the term "second party" is used to refer to
an enterprise, to a person or to a software component
owned and used by an identified user. In an example
embodiment of the present disclosure, at least one of the
first and second parties is a service, for example such
as a data delivery service, a content delivery service, a
banking service, a financial transaction service and sim-
ilar.

[0032] Moreover, a software component can be, for
example, a software application, a part of a software ap-
plication, a layer of software providing an operating en-
vironment for other software applications (for example,
a support layer in a communication protocol stack).
[0033] It will be appreciated that the terms "first", "sec-
ond" and like terms herein do not denote any specific
role or order or importance, but rather are used to distin-
guish one party from another. In other words, the first
party and the second party can act as a transmitting party
and a receiving party, respectively, at a given point of
time, and can act as a receiving party and a transmitting
party, respectively, at another point of time.

[0034] Pursuantto embodiments of the present disclo-
sure, the user authentications and/or the user sign-in are
executed automatically, without any user actions, as no
passwords are required to be delivered in such a manner
of operation. Instead, the first party is operable to deliver
to the second party a key index (namely, the index of the
disposable key) along with the aforesaid additional infor-
mation within the authentication message.

[0035] Optionally, the unigue ID of the digital key code
listis a serial number assigned to the digital key code list.
[0036] Optionally,the additionalinformationis encrypt-
ed using precisely that encryption key whose index is
delivered during the authentication. Alternatively, option-
ally, the additional information is encrypted using some
other encryption key, for example a next key in the key
code list, in which case a fact that the next key is used
is already known to the second party. Yet alternatively,
optionally, the additional information is encrypted using
another encryption key, whose index is delivered sepa-
rately.

[0037] As mentioned earlier, the additional information
is indicative of at least one of: the unique user 1D asso-
ciated with the first party, the session token previously-
received from the second party, the date and time at
which the attempt for user authentications and/or user
sign-inis made. It will be appreciated that the unique user
ID is optional (namely, is not required to be delivered) if
the digital key code list already refers to the unigue user
ID. In other words, the unigue user ID is not required to
be delivered if the digital key code list is a unique key
code list and is identified as being associated with the
unique user ID. Optionally, in this regard, the digital key
code list is associated with the unique user ID at the time
when the first and second parties are provided with the
identical or mutually compatible copies of the digital key
code list.
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[0038] Itis beneficial in the authentication to transmit
the additional information indicative of the session token
or of the date and time, so that it can be verified that the
key has been used correctly and that the authentication
message is not outdated.

[0039] Throughout the present disclosure, the term
"session token" refers to a unique session identifier that
is generated and sent from the second party to the first
party to identify a current interaction session between
the first and second parties. Optionally, the second party
is operable to generate and send, to the first party, the
session token at a beginning of the interaction session,
wherein the session token is sent in an encrypted form.
Optionally, in this regard, the second party is operable
to encryptthe sessiontoken using an encryption key from
the digital key code list, and to send an index of the en-
cryption key to the first party. Optionally, the first and
second parties are operable to use the encryption key
based upon the index, and to dispose of the encryption
key after use, wherein the encryption key is arranged to
be usable only once between the first and second parties.
[0040] Such session tokens are particularly beneficial
in situations where a current sign-in session is desired
to be kept open (namely, active) for a pre-defined time
period or until a pre-defined goal has been met. As an
example, a given sign-in session may expire after a pre-
set time of inactivity, which may be from a few minutes
to a few hours. As another example, a given sign-in ses-
sion may expire after a customer has placed a purchase
order on an online store.

[0041] Optionally, when performing subsequent data
communication during the same interaction session, the
first party is operable to send subsequent data along with
the additional information indicative of the session token.
Optionally, in such a case, at least the additional infor-
mation is provided in an encrypted form. Optionally, both
the subsequent data and the additional information are
provided in an encrypted form.

[0042] It will be appreciated that session tokens are
typically employed, for example, when the first party is a
clientand the second party is a server. Optionally, in such
a case, the first party (for example, the client) is required
to store and handle only the session token, while all ses-
sion data related to the current interaction session is
linked to the session token, and is stored at the second
party (for example, at a database associated with the
server). Typically, the client does not have direct access
to the session data stored at the server. Moreover, op-
tionally, the second party is operable to store the session
data in a compressed form, so as to improve efficiency
and allow for more session data to be stored. In such a
case, the second party is operable to decompress the
session data later when the information indicative of the
session token is received from the first party.

[0043] Moreover, optionally, the digital key code list is
implemented by way of a key container or a key generator
that is capable of storing and/or generating disposable
keys based upon their indices.
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[0044] It will be appreciated that various different im-
plementations for a concept referred to as "key code list”
in this disclosure are merely a few examples for how such
a key code list, also referred to as a "key container” or a
"key generator”, may be implemented; many other ways
are possible. The term used for the list of keys used in
this disclosure is "key code list”, but it will be appreciated
that it may refer to many kinds of implementations. One
of the implementations may be a list that contains indices
and keys to which the indices refer. Another implemen-
tation may be a key generator to which a key index is
signalled and which then returns a key matching that in-
dex, in a repeatable and reproducible manner, namely,
in a manner that the key generator always produces the
same key with the same index.

[0045] Optionally, in this regard, the digital key code
listis implemented by way of a digital encryption key wal-
let, for example, such as an encryption key wallet de-
scribed in a patent document WO 2016/173724 A1 (Ap-
plicant - Gurulogic Microsystems Qy), wherein there is
described in detail how an arrangement produces, direct-
ly or via a trusted third party, an encryption key wallet
that can be used securely between two or more commu-
nicating parties. Such a key wallet is optionally a dynamic
key code list.

[0046] Optionally, the digital key code list is provided
statically.

[0047] It will be appreciated that embodiments of the
present disclosure are concerned with authentication
that is used, for example, in one or more sign-in proc-
esses, for example in a plurality of sign-in processes. In
operation, data is delivered securely in an encrypted
manner, wherein authentication associated with the data
is usually implemented from one given user to another
given user or to a service. However, optionally, pursuant
to embodiments of the present disclosure, a device is
authenticated, or an authentication is implemented in re-
spect of a software component or module such as an
application, service or subroutine, for making use of the
software component or maodule.

[0048] Moreover, optionally, an index of a given key is
delivered using one or more characters or numbers,
which are optionally inserted into the authentication mes-
sage in one or more parts. It will be appreciated that,
often, it requires fewer bits to transmit an index referenc-
ing a key than to transmit the key itself. Moreover, it will
be appreciated that it is more secure to transmit key in-
dices rather than the keys themselves, even when the
keys are encrypted. According to an embodiment of the
presentdisclosure, the key is selected for use by any one
of: the first party, the second party, or atrusted third party.
In some implementations, the first party (namely, the
transmitting party) selects the key to be used. In other
implementations, a trusted third party selects the key to
be used, and communicates to the first and second par-
ties the key index referencing the selected key.

[0049] In yet other implementations, the second party
(namely, the receiving party) selects the key to be used,
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and communicates to the first party the key index refer-
encing the selected key. It will be appreciated that the
selected key is never delivered; in contradistinction, de-
livery of keys are an operating characteristic of known
types of data security systems.

[0050] Optionally, the first party (namely, the transmit-
ting party) is operable to select the key to be used, inde-
pendently of the second party (namely, the receiving par-
ty), provided that it is known that the first and second
parties are provided with identical, or otherwise compat-
ible, copies of the same digital key code list; for example,
by "compatible” is meant that the key code lists are mu-
tually different, but are capable of being employed in co-
operation for implementing embodiments of the present
disclosure. Alternatively, optionally, if it is not known that
the first and second parties are provided with identical
copies of the same digital key code list or if a method
used in data communication requires, then negotiations
are pursued between the first and second parties to es-
tablish which key is to be used.

[0051] According to an embodiment of the present dis-
closure, the first party is operable to use a key that is not
yet provided to the second party. In such a case, the key
is fetched from a producer of the digital key code list in
real-time, or near real-time (for example, within seconds
(for example, less than 60 seconds)). Such a manner of
operation allows the first and second parties to sign-in to
various information systems and services, for example
information systems and services that are authorized by
a trusted third party. Optionally, one party is operable to
deliver to another party, by utilizing a conventional sign-
in method, a digital key code list that is to be used for
sign-in procedures that are performed later between the
first party and the second party.

[0052] Moreover, if the second party (namely, the re-
ceiving party) knows (namely, has information that ena-
bles the receiving party to determine) the key to be used
or its index, irrespective of whether the key was selected
by the second party or a trusted third party, then it is not
even necessary for the first party (hamely, the transmit-
ting party) to transmit the key index together with data to
be communicated, for example such as sign-in (i.e., sign-
ing-in) information, or within the authentication message
being communicated to the second party (namely, the
receiving party). However, it is often advantageous to
transmit the key index even in cases when the second
party (namely, the receiving party) knows (namely, has
information that enables the receiving party to determine)
the key index, so as to avoid confusion between several
sign-in (i.e., signing-in) attempts or several messages
that are made or received within a short period of time.

[0053] Pursuantto embodiments of the present disclo-
sure, the first and second parties are operable to perform
the data communication therebetween, without a need
to encrypt or protect the key index. It will be appreciated
that when conventional methods involve delivering a key
between parties, the key needs to be communicated in
an encrypted form; however, an index of the key when
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communicated pursuant to embodiments of the present
disclosure does not need to be delivered in an encrypted
form. In some implementations of the present disclosure,
a transmitting party does not necessarily require any in-
formation to be transmitted when initiating an interaction
with a receiving party, but merely requires entering into
contact for a first time; in such a case, the two parties
communicate, namely transmit messages in a manner
pursuant to embodiments of the present disclosure, when
the interaction between them has been initiated.

[0054] Inanexample scenario of aconventional known
system, in comparison, where a malicious third party
manages to hijack an authentication message, the ma-
licious third party can sign-in with that message in a case
when sign-ininformation (including a user password)and
akey usedtoencrypt the sign-ininformation are delivered
in the message and the key is unencrypted.

[0055] In contradistinction, pursuant to embodiments
of the present disclosure, the transmission and delivery
of user identifications and passwords is avoided. It will
be appreciated that it is beneficial to transmit the afore-
mentioned additional information, in addition to the key
index and the unique identification of the digital key code
list, so that the authentication is even more secure. As
mentioned earlier, such additional information can be en-
crypted using the key referenced by the key index, a next
key in the key code list, or another encryption key whose
index is delivered separately.

[0056] It will be appreciated that pursuant to embodi-
ments of the present disclosure, the entire sign-in (i.e.,
signing-in) process can be executed using a public un-
protected network connection, because no such informa-
tion is acquired about the first and second parties that
could be used to identify the first and second parties.
Moreover, as the keys are disposable and used only
once, malicious parties cannot even retroactively track
and record the sign-in process between the authorized
first and second parties. However, it will be appreciated
that, in embodiments of the present disclosure, it is de-
sirable that later keys cannot be readily anticipated from
earlier keys; in other words, subsequent later keys are
beneficially not a simple mathematical progression from
earlier keys, such that a malicious third party could rec-
ognize a trend in temporal evolution of the keys. Option-
ally, a sequence of keys employed varies stochastically
(i.e., randomly or pseudo-randomly) in value.

[0057] it will be appreciated here that it is possible that
akey usedbythefirstand second parties could be broken
retroactively. However, the key is neither usable in future
sign-ins, noris it of use in cracking past sign-ins, because
keys used during the sign-ins are disposable and are
used only once, hamely usable only once. Thus, in em-
bodiments of the present disclosure, evenif the message
could be hacked by a malicious third party, it does not
contain any such information (for example, such as a
user ID along with a password) that could be reused as
such. Next time, the message would in any case need
to be encrypted using a different key. The information is
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therefore implemented such that it cannot be used later
for signing-in to a respective, or any other system.
[0058] Moreover, optionally, the first and second par-
ties are operable to use a same key for encrypting the
additional information and subsequent data being com-
municated after the sign-in process. Alternatively, option-
ally, different keys are selected for authentication and for
subsequent data communication. Optionally, in this re-
gard, the subsequent data communication uses a next
key in the key code list, in which case a fact that the next
key is used is known to the receiving party. Alternatively,
optionally, the subsequent data communication uses an-
other encryption key, whose index is delivered separate-
ly. Optionally, keys are changed for each message that
is communicated. As a result, their indices are also
changed for each message that is communicated. The
indices are either delivered, or are implicitly known to the
receiving party, namely the keys are used in a specific
order. Insuch a case, the first and second parties employ
a same encryption algorithm during the sign-in (i.e., sign-
ing-in) process and subsequent data communication.
This enables a straight-forward usage of the digital key
code list, and potentially ensures a simple and unclut-
tered functionality and complete integration of the sign-
in process and the subsequentdata communication. This
also makes it possible to implement a considerably more
secure and uncomplicated communication arrangement
between the first and second parties. Such operation is
highly beneficial as compared to conventionally known
approaches for providing data security, wherein the con-
ventionally known approaches employ in operation sev-
eral components designed and/or manufactured by sev-
eral different providers that are superficially secure, but
whose overall protection is reduced because such com-
ponents lack a technical implementation and integration
between various interfaces.

[0059] The data security system pursuant to embodi-
ments ofthe present disclosure notonly secures the sign-
ing-in process, but also user authentication. During a
sign-in process, a user identification of a given user, of
course, doestake place. However, atthe same time, user
permissions of the given user are also detected.

[0060] The data security system is operable to verify
software components mutually, which creates a device-
independentand platform-independent system for secur-
ing data and for authenticating users.

[0061] It will be appreciated that a practical implemen-
tation of a data security system that is intended to be
platform-independent is beneficially designed as a com-
prehensively secure solution that encompasses various
interfaces between hardware and associated surround-
ing "ecosystems”. Such a comprehensively secure solu-
tion must not allow utilization of a component that is not
sufficiently secure, namely a component that is a weak
link in respect of data security. For this purpose, one im-
plementation of embodiments of the present disclosure
uses one or more security measures, alone or in combi-
nation, that a device manufacturer intended to be used,
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for example, such as biometric identification of a user
using a fingerprint reader, voice recognition, iris recog-
nition, genome data and similar. It will be appreciated
that the user does not need to insert any master pass-
words; instead, the data security system is based upon
unique personal information that can be read using an
interface provided by the device manufacturer. Employ-
ing biometric identification makes it possible for a user
device to verify a software arrangement operating in the
ecosystem and to allow this software arrangement to ac-
cess a digital key code list that includes keys and their
corresponding indices. Examples of such user devices
include, but are not limited to, mobile phones, smart tel-
ephones, personal wearable electronic digital devices
(for example, smart watches), Mobile Internet Devices
(MIDs), tablet computers, Ultra-Mobile Personal Com-
puters (UMPCs), phablet computers, Personal Digital
Assistants (PDAs), web pads, Personal Computers
(PCs), handheld PCs, laptop computers, desktop com-
puters, and interactive entertainment devices, such as
game consoles, Television (TV) sets and Set-Top Boxes
(STBs).

[0062] Thus, according to an embodiment of the
present disclosure, the data security system is operable
to allow access to the digital key code list based upon
biometric identification of users associated with the first
and second parties. As an example, in a smart phone, a
user can employ his/her fingerprint to gain access to a
digital key code list provided to the smart phone.

[0063] Accordingto an embodiment of the present dis-
closure, the first and second parties are mutually author-
ized and authenticated.

[0064] Accordingto an embodiment of the present dis-
closure, the digital key code list is provided by the first
party or the second party.

[0065] According to another embodiment of the
present disclosure, the digital key code list is provided
by a trusted third party.

[0066] Moreover, optionally, the digital key code listis
delivered to the first party and/or the second party by
using encrypted e-mail messages (for example, by way
of using approaches such as GNU Privacy Guard; see
reference [12]).

[0067] Optionally, the first party (namely, the transmit-
ting party) is operable to perform the data communication
anonymously, when the digital key code list is provided
by the trusted third party. In such a case, even though
the first and second parties communicate anonymously
in operation, the first and second parties are confirmed
as authorized parties by the trusted third party. In other
words, when it is desirable for the first party (namely, the
transmitting party) to remain anonymous to the second
party (namely, the receiving party), but still remain trust-
ed, for example as regards sign-in (i.e., signing-in), then
the first and second parties are provided with a digital
key code list generated by the trusted third party, whereby
the first and second parties use keys that are derived
from the digital key code list provided by the trusted third
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party.

[0068] However, if the first and second parties wish to
be anonymous to other third parties, then the first and
second parties are provided with a digital key code list
generated by one of the first and second parties, whereby
the first and second parties use keys that are derived
from this digital key code list. In such a case, no third
party would be aware of who is communicating with
whom, even though the first and second parties would
know about each other. Such an approach is beneficially
utilized especially in cases where a given service provid-
er, namely a receiving party, wishes to identify a service
user, namely a transmitting party, for example during a
signing-in process, in which case both the given service
provider and the service user are operable to use the
digital key code listgenerated and provided by the service
provider.

[0069] Optionally, a first digital key code list generated
by a trusted third party is used in combination with a sec-
ond key code list generated by any one of the first and
second parties, in a form of a hybrid key arrangement.
[0070] Beneficially, a producer of the digital key code
list independently produces very strong keys and stores
these keys into the digital key code list.

[0071] In overview, embodiments of the present dis-
closure are operable to make transactions executed via
the public Internet®, for example employing Internet Pro-
tocol (IP), considerably more secure. In embodiments of
the present disclosure, users associated with transmit-
ting parties do not need to deal with, namely do not need
to be concerned about, user identification and/or pass-
words when signing into services provided by receiving
parties. The authentication message can potentially in-
clude any conceivable information; however, beneficial-
ly, sensible (namely, appropriate) information is em-
ployed such that it does not need to include a user ID
and a password of a user associated with a particular
party signing into a service, butis sufficient to identify the
particular party, namely for user authentication purposes.
In this regard, the authentication message includes a
unique ID of a digital key code listbeing used, a key index
from the digital key code list, and additional information
indicative of at least one of:. a unique user |D associated
with the particular party, a session token received from
the service, a date and time at which an attempt for user
authentications and/or user sign-in is made, wherein the
additional information is provided in an encrypted form.
[00672] Inembodiments ofthe presentdisclosure, when
two communicating parties are provided with a plurality
of digital key code lists, itis often subsequently necessary
for the two communicating parties to exchange informa-
tion therebetween regarding which of the plurality of dig-
ital key code lists are to be employed when exchanging
data in a secure manner, for example encrypted and/or
obfuscated manner, between the two communicating
parties. Such an approach employing a plurality of po-
tential key code lists can be used to enhance security
even further in embodiments of the present disclosure.
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Moreover, when a previous key code list is becoming
exhausted, a new key code list is beneficially shared be-
tween the two communicating parties. In such a case, an
ID of which key code list to be used will uniquely identify
which key code list is being employed.

[0073] Eventhough no passwords are used in embod-
iments of the present disclosure, each user can be iden-
tified and authenticated according to legislation of each
nation from where a given service is being provided; for
example, legislation of certain nations may dictate that
data can be examined by security authorities to detect
any terrorist-type activities. Pursuant to embodiments of
the present disclosure, the data security system focuses
on controlling digital key code lists centrally, which means
that the data security system potentially enables a user
to sign-in securely and to use aforeign service, yet storing
all his/her information into a data storage that is main-
tained according to a local, namely national, legislation.
Therefore, the authentication message poses no threat
either for its user or for an associated service provider,
or for a nation where the service is being used.

[0074] It will be appreciated, in a case where it is de-
tected that a key code list is used for malicious purposes,
that the key code list may be rendered invalid; in other
words, the key code list with that particular ID can then
no longer be used in authentication or in signing-up to
services.

[0075] Optionally, in this regard, the data security sys-
tem is operable to deactivate a given digital key code list
in an event that security has been found to have been
compromised by information pertaining to the given dig-
ital key code list becoming available to an unauthorized
third party, for example a hacker. Such deactivation is
optionally implemented in response to a deactivation
command, including an identification of the given digital
key code list that is to be deactivated. Optionally, the
deactivation command is issued by at least one of: the
first party, the second party, a third party that is respon-
sible to oversee security of communication occurring be-
tween the first and second parties.

[0076] Moreover, optionally, the data security system
is operable to associate an expiration time with a given
digital key code list, and to deactivate the given digital
key code list when its expiration time has been reached.
[0077] Embodiments of the present disclosure in-
crease security, because transactions occur only be-
tween authorized and authenticated parties, regardless
of other technology used in services associated with the
transactions. Thus, embodiments of the present disclo-
sure are capable of preventing unknown and/or mali-
cious, unauthorized, parties from producing unwanted
services or to generate junk mail inside the data security
system.

[0078] Pursuanttoembodiments of the present disclo-
sure, a more secure information society can be created
by removing passwords as a concept, and by replacing
the passwords with a model that is described in respect
of embodiments of the present disclosure. Embodiments

10

15

20

25

30

35

40

45

50

55

10

of the present disclosure potentially encompass all infor-
mation systems used by human beings or devices (for
example, artificial intelligence (Al) devices, robotic de-
vices, and similar), so that the problems caused by users
themselves can be pre-emptively prevented. Embodi-
ments of the present disclosure are capable of address-
ing weakened protection and weak data security caused
by outdated technologies, thereby making the future in-
formation society more reliable and more secure for its
citizens, so that automatic information systems will func-
tion more independently and reliably. Thus, embodi-
ments of the present disclosure are susceptible to being
employed, for example, in banking apparatus and "fin-
tech” systems where a very high degree of data security
is required in order to avoid theft or fraud; "fintech”is an
acronym that refers to financial banking technologies.
Embodiments of the present disclosure are also suscep-
tible to being used in critical infrastructure that has to be
protected against third party hacking, for example load
response provided in smart grid power systems and net-
worksin response to temporally changing power demand
and/or temporally changing power generating capacity.
[0079] Embodiments of the present disclosure make it
possible for a user associated with a communicating par-
ty to sign in securely to a given service provided by an-
other communicating party in a manner that the name of
the user (namely, "user name"), an identification of the
user or password are not transmitted in any stage of a
signing-in process. By employing such an approach, the
user may remain anonymous. Moreover, by employing
the approach, it is not necessary to use an encrypted
connection, because no such information is used or
transmitted in the sign-in (i.e., signing-in) process that
could cause harm to the user or could weaken the data
security of the communicating party providing the given
service. It will be appreciated that the signing-in can be
optionally performed by using an unencrypted connec-
tion exactly for the reason thatinformation to be delivered
is not critical, yet the information itself can also be en-
crypted, in which case only an index for the key to be
used from the key code list needs to be transmitted to
support secure data exchange within a communication
system.

[0080] Pursuantto embodiments of the present inven-
tion, a use of passwords is replaced with a digital key
code list that is arranged to work automatically, without
needing any actions by a given user.

[0681] Embodiments of the present disclosure enable
a sign-in (i.e., signing-in) process to be implemented in
amanner that it takes a local legislation of a country into
account, provided that the authorities of that country have
an opportunity to produce for their citizens encryption key
pairs intended for official use. Such an embodiment is a
considerable improvement in comparison to how com-
munication between parties is performed in contempo-
rary information society. Moreover, embodiments of the
present disclosure make it possible to sign in securely
also in an offline mode of operation. Such offline signing-
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in processes can be accomplished successfully, for ex-
ample, at a user device, even if there were no network
connection to a producer of the encryption key pairs.
[0082] Embodiments ofthe presentdisclosure are con-
cerned with issues of security holes that afflict contem-
porary data security systems; thus, embodiments of the
present disclosure are capable of replacing a need to
use passwords altogether by employing disposable keys
that are usable only once.

[0083] As aresult, communicating parties do not nec-
essarily need to set up and maintain a trust relationship
that is mandatory in contemporary password-based im-
plementations. In embodiments of the present disclo-
sure, the trust relationship needs to exist solely between
each communicating party and the producer of the keys,
namely a trusted third party. Such a trusted third party
may be a generally established notary public or a certi-
fication authority, depending on where a given service is
produced and who is providing it.

[0084] Embodiments of the present disclosure make it
possible to interact securely via use of the public Internet
(Internet Protocol, IP), without worrying about aforemen-
tioned threats to security, because sensitive sign-in (i.e.,
signing-in) information, for example, such as a useriden-
tification, an e-mail address or password are not trans-
mitted, either in encrypted form or unencrypted form, or
as one-way hashes. There is no need to utilize, in em-
bodiments of the present disclosure, any of. HyperText
Transport Protocol Secure (HTTPS) protocol, Secure
Sockets Layer (SSL) or Virtual Private Network (VPN)
protection in the interaction. Moreover, in embodiments
of the present disclosure, temporal event ID’s such as
"auth tokens" are not necessarily transmitted; such tem-
poral event ID’s are susceptible to being abused by ma-
licious parties that intend to keep a track of when and
where a user device of a user is used.

[0085] Such "auth tokens" can be used in embodi-
ments of the present disclosure in the form of "session
tokens" in situations where a current sign-in session is
desired to be open for a pre-defined time period or until
apre-defined goalis met. As mentioned earlier, asession
token is a unique identifier that is generated and sent
from a server to a client to identify a current interaction
session between the server and the client. Using such a
session token is beneficial in that the client has to store
and handle only the session token, while all session data
is linked to the session token and stored at a database
associated with the server.

[0086] Forillustration purposes only, there will now be
considered an example implementation of a sign-in (i.e.,
signing-in) process without passwords pursuant to em-
bodiments of the present disclosure, wherein the sign-in
(i.e., signing-in) process is performed between two com-
municating parties, namely a client and a server. In the
example implementation, the sign-in (i.e., signing-in)
process is performed in two phases as follows:
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Phase 1:

[0087] Inaphase 1, adigital key code listis produced
by any one of: the client, the server or a trusted third
party. Optionally, the digital key code list is assigned a
serial number, for example, such as “abc-723".

[0088] The communicating parties are provided with
identical, or otherwise compatible (namely, such that are
capable of being used cooperatively for implementing
embodiments of the present disclosure), copies of the
digital key code list that include same keys and indices
referencing the keys. For this purpose, for the first time,
the digital key code listis delivered to the communicating
parties using a secure mode of transfer. As an example,
the secure mode of transfer can be implemented by way
of a Public Key Infrastructure (PKI)-based encrypted
communication, for example, such as Gurulogic Mi-
crosystem Oy’s proprietary KWallet®, or by way of known
Pretty Good Privacy (PGP®).

[0089] As another example, the digital key code list
can be delivered by way of a file transfer using encrypted
messages, for example, such as Near-Field Communi-
cation (NFC) or Bluetooth®, as long as it is absolutely
certain that such file transfer can be executed securely.
[0090] As yetanother example, the digital key code list
can be delivered via an unencrypted memory card, for
example a USB memory device (known colloquially as a
"USB memory stick"), in a registered letter.

[0091] Before using the digital key code list, the com-
municating parties must make sure that the producer of
the digital key code list is a trusted and authorized party
and is not hampered by malicious parties. This is partic-
ularly important in cases when the digital key code list is
transmitted over a data communication network, but is
also important in cases when the digital key code list is
received directly from another user physically. It will be
appreciated that a digital key code list that cannot be
trusted must never be used.

[0092] As an example, when using known PGP®, a
trust relationship exists between a given user and a ver-
ifier of a public encryption key, whereas when using the
Gurulogic Microsystem Oy’s KWallet®, the trust relation-
ship exists between a communicating party and the pro-
ducer of the digital key code list.

[0093] It is to be noted here that the phase 1 will be
repeated each time an existing digital key code list is
required to be replaced with a new digital key code list,
or in a case when the communicating parties do not yet
have a common digital key code list, namely identical
copies of the same digital key code list, in which case a
digital key code list is required to be created, provided
that the producer of the digital key code listis known and
trusted. If the existing digital key code list being used is
approaching its end, namely there are only a few unused
keys left, then a new digital key code list is optionally
delivered and agreed upon when there are still unused
keys left; such a manner of operation is distinguished
from known types of data security systems. In such a
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case, it is possible to perform the delivery of the new
digitalkey code listfrom one of the communicating parties
to the other of the communicating parties or from a trusted
third party to both the communicating parties, without se-
curity problems, by using at least one of the unused keys
left in the existing digital key code list.

[0094] Optionally, as well as being disposed of after
use, as aforementioned, keys are time limited in their
effect, to provide an additional degree of security protec-
tion. Optionally, the entire key code list is time-limited in
its effect, requiring renewal of the key code list on a pe-
riodic basis.

[0095] Withregard to atechnicalimplementation, sign-
in (i.e., signing-in) is allowed, for example, only between
communicating parties that possess identical copies of
the same digital key code list, or at least identical keys.
Thus, embodiments of the present disclosure make it
possible to deviate from conventional password-based
sign-in (i.e. signing-in) procedures, and to produce keys
to be used among user groups and groups of software
components. This enhances the security of data commu-
nication between the communicating parties, as only cer-
tain known communicating parties can even attempt to
sign in.

Phase 2:

[0096] In a phase 2, the communicating parties are
able to sign-in, to each other’s services, regardless of
which signing-in method is used, for example as de-
scribed in the foregoing. In the example, HyperText
Transfer Protocol (HTTP) authentication in an unencrypt-
ed connection is used, in order to elucidate more clearly
a usage scenario of the data security system pursuant
to embodiments of the present disclosure and corre-
sponding benefits so achieved, as compared to known
prior art.

[0097] Hereinafter, the usage scenario of the data se-
curity system in HTTP authentication in an unencrypted
connection is designated as "HTTP KWallet® Authenti-
cation" for the sake of convenience only.

[0098] Inthe example,a userdevice of the client (here-
inafter referred to with an abbreviation "C") communi-
cates with a service produced by the server (hereinafter
referred to with an abbreviation "S").

[0099] In the example, the user device "C" connects
to the service provided by the server "S" via the TCP port
80, using the traditional HTTP protocol, thus without us-
ing SSL encryption. The user device "C" transmits an
HTTP request to the server "S"; the HTTP request is by
default set to use the HTTP KWallet® Authentication
method.

[0100] The user device "C" then proceeds to wait for
a response from the server "S", so as to be informed
whether or not the request was successful. According to
the HTTP standard, a default success response code
(see reference [10]) would then be "HTTP 200 OK".
[0101] In this regard, the server "S" processes the re-
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guest received from the user device "C" and verifies the
HTTP KWallet® Authentication method used in the re-
guest. Optionally, the HTTP request defines at least one
of (for example, only one of, at least two of, atleast three
of, at least four of and so on):

(i) a digital key code list is used for the sign-in (i.e.
signing-in) process;
(ii) the serial number of the digital key code list used
by the user device "C";
(iiif) a key index of a key used by the user device "C"
to encrypt the sign-in (i.e., signing-in) information;
and
(iv) an encrypted additional information.
[0102] The server "S" then verifies:
(a)whether or not the received serial number match-
es with a digital key code list owned by the server
"S" and
(b) whether or not the received key index matches
a key within the digital key code list owned by the
server "S".

[0103] If the matching key is found, the server "S" ver-
ifies the authenticity and correctness of the signing-in
process, and decrypts the encrypted additional informa-
tion by using the key.

[0104] Ifanerror occurs in the verification process, the
server "S" optionally transmits the HTTP- response sta-
tus code "HTTP 401 Unauthorized" to the user device
"C", according to the default HTTP standard procedure.
Alternatively, optionally, some other response can be
transmitted, for example as determined by the HTTP
KWallet® Authentication method, wherein such a re-
sponse defines a manner in which the communicating
parties operate in agreement with the HTTP KWallet®
Authentication method.

[0105] As anexample, inthe Starwindow® sign-in (i.e.
signing-in) process developed by Gurulogic Microsys-
tems Oy, the encrypted information optionally includes a
user's unique user identification, which in the Starwin-
dow® process is the users personal e-mail address.
"Starwindow®" is a proprietary software product manu-
factured by Gurulogic Microsystems Oy.

[0106] In operation, the encrypted information is veri-
fied to be associated with the used digital key code list.
This is sufficient to detect possible cracking attempts and
unauthorized usage, because the Starwindow® is the
producer of the digital key code list and, therefore, can
verify whether or not the serial number used in the sign-
in (i.e. signing-in) attempt belongs to the user who at-
tempted to sign in. This enables the Starwindow® proc-
ess to exclude the digital key code list referred to by the
serial number from being used by unauthorized users to
whom the digital key code list does not belong.

[0107] Moreover, optionally, for embodiments of the
present disclosure, any conceivable message or even a



23 EP 3 513 539 B1 24

character sequenceindicating date and time can be used
as the additional information (namely, the encrypted in-
formation). Such messages are optionally used to re-
place actual user identification. Alternatively, optionally,
such messages are combined with actual user identifi-
cation, as long as the other communicating party or a
trusted third party is able to recognize the message.
[0108] It will be appreciated that in order to use the
HTTP KWallet® Authentication method, it is sufficient to
transmit only the information of items (i) and (jii), namely
defining that a digital key code list is to be used for the
sign-in (i.e., signing-in) process and defining using the
key index for providing the key to be used by the user
device "C", if both communicating parties have received
the digital key code list only for a certain dedicated pur-
pose that is defined explicitly by the HTTP KWallet® Au-
thentication method.

[0109] Optionally, in embodiments of the present dis-
closure, keys from the key code list are used that can be
used for several needs, such as authentication, sign-in
and data encryption.

[0110] As an example, the serial number of the digital
key code listis not required to be transmitted if only one
digital key code list is being used by the HTTP KWallet®
Authentication method. As another example, the encrypt-
ed signing-in information is not required to be transmitted
if the key has already been used to encrypt some other
piece of information that is essential for data communi-
cation to work, for example, such as response informa-
tion. Furthermore, forillustration purposes only, there will
now be considered a specific implementation example
of the sign-in (i.e., signing-in) process, wherein the user
device "C" is a Starwindow® terminal device that regis-
ters itself at the server "S", using the aforesaid HTTP
KWallet® Authentication method, instead of known
standard HTTP Basic and Digest Access Authentication
methods (see reference [11]). The user device "C" trans-
mitsan HTTP GET message to the server"S". The HTTP
KWallet® Authentication method signals as a first param-
eter of authorization information, for example a 64-bit se-
rial number of the digital key code list; it will be appreci-
atedthat serialnumbers of otherlengths can be optionally
used when implementing embodiments of the present
disclosure. A second parameter of the authorization in-
formation is an index referencing the key that is used
from the digital key code list, which in the illustrated ex-
ample references the key at a first slot "1" of the digital
key code list. A third parameter of the authorization in-
formation is the encrypted sign-in information, which is
the date and time when the sign-in attempt takes place,
optionally together with a Starwindow® user identifica-
tion string that has been encrypted with the key referred
to by the second parameter. In addition to encryption,
the third parameter has also been converted to a hexa-
decimal format. In the example below the sign-in infor-
mation uses 96 characters.

[0111] Afterverifying the authorization information, the
server "S" replies with the standard HTTP result code
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"200 OK", indicating that the registering was completed
successfully.

C: GET
HTTPj1.1<cr><If>
C: Host: signal.starwindow.net<cr><|f>

C: Authorization: KWallet 0123456789ABCDEF 1
06BEG6D5A3ESD471EA3687088F647A54E214E28
4473C0773A00CA46BE5998
2E236D3B75794555E8B2D292AA3E3787386C<c
r><|f>

/signal/device/register/5776046

> <cr><|f>

- HTTP/1.1 200 OK<cr><If>

: Date: Fri, 08 Jul 2016 06:29:14 GMT<cr><I|f>
. Access-Control-Allow-Origin: *<cr><If>

: Content-Type: application/xml<cr><If>

- HTTP/1.1 200 OK<cr> <If>

: Date: Fri, 08 Jul 2016 06:29:14 GMT<cr> <If>
. Access-Control-Allow-Origin: * <cr> <if>

: Content-Type: application/xml<cr> <|f>

: Content-Length: 290<cr> <[f>

. Server: Starwindow Signaker> <|f>

s <cr> <If>

: < 290 bytes of response content>

[N ONONORONONONONONONONONe]

[0112] Additionally, optionally, the server "S" gener-
ates a session token thatidentifies the currentinteraction
session between the server "S" and the user device "C",
and sends information indicative of the session token as
a part of an HTTP response header (namely, other than
200, e.g., 401) with an additional "WWW-Authenticate"
field, which describes the digital key code list that has
been used, the key index of the encryption key and the
session token as encrypted. As an example, the "WWW-
Authenticate" field can be represented as follows:
WWW-Authenticate: realm="restricted",
ken="0123456789ABCDEF 2 E367FAS5SE"

[0113] Theclient"C"thensends, tothe server"S", sub-
sequent data along with this session token, wherein at
least the session token is sentin an encrypted form. This
enables the server "S" to identify the subsequent data
as a valid communication during the current interaction
session.

[0114] [Inasecondaspect, embodiments of the present
disclosure provide a method of operating a data security
system including at least a first party and a second party
that are mutually coupled via a data communication ar-
rangement, wherein the data communication arrange-
ment is operable to provide for user authentications
and/or user sign-in, wherein the method includes:

to-

(a) providing the first and second parties with iden-
tical or mutually compatible copies of at least one
digital key code list that includes keys and indices
referencing the keys;

(b) arranging for the first party to be operable to de-
liver to the second party an authentication message
including, instead of a key, an index of the key, a
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unique ID of a digital key code list from which the
key is to be derived, and additional information in-
dicative of at least one of: a unique user ID associ-
ated with the first party, a session token previously-
received from the second party, a date and time at
which an attempt for user authentications and/or us-
ersign-in is made, wherein the additional information
is provided in an encrypted form; and

(c) arranging for the first and second parties to be
operable to use, when performing data communica-
tion therebetween, for providing user authentications
and/or user sign-in, the key that is derived from the
digital key code list based upon the index included
within the authentication message, and to dispose
of the key after use, wherein the key is arranged to
be usable only once between the first and second
parties.

[0115] Optionally, the additionalinformationis encrypt-
ed using precisely that encryption key whose index was
delivered during the authentication. Alternatively, option-
ally, the additional information is encrypted using some
other encryption key, for example a next key in the key
code list, in which case a fact that the next key is used
is already known to the receiving party. Yet alternatively,
optionally, the additional information is encrypted using
another encryption key, whose index is delivered sepa-
rately.

[0116] It will be appreciated that the method is suscep-
tible to being implemented as a continuous process, such
that data communication between the first and second
parties is encrypted opticnally using one or more other
keys from the digital key code list, as described earlier.
Optionally, inthisregard, keys are changed foreach mes-
sage that is communicated between the first and second
parties, and their indices are either delivered, or are im-
plicitly known to the receiving party, for example when
the keys are used in a specific order. This prevents man-
in-the-middle attacks in the data communication from
arising. In other words, even if a malicious third party
manages to hijack the authentication message, the ma-
licious third party would not be able to perform data com-
munication with the receiving party, because the mali-
cious third party does not have access to the digital key
code list that defines the subsequent communication be-
tween the authorized parties.

[0117] According to an embodiment of the present dis-
closure, the method includes arranging for the key to be
selected for use by any one of: the first party, the second
party, or a trusted third party.

[0118] According to an embodiment of the present dis-
closure, the method includes mutually authorizing and
authenticating the first and second parties.

[0119] According to an embodiment of the present dis-
closure, the method includes arranging for the digital key
code list to be provided by the first party or the second
party.

[0120] According to another embodiment of the
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present disclosure, the method includes arranging for the
digital key code list to be provided by a trusted third party.
[0121] Optionally, the method includes arranging for
the first party to be operable to perform the data commu-
nication anonymously, when the digital key code list is
provided by the trusted third party.

[0122] According to an embodiment of the present dis-
closure, the method includes arranging for the data se-
curity system to be operable to allow access to the digital
key code list based upon biometric identification of users
associated with the first and second parties.

[0123] Optionally, the method includes arranging for
the data security system to be operable to deactivate a
given digital key code list in an event that security has
been found to have been compromised by information
pertaining to the given digital key code list becoming
available to an unauthorized third party. Such deactiva-
tion is optionally implemented in response to a deactiva-
tion command, including anidentification of the given dig-
ital key code list that is to be deactivated. Optionally, the
deactivation command is issued by at least one of: the
first party, the second party, a third party that is respon-
sible to oversee security of communication occurring be-
tween the first and second parties.

[0124] Moreover, optionally, the method includes ar-
ranging for the data security system to be operable to
associate an expiration time with a given digital key code
list, and to be operable to deactivate the given digital key
code list when its expiration time has been reached.
[0125] In a third aspect, embodiments of the present
disclosure provide a computer program product compris-
ing a non-transitory computer-readable storage medium
having computer-readable instructions stored thereon,
the computer-readable instructions being executable by
a computerized device comprising processing hardware
to execute the method pursuant to the aforementioned
second aspect.

[0126] Optionally, the computer-readable instructions
are downloadable from a software application store, for
example, froman "App store"to the computerized device.
[0127] Next, embodiments of the present disclosure
will be described with reference to figures.

[0128] Referring to FIG. 1, there is provided a sche-
maticillustration of a data security system 100, in accord-
ance with an embodiment of the present disclosure. The
data security system 100 includes a first party 102 and
a second party 104 that are mutually coupled via a data
communication arrangement. The first party 102 and the
second party 104 are provided with identical copies of a
digital key code list, depicted as 106a and 106b in FIG.
1, respectively. Optionally, there is also a third party 112
operating in conjunction with the first party 102 and the
second party 104 for providing the digital key code list
106¢c.

[0129] The first and second parties 102 and 104 are
operable to use, when performing authentication, sign-
in, and data communication therebetween, a key from
the digital key code list(s) 106a and 106b, respectively,
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and to dispose of the key after use. The key is arranged
to be usable only once between the first and second par-
ties 102 and 104. Optionally, the key is time-limited in
effect, toincrease security within the data security system
100.

[0130] Inoperation, the first party 102 transmits an au-
thentication message 108, based upon which the second
party 104 transmits a response 110 indicating whether
or not the authentication was successful. Instead of au-
thentication, the message 108 can also be used for sign-
ing-in (to a service).

[0131] FIG. 1 is merely an example, which should not
unduly limit the scope of the claims herein. It is to be
understood that the specific designation for the data se-
curity system 100 is provided as an example and is not
to be construed as limiting the data security system 100
to specific numbers, types, or arrangements of commu-
nicating parties. There can be also a group of communi-
cating parties involved, all of which thus use a key code
list with the same ID. A person skilled in the art will rec-
ognize many variations, alternatives, and modifications
of embodiments of the present disclosure.

[0132] Referring next to FIG. 2A, there is provided a
flow chart depicting steps of a method of operating a data
security system, for example the data security system
100, including a first party and a second party that are
mutually coupled via a data communication arrange-
ment, in accordance with an embodiment of the present
disclosure. The method is depicted as a collection of
steps in a logical flow diagram, which represents a se-
guence of steps that can be implemented in hardware,
software, or a combination thereof, for example as afore-
mentioned.

[0133] At a step 202, namely concerning a receipt of
key code list(s), the first and second parties are provided
with identical or mutually compatible copies of a digital
key code list that includes keys and indices referencing
the keys.

[0134] At a step 204, namely concerning an authenti-
cation process, an arrangement is made for the first party
to be operable to deliver to the second party an authen-
tication message including an index of a key to be de-
rived, a unique ID of a digital key code list from which the
key is to be derived, and additional information indicative
of at least one of. a unique user ID associated with the
first party, a session token previously-received from the
second party, a date and time at which an attempt for
user authentications and/or user sign-in is made, wherein
the additional information is provided in an encrypted
form.

[0135] Additionally, an arrangement is made for the
first and second parties to be operable to use, when per-
forming data communication therebetween, the key that
is derived from the digital key code list, and to dispose
of the key after use. In accordance with the step 204, the
key is arranged to be usable only once between the first
and second parties. Optionally, the key is time-limited in
effect, toincrease security within the data security system
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100.

[0136] The steps 202 to 204 are only illustrative and
other alternatives can also be provided where one or
more steps are added without departing from the scope
of the claims herein.

[0137] Referring next to FIG. 2B, there is provided a
flow chart depicting steps of the authentication process
204. Ata step 206, the first party sends the authentication
message to the second party in order to sign-in, for ex-
ample to a service provided by the second party. After
having received a qualifying response, at a step 208, the
process continues to a sign-in process, wherein the key
is derived from the key code list based upon the index
included within the authentication message. Finally, at a
step 210, the used key is disposed of.

[0138] Optionally, the first party selects the key that is
to be used, and then proceeds to wait for the response
from the second party. The used key is then disposed of
immediately after use, or after the response has arrived.
[0139] Itwill be appreciated that the method is suscep-
tible to being implemented as a continuous process, such
that the data communication between the first and sec-
ond parties is encrypted optionally using one or more
other keys from the digital key code list, as described
earlier. Optionally, in this regard, keys are changed for
each message that is communicated between the first
and second parties, and theirindices are either delivered,
or are implicitly known to the receiving party, for example
when the keys are used in a specific order. This prevents
man-in-the-middle attacks in the data communication
from arising. In other words, even if a malicious third party
manages to hijack the authentication message, the ma-
licious third party would not be able to perform data com-
munication with the receiving party, because the mali-
cious third party does not have access to the digital key
code list that defines the subsequent communication be-
tween the authorized parties, namely the first and second
parties.

[0140] The steps 206 to 210 are only illustrative and
other alternatives can also be provided where one or
more steps are added without departing from the scope
of the claims herein.

[0141] Referring nextto FIG. 3, there is illustrated the
content of an example authentication message, in ac-
cordance with an embodiment of the present disclosure.
[0142] With reference to FIG. 3, the authentication
message includes a unique ID 302 of a digital key code
list. The authentication message further mandatorily in-
cludes a key index 304 referencing a key.

[0143] Additionally, the authentication message in-
cludes encrypted information 306. The encrypted infor-
mation 306 includes at least one of: unigue user identi-
fication information 308, a character sequence 310 indi-
cating a date and time when the authentication message
is being sent, one or more other messages 312, for ex-
ample, including a session token previously-received
from a given party to which the authentication message
is to be delivered. Moreover, optionally, the authentica-
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tion message includes information indicative of an au-
thentication method used, wherein the information is de-
noted by 314.

[0144] Moreover, it will be appreciated that the con-
tents of the authentication message can be provided
within the authentication message in any order. FIG. 3
is merely an example, which should not unduly limit the
scope of the claims herein. A person skilled in the art will
recognize many variations, alternatives, and modifica-
tions of embodiments of the present disclosure.

[0145] Modifications to embodiments of the present
disclosure described inthe foregoing are possible without
departing from the scope of the present disclosure as
defined by the accompanying claims. Expressions such

as "including”, "comprising", "incorporating", "consisting
of", "have", "is" used to describe and claim the present
invention are intended to be construed in a non-exclusive
manner, namely allowing for items, components or ele-
ments not explicitly described also to be present. Refer-
ence to the singular is also to be construed to relate to
the plural; as an example, “at least one of"indicates "one
of"in an example, and “a plurality of"in another example;
moreover, "two of", and similarly "one or more" are to be
construedin a likewise manner. Numerals included within
parentheses in the accompanying claims are intended
to assist understanding of the claims and should not be
construed in any way to limit subject matter claimed by
these claims.

[0146] The phrases "in an embodiment”, "according to
an embodiment” and the like generally mean the partic-
ular feature, structure, or characteristic following the
phrase is included in at least one embodiment of the
present disclosure, and may be included in more than
one embodiment of the present disclosure. Importantly,
such phrases do not necessarily refer to the same em-
bodiment.
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Claims

1. Adata security system (100) including at least a first
party (102) and a second party (104) that are mutu-
ally coupled via a data communication arrangement,
wherein the data communication arrangement is op-
erable to provide foruser authentications and/or user
sign-in, wherein:

(i) the first and second parties are provided with
identical or mutually compatible copies of at
least one digital key code list (106a, 106b) that
includes keys and indices referencing the keys;
(i) the first party is operable to deliver to the
second party an authentication message (108)
including, instead of a key, an index (304) of the
key, a unique identifier (ID) (302) of a digital key
code listfrom which the key is to be derived, and
additional information (306) indicative of at least
one of: aunique user |D associated with the first
party, a session token previously-received from
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the second party, a date and time at which an
attempt for user authentications and/or user
sign-in is made, wherein the additional informa-
tion is provided in an encrypted form; and

(iii) the first and second parties are operable to
use, when performing data communication ther-
ebetween, for providing user authentications
and/or user sign-in, the key that is derived from
the digital key code list based upon the index
included within the authentication message, and
to dispose of the key after use, wherein the key
is arranged to be usable only once between the
first and second parties.

A data security system (100) of claim 1, wherein the
key is selected for use by any one of: the first party
(102), the second party (104), or a trusted third party
(112).

A data security system (100) of claim 1 or 2, wherein
the first and second parties are mutually authorized
and authenticated.

A data security system (100) of claim 1, 2, or 3,
wherein the digital key code list (106a, 106b) is pro-
vided by the first party (102) or the second party
(104).

A data security system (100) of claim 1, 2, or 3,
wherein the digital key code list (106a, 106b) is pro-
vided by a trusted third party.

A data security system (100) of claim 5, wherein the
first party (102) is operable to perform the data com-
munication anonymously, when the digital key code
list(106a, 106b)is provided by the trusted third party.

A data security system (100) of any one of claims 1
to 6, wherein the data security system is operable to
deactivate a given digital key code list (106a, 106b)
in any one of:

- an event that security has been found to have
been compromised by information pertaining to
the given digital key code list becoming available
to an unauthorized third party, or

- an event when an expiration time associated
with the given digital key code list has been
reached.

A method of operating a data security system (100)
including at least a first party (102) and a second
party (104) that are mutually coupled via a data com-
munication arrangement, wherein the data commu-
nication arrangement is operable to provide for user
authentications and/or user sign-in, wherein the
method includes:
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32

(a) providing the first and second parties with
identical or mutually compatible copies of at
least one digital key code list (106a, 106b) that
includes keys and indices referencing the keys;
(b) arranging for the first party to be operable to
deliver to the second party an authentication
message (108) including, instead of a key, an
index (304) of the key, a unique identifier (ID)
(302) of a digital key code list from which the key
is to be derived, and additional information (306)
indicative of at least one of. a unique user ID
associated with the first party, a session token
previously-received from the second party, a
date and time at which an attempt for user au-
thentications and/or user sign-in is made,
wherein the additional information is provided in
an encrypted form; and

(c) arranging for the first and second parties to
be operable to use, when performing data com-
munication therebetween, for providing user au-
thentications and/or user sign-in, the key that is
derived from the digital key code list based upon
the index included within the authentication
message, and to dispose of the key after use,
wherein the key is arranged to be usable only
once between the first and second parties.

A method of claim 8, wherein the method includes
arranging for the key to be selected for use by any
one of: the first party (102), the second party (104),
or a trusted third party.

A method of claim 8 or 9, wherein the method in-
cludes mutually authorizing and authenticating the
first and second parties.

A method of claim 8, 9, or 10, wherein the method
includes arranging for the digital key code list (1062,
106b) to be provided by the first party (102) or the
second party (104).

A method of claim 8, 9, or 10, wherein the method
includes arranging for the digital key code list (1064,
106b) to be provided by a trusted third party.

A method of claim 12, wherein the method includes
arranging for the first party (102) to be operable to
perform the data communication anonymously,
whenthe digital key code list (106a, 106b)is provided
by the trusted third party.

A method of any one of claims 8 to 13, wherein the
method includes arranging for the data security sys-
tem (100) to be operable to deactivate a given digital
key code list (106a, 106b) in any one of:

- an event that security has been found to have
been compromised by information pertaining to
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the given digital key code list becoming available
to an unauthorized third party, or

- an event when an expiration time associated
with the given digital key code list has been
reached.

15. A computer program product comprising a non-tran-

sitory computer-readable storage medium having
computer-readable instructions stored thereon, the
computer-readable instructions being executable by
a computerized device comprising processing hard-
ware to execute a method as claimed in any one of
claims 8 to 14.

Patentanspriiche

1.

Datensicherheitssystem (100), das mindestens eine
erste Partei (102) und eine zweite Partei (104) ein-
schlielt, die Uber eine Datenubertragungsanord-
nung miteinander gekoppelt sind, wobei die Daten-
Uibertragungsanordnung zum Bereitstellen von Be-
nutzerauthentifizierungen und/oder Benutzeranmel-
dung betreibbar ist, wobei:

(i) die erste und die zweite Partei identische oder
gegenseitig kompatible Kopien mindestens ei-
ner Liste der Codes digitaler Schliissel (106a,
106b), die Schlussel und auf die Schlissel ver-
weisende Indizes enthalt, einschliel3en;

(i) die erste Partei zum Zustellen einer Authen-
tifizierungsnachricht (108) an die zweite Partei
betreibbar ist, die statt eines Schliissels einen
Index (304) des Schlissels, eine eindeutige
Kennung (ID) (302) einer Liste der Codes digi-
taler Schlussel, aus der der Schliissel abzulei-
ten ist, und zusatzliche Informationen (306) ein-
schlielt, die mindestens eines aus einer eindeu-
tigen, der ersten Partei zugeordneten Benutzer-
ID, einem zuvor von der zweiten Partei empfan-
genen Sitzungstoken, einem Datum und einer
Uhrzeit, zu denen ein Versuch der Benutze-
rauthentifizierungen und/oder Benutzeranmel-
dung unternommen wird, angeben, wobei die
zuséatzlichen Informationen in verschlisselter
Form bereitgestellt werden; und

(iii) die erste und die zweite Partei betreibbar
sind, beim Durchfilhren von Datenlbertragung
zwischen ihnen zum Bereitstellen von Benutze-
rauthentifizierungen und/oder Benutzeranmel-
dung den Schlissel zu verwenden, der basie-
rend auf dem in der Authentifizierungsnachricht
enthaltenen Index aus der Liste der Codes digi-
taler Schlussel abgeleitet wurde, und den
SchlUssel nach der Verwendung zu entsorgen,
wobei der Schlissel so eingerichtet ist, dass er
zwischen der ersten und der zweiten Partei nur
einmal verwendbar ist.
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Datensicherheitssystem (100) nach Anspruch 1, wo-
bei der Schliissel zur Verwendung durch eine von
Folgendem ausgewahlt wird: die erste Partei (102),
die zweite Partei (104) oder eine vertrauenswirdige
dritte Partei (112).

Datensicherheitssystem (100) nach Anspruch 1
oder 2, wobei die erste und die zweite Partei gegen-
seitig autorisiert und authentifiziert sind.

Datensicherheitssystem (100) nach Anspruch 1, 2
oder 3, wobei die Liste der Codes digitaler Schliissel
(106a, 106b) von der ersten Partei (102) oder der
zweiten Partei (104) bereitgestellt wird.

Datensicherheitssystem (100) nach Anspruch 1, 2
oder 3, wobei die Liste der Codes digitaler Schlussel
(106a, 106b) von einer vertrauenswirdigen dritten
Partei bereitgestellt wird.

Datensicherheitssystem (100) nach Anspruch 5, wo-
bei die erste Partei (102) zum anonymen Durchfih-
ren der Datenlbertragung betreibbar ist, wenn die
Liste der Codes digitaler Schliissel (106a, 106b) von
der vertrauenswirdigen dritten Partei bereitgestellt
wird.

Datensicherheitssystem (100) nach einem der An-
spruche 1 bis 6, wobei das Datensicherheitssystem
zum Deaktivieren einer gegebenen Liste der Codes
digitaler Schlussel (106a, 106b) in einem der folgen-
den Félle betreibbar ist:

- ein Ereignis, bei dem sich herausgestellt hat,
dass die Sicherheit dadurch beeintréchtigt wur-
de, dass einer unbefugten dritten Partei die ge-
gebene Liste der Codes digitaler Schlissel be-
treffende Informationen zuganglich wurden,
oder

- ein Ereignis, bei dem eine mit der gegebenen
Liste der Codes digitaler Schlissel verbundene
Ablaufzeit erreicht wurde.

Verfahren zum Betreiben eines Datensicherheits-
systems (100), das mindestens eine erste Partei
(102) und eine zweite Partei (104) einschlieRt, die
Uiber eine Datenlbertragungsanordnung miteinan-
der gekoppelt sind, wobei die Dateniibertragungsa-
nordnung zum Bereitstellen von Benutzerauthentifi-
zZierungen und/oder Benutzeranmeldung betreibbar
ist, wobei das Verfahren Folgendes einschliefl3t:

(a) Bereitstellen identischer oder gegenseitig
kompatibler Kopien mindestens einer Liste der
Codes digitaler Schllssel (106a, 106b), die
Schliusselund auf die Schlissel verweisende In-
dizes enthélt, fur die erste und die zweite Partei;
(b) Einrichten, dass die erste Partei zum Zustel-
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len einer Authentifizierungsnachricht (108) an
die zweite Partei betreibbar ist, die statt eines
SchlUssels einen Index (304) des Schlissels,
eine eindeutige Kennung (ID) (302) einer Liste
der Codes digitaler Schlissel, aus welche der
Schlissel abzuleiten ist, und zuséatzliche Infor-
mationen (306) einschlieRt, die mindestens ei-
nes aus einer eindeutigen, der ersten Partei zu-
geordneten Benutzer-ID, einem zuvor von der
zweiten Partei empfangenen Sitzungstoken, ei-
nem Datum und einer Uhrzeit, zu denen ein Ver-
such der Benutzerauthentifizierungen und/oder
Benutzeranmeldung unternommen wurde, an-
geben, wobei die zusatzlichen Informationen in
verschlisselter Form bereitgestellt werden; und
(c) Einrichten, dass die erste und die zweite Par-
tei betreibbar sind, beim Durchfihren von Da-
teniibertragung zwischen ihnen zum Bereitstel-
len von Benutzerauthentifizierungen und/oder
Benutzeranmeldung, den Schlissel zu verwen-
den, der basierend auf dem in der Authentifizie-
rungsnachricht enthaltenen Index aus der Liste
der Codes digitaler Schllissel abgeleitet wurde,
und den Schlusselnach der Verwendung zu ent-
sorgen, wobei der Schlissel so eingerichtet ist,
dass er zwischen der ersten und der zweiten
Partei nur einmal verwendbar ist.

Verfahren nach Anspruch 8, wobei das Verfahren
das Einrichten, dass der Schlissel durch eine von
Folgenden zur Verwendung ausgewahlt wird, ein-
schlielt: die erste Partei (102), die zweite Partei
(104) oder eine vertrauenswiirdige dritte Partei.

Verfahren nach Anspruch 8 oder 9, wobei das Ver-
fahren das gegenseitige Autorisieren und Authenti-
fizieren der ersten und zweiten Partei einschlief3t.

Verfahren nach Anspruch 8, 9 oder 10, wobei das
Verfahren das Einrichten, dass die Liste der Codes
digitaler Schliissel (106a, 106b) von der ersten Par-
tei (102) oder der zweiten Partei (104) bereitzustel-
len ist, einschliel3t.

Verfahren nach Anspruch 8, 9 oder 10, wobei das
Verfahren das Einrichten, dass die Liste der Codes
digitaler Schliissel (106a, 106b) von einer vertrau-
enswirdigen dritten Partei bereitzustellen ist, ein-
schliel3t.

Verfahren nach Anspruch 12, wobei das Verfahren
das Einrichten einschlieRt, dass die erste Partei
(102) zum anonymen Durchflihren der Datenlber-
tragung betreibbar ist, wenn die Liste der Codes di-
gitaler Schlussel (106a, 106b) von der vertrauens-
wirdigen dritten Partei bereitgestellt wird.

Verfahrennach einemder Anspriiche 8 bis 13, wobei
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das Verfahren das Einrichten einschlielt, dass das
Datensicherheitssystem (100) zum Deaktivieren ei-
ner gegebenen Liste der Codes digitaler Schliissel
(106a, 106b)in einem derfolgenden Falle betreibbar
ist:

- ein Ereignis, bei dem sich herausgestellt hat,
dass die Sicherheit dadurch beeintréchtigt wur-
de, dass einer unbefugten dritten Partei die ge-
gebene Liste der Codes digitaler Schlissel be-
treffende Informationen zuganglich wurden,
oder

- ein Ereignis, bei dem eine mit der gegebenen
Liste der Codes digitaler Schlissel verbundene
Ablaufzeit erreicht wurde.

Computerprogrammprodukt, das ein nichtflichtiges
computerlesbares Speichermedium mit darauf ge-
speicherten computerlesbaren Anweisungen um-
fasst, wobei die computerlesbaren Anweisungen
durch eine computergestitzte Vorrichtung ausfihr-
bar sind, die Verarbeitungshardware zum Ausfihren
eines Verfahrens nach einem der Anspriche 8 bis
14 umfasst.

Revendications

Systéme de sécurité des données (100) incluant au
moins une premiére partie (102) et une deuxiéme
partie (104) qui sont mutuellement couplées via un
agencement de communication de données, dans
lequel Fagencement de communication de données
est opérationnel pour assurer des authentifications
d’utilisateur et/ou une ouverture de session d’utilisa-
teur, dans lequel :

(i) on fournit aux premiére et deuxiéme parties
des copies identiques ou mutuellement compa-
tibles d’au moins une liste de codes de clés nu-
mérigues (106a, 106b) quiinclut des clés et des
indices faisant référence aux clés ;

(i) la premiére partie est opérationnelle pour re-
mettre a la deuxiéme partie un message
d'authentification (108) incluant, au lieu d’une
clé, un indice (304) de la clé, un identificateur
(ID) unique (302) d'une liste de codes de clés
numériques de laquelle la clé doit étre dérivée,
et des informations supplémentaires (306) indi-
catives d’au moins I'un parmi - un ID d’utilisateur
unigue associé a la premiére partie, un jeton de
session précédemment recu de la deuxiéme
partie, une date et une heure auxguelles une
tentative d'authentifications d’utilisateur et/ou
d'ouverture de session d'utilisateur est faite,
dans lequel les informations supplémentaires
sont fournies sous une forme chiffrée ; et

(iii) les premiére et deuxieme parties sont opé-
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rationnelles pour utiliser, lors de la mise en ceu-
vre d’'une communication de données entre el-
les, pour fournir des authentifications d’utilisa-
teuret/ou une ouverture de session d'utilisateur,
la clé qui est dérivée de la liste de codes de clés
numériques sur la base de l'indice inclus au sein
du message d’authentification, et pour éliminer
la clé aprés utilisation, dans lequel la clé est
agencée pour n’étre utilisable qu’une seule fois
entre les premiére et deuxiéme parties.

Systéme de sécurité de données (100) selon la re-
vendication 1, dans lequel la clé est sélectionnée
pour une utilisation par 'une quelconque parmi: la
premiére partie (102), la deuxiéme partie (104), ou
une tierce partie de confiance (112).

Systéme de sécurité de données (100) selon la re-
vendication 1 ou 2, dans lequel les premiére et
deuxiéme parties sont mutuellement autorisées et
authentifiées.

Systéme de sécurité de données (100) selon la re-
vendication 1, 2, ou 3, dans lequel la liste de codes
de clés numériques (106a, 106b) est fournie par la
premiére partie (102) ou la deuxiéme partie (104).

Systéme de sécurité de données (100) selon la re-
vendication 1, 2, ou 3, dans lequel la liste de codes
de clés numériques (106a, 106b) est fournie par une
tierce partie de confiance.

Systéme de sécurité de données (100) selon la re-
vendication 5, dans lequel la premiére partie (102)
est opérationnelle pour mettre en ceuvre la commu-
nication de données de maniére anonyme, lorsque
la liste de codes de clés numériques (106a, 106b)
est fournie par la tierce partie de confiance.

Systéme de sécurité de données (100) selon I'une
guelconque des revendications 1 a 6, dans lequel le
systeme de sécurité de données est opérationnel
pour désactiver une liste de codes de clés numéri-
gues donnée (106a, 106b) lors de I'un guelconque
parmi :

- un événement lors duquel il s’est avéré que la
sécurité a été compromise par des informations
se rapportant a la liste de codes de clés numé-
rigues donnée devenant disponible pour une
tierce partie non autorisée, ou

- un événement ou un temps d’expiration asso-
cié a la liste de codes de clés numériques don-
née a été atteint.

8. Procédé d’exploitation d’'un systéme de sécurité de

données (100)incluantaumoins une premiére partie
(102) et une deuxiéme partie (104) qui sont mutuel-
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10.
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12.

lement couplées via un agencement de communi-
cation de données, dans lequel 'agencement de
communication de données est opérationnel pour
assurer des authentifications d’utilisateur et/ou une
ouverture de session d'utilisateur, dans lequel le pro-
cédé inclut :

(a) la fourniture, a des premiére et deuxiéme
parties, de copies identiques ou mutuellement
compatibles d’au moins une liste de codes de
clés numériques (106a, 106b) qui inclut des clés
et des indices faisant référence aux clés ;

(b) le fait de s’arranger pour que la premiére
partie soit opérationnelle pour remettre a la
deuxiéme partie un message d’authentification
(108) incluant, au lieu d’'une clé, un indice (304)
de la clé, un identificateur unique (ID) (302)
d’'une liste de codes de clés humériques de la-
guelle la clé doit étre dérivée, et des informations
supplémentaires (306) indicatives d’au moins
'un parmi : un ID d’utilisateur unique associé a
la premiére partie, un jeton de session précé-
demment regu de la deuxiéme partie, une date
et une heure auxquelles une tentative d’authen-
tifications d’utilisateur et/ou d’ouverture de ses-
sion d'utilisateur est faite, dans lequel les infor-
mations supplémentaires sont fournies sous
une forme chiffrée ; et

(c) le fait de s’arranger pour que les premiére et
deuxiéme parties soient opérationnelles pour
utiliser, lors de la mise en ceuvre d’'une commu-
nication de données entre elles, pourfournir des
authentifications d’utilisateur et/ou une ouvertu-
re de session d’utilisateur, la clé qui est dérivée
de la liste de codes de clés numériques sur la
base de lindice inclus au sein du message
d'authentification, et pour éliminer la clé aprés
utilisation, dans lequel la clé est agencée pour
n'étre utilisable gu’une seule fois entre les pre-
miére et deuxiéme parties.

Procédé selon larevendication 8, dans lequel le pro-
cédé inclut le fait de s’arranger pour que la clé soit
sélectionnée pour utilisation par 'une guelconque
parmi : la premiére partie (102), la deuxiéme partie
(104), ou une tierce partie de confiance.

Procédé selon la revendication 8 ou 9, dans lequel
le procédé inclut lautorisation et I'authentification
mutuelles des premiére et deuxiéme parties.

Procédé selon la revendication 8, 9, ou 10, dans le-
guel le procédé inclut le fait de s’arranger pour que
la liste de codes de clés numériques (106a, 106b)
soit fournie par la premiére partie (102) ou la deuxié-
me partie (104).

Procédé selon la revendication 8, 9, ou 10, dans le-
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guel le procédé inclut le fait de s’arranger pour que
la liste de codes de clés numériques (106a, 106b)
soit fournie par une tierce partie de confiance.

Procédé selon la revendication 12, dans lequel le
procéde inclut le fait de s’arranger pour que la pre-
miére partie (102) soit opérationnelle pour mettre en
ceuvre la communication de données de maniére
anonyme, lorsque la liste de codes de clés numéri-
gues (106a, 106b) est fournie par la tierce partie de
confiance.

Procédé selon I'une quelconque des revendications
8 & 13, dans lequel le procédé inclut le fait de s’ar-
ranger pour que le systéme de sécurité de données
(100) soit opérationnel pour désactiver une liste de
codes de clés numériques donnée (106a, 106b) lors
de I'un guelcongque parmi :

- un événement lors duquel il s’est avéré que la
sécurité a été compromise par des informations
se rapportant a la liste de codes de clés numé-
rigues donnée devenant disponible pour une
tierce partie non autorisée, ou

- un événement ol un temps d’expiration asso-
cié a la liste de codes de clés numériques don-
née a été atteint.

Produit programme informatiqgue comprenant un
support de stockage non transitoire lisible par ordi-
nateur sur lequel sont stockées des instructions lisi-
bles par ordinateur, les instructions lisibles par ordi-
nateur étant exécutables par un dispositif informati-
sé comprenant un matériel de traitement pour exé-
cuter un procédé selon I'une quelconque des reven-
dications 8 & 14.
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