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Description
TECHNICAL FIELD

[0001] The present disclosure relates to systems for
communicating data from a source device to a destina-
tion device, when the source device has no direct access
or has only restricted access to any data communication
network. Moreover, the present disclosure is concerned
with methods of communicating data from a source de-
vice to a destination device, when the source device has
no direct access or has only restricted access to any data
communication network. Furthermore, the present dis-
closure is concerned with computer program products
comprising a non-transitory computer-readable storage
medium having computer-readable instructions stored
thereon, the computer-readable instructions being exe-
cutable by a computerized device comprising processing
hardware to execute aforesaid methods.

BACKGROUND

[0002] There often arises a need to transfer data files
securely from a source device to a destination device
located far away from the source device, when the source
device is not connected to the public Internet or has a
restricted connection to the public Internet, for example,
due tofirewalls or anti-malware software. As an example,
users of medical imaging devices (for example, doctors
and their assistants) often need to transfer medical im-
ages from the medical imaging devices to other locations
for analysis or research purposes. Conventionally, these
medical images are transferred using fax machines or a
postal service. Such conventional approaches are not
only sub-optimal, but also time-consuming and cumber-
some. For this reason, it is very common for doctors and
their assistants to copy data files containing medical im-
ages into an external hard drive or a Universal Serial Bus
(USB) data memory stick, and to try to use other kinds
of conventional approaches for transferring the datafiles.
[0003] Moreover, it is known that Autosync Dropbox®
- Dropsync application allows a user to sync automati-
cally and to share unlimited files and folders stored on a
user device with Dropbox® and with the user’s other de-
vices. The files are transferred from the user device over
a Universal Serial Bus (USB)to a data storage of a smart-
phone running the Dropsync application, which then au-
tomatically transmits the data by utilizing a data commu-
nication network provided by the smartphone. In such a
case, the userdevice is capable of connecting to the data
communication network provided by the smartphone,
and therefore, is vulnerable to virus attacks and other
kinds of threats.

[0004] In a published United States patent document
US 2009/0100349 A1 (Jon W. Hancock; "Terminal Client
Collaboration and Relay Systems and Methods"), there
are described systems and methods that enable collab-
oration in interactive sessions. A first connection is es-
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tablished between a terminal client and a relay service
and the terminal client engages in an interactive session
with a terminal service. A second connection is estab-
lished between a shadow client and the relay service,
wherein data and commands are relayed between the
terminal client and the shadow client through the relay
service, The first and second connections and the inter-
active session are encrypted. The interactive session is
encrypted using different encryption keys than the keys
used by the first and second connections.

[0005] In a published United States patent document
US 2009/0276829 A1 (Rotem Sela et al; "System for
Copying Protected Data from One Secured Storage De-
vice to Another via a Third Party"), there is described a
third party configuration to establish a virtual secure
channel between a source SSD and a destination SSD
via which the third party reads protected digital data from
the source SSD and writes the protected digital data into
the destination SSD after determining that each party
satisfies eligibility prerequisites. An SSD is configured to
operate as a source SSD, from which protected data is
copied to a destination SSD, and also as a destination
S8D, to which protected data of a source SSD is copied.
[0006] In a published United States patent document
US 2010/0217871 A1 (Scott P. Gammon; "System and
Method for Using a Portable Electronic Device as a Se-
cure Virtual Mass Storage Device Over a Network"),
there is described a wireless device. The wireless device
comprises a processor for controlling operation of the
wireless device; a first input device coupled to the proc-
essor for accepting an input; one display device coupled
to the processor for communicating an output to the user;
a communications subsystem coupled to the processor
for communicating with a communications network; a uni-
versal Serial Bus (USB) storage device connected to a
USB port of the wireless device; a memory coupled to
the processor; and a storage device coupled to the proc-
essor. The wireless device includes a USB/ network han-
dling module residentin the memory for execution by the
processor. The USB/ network handling module is config-
ured to establish a secure connection between the wire-
less device and a server of a network; load a universal
serial bus mass storage component; initiate a file share
between the wireless device and the server; and mount
the USB storage device connected to the USB port of
the wireless device as a shared network drive on the
network.

[0607] In a granted GB patent document GB2538052
A (Gurulogic Microsystems Oy; "Encoder, Decoder, En-
cryption system, Encryption Key Wallet and Method"),
there is described an encryption system for encrypting
datain respect of at least one party. The party is provided
with an encryption key wallet, wherein one or more en-
cryption keys of the encryption key wallet are identifiable
using one reference code. The encryption key wallet is
opened for accessing at least one encryption key via its
reference code, for encrypting data to generate corre-
sponding encrypted data and/or for decrypting encrypted
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data to generate corresponding decrypted data.

[0008] In light of the foregoing, there arises a contem-
porary need for a system that is capable of facilitating
data communication between a source device and a des-
tination device, even when the source device has no di-
rect access or has only restricted access to any data
communication network.

SUMMARY

[0009] The presentdisclosure seeks to provide an im-
proved system for communicating data from a source
device to a destination device, when the source device
has no direct access or has only restricted access to any
data communication network.

[0010] Moreover, the present disclosure seeks to pro-
vide an improved method of communicating data from a
source device to a destination device, when the source
device has no direct access or has only restricted access
to any data communication network.

[0011] A further aim of the present disclosure is to at
least partially overcome at least some of the problems
of the prior art, as described in the foregoing.

[0012] In a first aspect, embodiments of the present
disclosure provide a system for communicating data from
a source device to at least one destination device, the
source device having no direct access or having only
restricted access to any data communication network,
wherein the system comprises:

- anetwork device that is to be coupled in communi-
cation with the source device, so as to enable the
source device to transfer to the network device the
data to be communicated to the at least one desti-
nation device; and

- anetworknode configured to provide anetwork node
service to a source client executing on the network
device and to a destination client associated with the
at least one destination device, wherein the network
device is to be coupled in communication with the
network node via a data communication network,
and wherein the network device is communicably
uncoupled from the source device prior to commu-
nicably coupling the network device to the network
node,

wherein the source client is configured to:

- check whether or not the destination client is con-
nected to the network node service; and

- communicate the data to the destination client, by
relaying the data through the network node service,
when the destination client is connected to the net-
work node service, wherein the data communication
from the source client to the destination client does
not take place, until the network device has been
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communicably uncoupled from the source device.

[0013] Embodiments of the present disclosure are of
advantage in that the system enables data communica-
tion with devices that have no direct access or have only
restricted access to any data communication network,
and facilitates the data communication in real time or
near real time when clients associated with destination
devices are connected to the network node service.
[0014] [nthe foregoing, by "no direct access" is meant
that the source device is not capable of being, or is not
desiredtobe, coupled directly to any data communication
network by means of a wired or wireless connection.
Moreover, in the foregoing, by "only restricted access" is
meant that the source device is capable of being coupled
directly to a given data communication network, but for
some reason, is not able to access the given data com-
munication network at a given point of time. In some im-
plementations, the term “restricted access” means that
the source device is not allowed to access any data com-
munication network. In other implementations, the term
“restricted access” means that the source device is al-
lowed to access only a particular communication network
(for example, a local area network of an organization or
a virtual private network), whereby the source device is
unable to communicate data to the at least one destina-
tion device from outside that particular communication
network.

[0015] Inasecondaspect, embodiments ofthe present
disclosure provide a method of communicating data from
a source device to at least one destination device, the
source device having no direct access or having only
restricted access to any data communication network,
the method being implemented by a system comprising
anetwork node and a network device, wherein the meth-
od comprises:

- coupling the network device in communication with
the source device to enable the source device to
transfer to the network device the data to be com-
municated to the at least one destination device;

- coupling the network device in communication with
the network node via a data communication network;

- communicably uncoupling the network device from
the source device prior to communicably coupling
the network device to the network node;

- providing, via the network node, a network node
service to a source client executing on the network
device and to a destination client associated with the
at least one destination device;

- checking whether or not the destination client is con-
nected to the network node service; and

- communicating the data from the source client to the
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destination client, by relaying the data through the
network node service, when the destination clientis
connected to the network node service, wherein the
data communication from the source client to the
destination client does not take place, until the net-
work device has been communicably uncoupled
from the source device.

[0016] In a third aspect, embodiments of the present
disclosure provide a network device for communicating
data from a source device to at least one destination de-
vice, the source device having no direct access or having
only restricted access to any data communication net-
work, wherein:

- the network device is to be coupled in communica-
tion with the source device, so as to enable the
source device to transfer to the network device the
data to be communicated to the at least one desti-
nation device;

- the network device is to be coupled in communica-
tion with a network node via a data communication
network, wherein the network device is communica-
bly uncoupled from the source device prior to com-
municably coupling the network device to the net-
work node, and wherein the network node is config-
ured to provide a network node service to a source
client executing on the network device and to a des-
tination client associated with the at least one desti-
nation device; and

- the source client is configured to check whether or
not the destination client is connected to the network
node service, and to communicate the data to the
destination client, by relaying the data through the
network node service, when the destination client is
connected to the network node service, wherein the
data communication from the source client to the
destination client does not take place, until the net-
work device has been communicably uncoupled
from the source device.

[0017] Additional aspects, advantages, features and
objects of the present disclosure would be made appar-
ent from the drawings and the detailed description of the
illustrative embodiments construed in conjunction with
the appended claims that follow.

[0018] itwillbe appreciated that features of the present
disclosure are susceptible to being combined in various
combinations without departing from the scope of the
present disclosure as defined by the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] The summary above, as well as the following
detailed description of illustrative embodiments, is better
understood when read in conjunction with the appended
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drawings. For the purpose of illustrating the present dis-
closure, exemplary constructions of the disclosure are
shown in the drawings. However, the present disclosure
is notlimited to specific methods and apparatus disclosed
herein. Moreover, those in the art will understand that
the drawings are not to scale. Wherever possible, like
elements have been indicated by identical numbers.
[0020] Embodiments of the present disclosure will now
be described, by way of example only, with reference to
the following diagrams wherein:

FIG. 1is a schematic illustration of an exam-
ple implementation of a system for
communicating data from a source
device to adestination device, inac-
cordance with an embodiment ofthe
present disclosure;

a schematic illustration of another
example implementation of a sys-
tem for communicating data from a
source device to one or more desti-
nation devices, in accordance with
an embodiment of the present dis-
closure; and

are schematic illustrations of how a
network device is used to commu-
nicate data from a source device to
a destination device in different sce-
narios, in accordance with an em-
bodiment of the present disclosure.

FIG. 2is

FIGs. 3A and 3B

[0021] In the accompanying diagrams, an underlined
number is employed to represent an item over which the
underined number is positioned or an item to which the
underined number is adjacent. When a number is non-
underlined and accompanied by an associated arrow,
the non-underlined number is used to identify a general
item at which the arrow is pointing.

DETAILED DESCRIPTION OF EMBODIMENTS

[0022] In the following detailed description, illustrative
embodiments of the present disclosure and ways in
which they can be implemented are elucidated. Although
some modes of carrying out the present disclosure are
described, those skilled in the art would recognize that
other embodiments for carrying out or practising the
present disclosure are also possible.

[0023] In a first aspect, embodiments of the present
disclosure provide a system for communicating data from
a source device to at least one destination device, the
source device having no direct access or having only
restricted access to any data communication network,
characterized in that the system comprises:

- anetwork device that is to be coupled in communi-
cation with the source device, so as to enable the
source device to transfer to the network device the
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data to be communicated to the at least one desti-
nation device; and

- anetworknode configured toprovide anetwork node
service to a source client executing on the network
device and to a destination client associated with the
at least one destination device, wherein the network
device is to be coupled in communication with the
network node via a data communication network,
and wherein the network device is communicably
uncoupled from the source device prior to commu-
nicably coupling the network device to the network
node,

wherein the source client is configured to:

- check whether or not the destination client is con-
nected to the network node service; and

- communicate the data to the destination client, by
relaying the data through the network node service,
when the destination client is connected to the net-
work node service, wherein the data communication
from the source client to the destination client does
not take place, until the network device has been
communicably uncoupled from the source device.

[0024] Pursuantto embodiments of the present disclo-
sure, the network device can be coupled in communica-
tion with the source device using a wireless connection
orawired connection. Based upon the presentdisclosure
provided herein, a person skilled in the art will recognize
a variety of ways in which the aforesaid coupling can
exist. As an example, the network device can be coupled
in communication with the source device using a Near
Field Communication (NFC)interface, a Bluetooth® Low
Energy (BLE) interface, or Li-Fi. As another example, the
network device can be coupled in communication with
the source device using a Universal Serial Bus (USB)
connection or a lightning cable.

[0025] When a USB connection is used, the source
device acts as a USB host, whilst the network device acts
as a USB peripheral. In this regard, the network device
and the source device can be connected using a suitable
USB lightning cable, depending upon a connectivity op-
tion available on the source device. Optionally, in such
a case, the source client is configured to create a USB
file system associated with the source device for tempo-
rarily storing the data to be communicated.

[0026] Moreover, optionally, the network device is im-
plemented by way of a simple Single Board Computer
(SBC) or System on Chip (SoC). As an example, the
network device can be implemented by way of an Orange
Pi® or a Raspberry Pi® type of device. It will be appre-
ciated that the network device can be alternatively im-
plemented by way of other types of computing devices,
for example, such as smartphones, Mobile Internet De-
vices (MIDs), tablet computers, Ultra-Mobile Personal
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Computers (UMPCs), phablet computers, Personal Dig-
ital Assistants (PDAs), web pads, Personal Computers
(PCs), handheld PCs, laptop computers, and desktop
computers.

[0027] Optionally, the network device employs Ad-
vanced RISC Machine (ARM), wherein RISC stands for
"Reduced Instruction Set Computer'. As an example, the
network device could be implemented by way of an ARM
Linux® device. As another example, the network device
could be implemented by way of an ARM Android® de-
vice having only Wi-Fi®, without any telephone commu-
nication module.

[0028] Optionally, the network device is configured to
be capable of acting as a data storage and performing a
network file transfer. More optionally, the network device
is implemented by way of a portable battery-powered de-
vice that is capable of acting as a USB mass storage and
performing a network file transfer. Optionally, in this re-
gard, the network device includes an internal memory
card (for example, such as a Secure Digital (SD) card).
[0029] Optionally, when the network device is coupled
with the source device using a USB connection (for ex-
ample, by plugging the network device into the source
device’s USB port), the source device detects the net-
work device as an external mass storage device. This
allows a user of the source device to copy data into an
upload directory (or from a download directory) of the
network device.

[0030] Moreover, optionally, a user interface of the
source device allows the user to select data files to be
communicated to the at least one destination device,
wherein the data files constitute at least a part of the data
to be communicated. Optionally, in this regard, the user
interface of the source device allows the user to copy the
data files to a predefined folder or disk (for example, the
upload directory) of the network device. More optionally,
the user interface allows the user to drag and drop the
data files to the predefined folder or disk.

[0031] Optionally, the source client is configured to
identify when new data file(s) are copied into the upload
directory of the network device, and to schedule a transfer
of the new data files to the destination client automati-
cally.

[0032] Furthermore, according to an embodiment, the
network device is provided with an access to the data
communication network (namely, the data communica-
tion network via which the network device is coupled in
communication with the network node) by wired or wire-
less means. Optionally, in this regard, the system com-
prises a network-access device that, in operation, pro-
vides the network device with the access to the data com-
munication network. Throughout the present disclosure,
the term "network-access device" refers to a device that
has an access to a data communication network, and is
capable of providing a network device with an access to
the data communication network. Such a device is con-
figured to operate at a data link layer (OSI L2). The net-
work-access device could, for example, be a network in-
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frastructure device (for example, such as a router, a mo-
dem or the like) or a user device (for example, such as
a personal computer, a laptop, or a smartphone) thathas
an access to the data communication network (forexam-
ple, using a Wi-Fi®, a USB Wi-Fi® dongle, a USB cellular
dongle or the like).

[0033] As anexample, the access to the data commu-
nication network can be provided by a wireless access
point. In such a case, the network-access device could
be a wireless router or a mobile communication device
thatuses a Wi-Fi® or a cellular network, wherein the wire-
less access point is provided by the wireless router or
the mobile communication device.

[0034] It will be appreciated that these examples are
only for illustrative purposes; a person skilled in the art
will recognize many variations, alternatives, and modifi-
cations of embodiments of the present disclosure.
[0035] Optionally, the source clientis configured to au-
tomatically establish a network connectivity via the net-
work-access device, based on a predefined configura-
tion. Optionally, the source client is configured to search
for a particular (namely, predefined) data communication
network and to connect to that particular data communi-
cation network automatically. Alternatively, optionally,
the source client is configured to connect to any data
communication network that is available.

[0036] According to another embodiment, the network
device is configured to access the data communication
network on its own. More optionally, the network device
includes a built-in module that is configured to provide
Wi-Fi® connectivity.

[0037] Throughout the present disclosure, the term
"destination client' encompasses both a client executing
on the at least one destination device as well as a client
executing on a network device associated with the at
least one destination device (namely, a network device
coupled with the at least one destination device). Option-
ally, when the destination client is a client executing on
the network device coupled with the at least one desti-
nation device, the data received from the source client
is stored in a download directory of the network device
coupled with the at least one destination device. It will be
appreciated that the download directory can be the same
as or different from an upload directory of the network
device, wherein the upload directory is used when the at
least one destination device acts as a source of data at
a same or different instance of time.

[0038] Beneficially, when executed, the destination cli-
ent is capable of performing similar functionalities as the
source client. As a result, the at least one destination
device can act as a source device at the same or another
instance of time. Likewise, the source device can act as
a destination device at the same or another instance of
time.

[0039] It will be appreciated that the terms "source cli-
ent' and "desfination client" and the terms "source de-
vice" and "destination device" have been used for the
sake of clarity only, and should not be construed to limit

10

15

20

25

30

35

40

45

50

55

the terms "source client" and "source device" and the
terms "destination client" and "destination device" to acts
of transmitting data and receiving data, respectively. In
other words, a given device may act as a source device
at a given instance of time, and as a destination device
at the same or another instance of time.

[0040] Examples of software platforms that are tech-
nically suitable for implementing the source client and
the destination client include, but are not limited to, Un-
ix®, Linux®, Windows®, OS X®, Android® and iOS®.
[0041] Moreover, according to an embodiment, a com-
munication link is established between the source client
and the destination client, when the destination client is
connected to the network node service; this communica-
tion link is then used to communicate the data from the
source client to the destination client. It will be appreci-
ated that such a communication link is a real-time com-
munication link. By "real-time communication link", it is
meant that the data is communicated in real-time or near
real-time when both the source client and the destination
client are connected to the network node service.
Throughout the present disclosure, the term "real-time"
has been used to refer to real-time as well as near real-
time; thus, the term "real-time communication link" also
encompasses a near real-time communication link.
[0042] Optionally, the source client is configured to
schedule transmission of the data to the destination client
on a periodic basis. Optionally, in this regard, the network
node service is configured to schedule the relay of the
data therethrough on a periodic basis.

[0043] Optionally, in this regard, the source client is
configured to check for any newly appended data files
on the upload directory of the network device from time
to time, and to transfer these data files when the desti-
nation client is connected to the network node service.
Beneficially, the source client is configured to remove the
data files from the upload directory of the network device,
upon succesful transfer of the data files to the destination
client. Thus, the user does not have to perform any action
apart from selecting data files to be communicated to the
at least one destination device.

[0044] Moreover, optionally, the source client is con-
figured to transmit the data to the destination client in
parts. As an example, the data transmission can be per-
formed on a periodic basis, when there is a certain max-
imum amount of bytes that the network device can read
and transmit at a time. Optionally, in such a case, the
source client is configured to transmit a data block or
packet (namely, the certain amount of bytes), and to
pause momentarily, before resuming transmission of a
next data block or packet.

[0045] Alternatively, optionally, the source client is
configured to transmit the data to the destination client
at one go. Optionally, in such a case, the source client
is configured to transmit to the destination client the data
in a form of one or more data streams.

[0046] Furthermore, in the foregoing, by "no direct ac-
cess" is meant that the source device is not capable of
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being, oris not desired to be, coupled directly to any data
communication network by means of a wired or wireless
connection.

[0047] In the foregoing. by "only restricted access” is
meant that the source device is capable of being coupled
directly to a given data communication network, but for
some reason, is not able to access the given data com-
munication network at a given point of time.

[0048] In some implementations, the term “restricted
access" means that the source device is not allowed to
access any data communication network. in otherimple-
mentations, the term "restricted access” means that the
source device is allowed to access only a particular com-
munication network (for example, a local area network
of an organization or a virtual private network), whereby
the source device is unable to communicate data to the
at least one destination device from outside that partic-
ular communication network.

[0049] Pursuantto embodiments of the present disclo-
sure, irrespective of whether or not the source device is
capable of being coupled to a data communication net-
work (for example, the Internet), the source device does
notaccess any data communication network for commu-
nicating the data; instead, the data is communicated by
the network device on behalf of the source device. Ex-
amples of the source device include, but are not limited
to, a smart telephone, a smart watch, a Personal Com-
puter (PC), an On-Board Diagnostics (OBD) device of a
vehicle, a camera, a data storage device, a medical ap-
paratus, a seismic apparatus, a surveying apparatus, a
"black box"flight recorder, a digital musical instrument.
[0050] The aforementioned system can be implement-
ed even in a highly-restricted environment, where it is
not possible to communicate with communication devic-
es using conventional techniques. One example of such
a highly-restricted environment is a local area network
ofacompany oran organization, wherein communication
devices from within the local area network have a restrict-
ed accessto the public Internet®, due to existing physical
and/or non-physical network security infrastructure, for
example, such as firewalls, proxies and the like. The sys-
tem pursuant to embodiments of the present disclosure
is capable of facilitating data communication from such
communication devices (namely, source devices), with-
out affecting the existing physical and/or non-physical
network security infrastructure.

[0051] More optionally, the network device is commu-
nicably uncoupled from the source device prior to being
communicably coupled to any data communication net-
work.

[0052] As an example, when the network device is
physically coupled with (namely, plugged to) the source
device, for example, using a USB connection, the data
communication does not take place, until the network
device has been unplugged from the source device. This
potentially isolates the source device from the data com-
munication network via which the network device is cou-
pled to the network node. In such implementations, the
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network device provides isolated protection to the source
device. By "isolated protection”, it is meant that the
source device is not connected to the data communica-
tion network (for example, the public Internet), and there-
fore, is not vulnerable to virus attacks and other kinds of
threats. As a result, there is no need to employ firewalls
or other security policies for the source device.

[0053] Optionally, in such a case, the source client is
configured to switch between a data storage mode and
a data transfer mode of the network device depending
on whether or not the network device is communicably
uncoupled from the source device. Throughout the
presentdisclosure, the term "data fransfer mode"encom-
passes both transmission and receipt of data; therefore,
the term "data transfer mode" has been used not only
with respect to a network device associated with a given
source device, but also with respect to a network device
associated with a given destination device. One example
implementation of how the data storage mode and the
data transfer mode can be used has been provided in
conjunction with FIGs. 3A and 3B.

[0054] Forillustration purposes only, there will now be
considered an example implementation in which the net-
work device includes aninternal SD card. In the example
implementation, when the network device is coupled to
the source device (for example, via a USB connection),
the source client is configured to switch the network de-
vice to the data storage mode, thereby allowing the user
to copy data files into the upload directory or from the
download directory of the network device. As an exam-
ple, the data files may be copied into a USB file system
that has been created for the source device on a USB
Mass Storage (UMS) of the network device.

[0055] In the data storage mode, a connection to the
network node service is disconnected and the SD card
of the network device is unmounted automatically. As a
result, the network device provides isolated protection to
the source device, and there is no possibility for leakage
of data anywhere.

[0056] On the other hand, when the network device is
uncoupled (for example, unplugged) from the source de-
vice, the source client is configured to switch the network
device to the data transfer mode. In the data transfer
mode, the SD card of the network device is mounted
automatically and a connection to the network node serv-
ice is re-established. Moreover, the source client is con-
figured to identify any newly appended data files on the
upload directory of the network device, and to transfer
these data files when the destination client is connected
to the network node service. Beneficially, the source cli-
entis configured to remove the data files from the upload
directory of the network device, upon succesful transfer
of the data files to the destination client.

[0057] Moreover, it will be appreciated that the afore-
mentioned system can be implemented even in non-re-
stricted or non-secured network environments, for exam-
ple, such as public-accessible networks provided at pub-
lic places (for example, such as libraries). In other words,



13 EP 3 662 640 B1 14

the system pursuant to the present disclosure can be
implemented for performing data communication in a se-
cure manner, even with the help of a non-personal com-
puter located at a public library, for example, when the
network device uses a network connection of the non-
personal computer (namely, the aforementioned net-
work-access device) to access the data communication
network. There is no need to install any software to such
a non-personal computer (namely, the network-access
device), the network device only uses the non-personal
computer’'s access to the data communication network.
Moreover, when such a non-personal computer's access
is utilized, the datais transferred without leaving any trace
thereto. It will be appreciated that installing any software
on such non-personal computers, namely computers
available for the public in public libraries, is typically for-
bidden; the aforementioned system is capable of per-
forming secure datatransmission without aneed to install
any software to such non-personal computers.

[0058] Instead, a software application or program
(namely, the client) is executed only on the network de-
vice. Inother words, thereis no needtoinstall any specific
software application or program to, for example, a com-
puter or a mobile communication device (namely, the net-
work-access device) whose access to the data commu-
nication network is being used by the network device.
[0059] Moreover, pursuant to embodiments of the
present disclosure, no specific software application or
program is required to be installed to the source device.
[0060] Pursuanttoembodiments of the present disclo-
sure, the data communication network can be a collection
of individual networks, interconnected with each other
and functioning as a single large network. Suchindividual
networks may be wired, wireless, or a combination there-
of. Examples of such individual networks include, butare
not limited to, Local Area Networks (LANs), Wide Area
Networks (WANSs), Metropolitan Area Networks (MANs),
Wireless LANs (WLANs), Wireless WANs (WWANS),
Wireless MANs (WMANSs), the Internet®, second gener-
ation (2G®) telecommunication networks, third genera-
tion (3G®) telecommunication networks, fourth genera-
tion (4G®) telecommunication networks, fifth generation
(5G®) telecommunication networks, community net-
works, satellite networks, vehicular networks, sensor net-
works, Worldwide Interoperability for Microwave Access
(WIMAX®) networks, and short-range wireless commu-
nication netwaorks, such as a "Bluetooth” network ("Blue-
footh" is a registered trademark®). Such networks may
run the Internet Protocol (IP), an information-centric pro-
tocol, or other protocols to achieve a desired data com-
munication.

[0061] In some implementations, the data communi-
cation network is the Internet®.

[0062] It will be appreciated thatthe network node may
be communicably coupled to the at least one destination
device, via another data communication network. In
some implementations, such a data communication net-
work is a local network that is created by communicably
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and only programmatically coupling destination clients
associated with one or more destination devices to the
network node service provided by the network node. One
such local network has been illustrated in conjunction
with FIG. 1. Optionally, in such a local network, the clients
communicate with each other via relay through the net-
work node service. It will be appreciated that the clients
are only programmatically coupled around the network
node service in a programmatic star configuration, and
need not be physically arranged in a star network topol-
ogy.

[0063] Hereinabove, the term "focal network" refers to
a local transmission network that interacts directly with
clients, without requiring any outside transmission net-
work. Optionally, the local transmission network is cre-
ated by implementing an application layer (OSI L7). Op-
tionally, in such a case, the network node is configured
to operate at the application layer (OSI L7).

[0064] Additionally or alternatively, optionally, the local
transmission network utilizes existing network infrastruc-
ture hardware (for example, such as routers). Notably,
an outside transmission network is typically required to
transfer data between two or more local transmission net-
works.

[00665] Throughout the present disclosure, the term
“network node" refers to a network node that is operable
to provide a network node service to serve clients exe-
cuting on network devices associated with the network
node. The network node could be implemented either by
way of a data communication equipment (for example,
such as a modem, hub and the like) or by way of a data
terminal equipment (for example, such as arouter, acom-
puter, a smartphone and the like). Optionally, the network
node is implemented by way of a programmatic hub or
a programmatic router. Alternatively, optionally, the net-
work node is implemented in a data center.

[0066] It will be appreciated that the network node is
never implemented in a source device.

[0067] Embodiments ofthe presentdisclosure are sus-
ceptible to being employed in a wide range of systems,
for example, such as smart telephones, smart watches,
Personal Computers (PC’s), vehicles, audio-visual ap-
paratus, cameras, data storage devices, surveillance
systems, video conferencing systems, medical appara-
tus, seismic apparatus, surveying apparatus, "black box"
flight recorders, digital musical instruments, but not lim-
ited thereto.

[0068] Asanexample,the aforementioned system can
be implemented for transfering one or more medical im-
ages from a medical imaging device or a computer as-
sociated with the medical imaging device (namely, the
source device in this case) to at least one destination
device located far away from the medical imaging device,
for analysis or research purposes. For example, the at
least one destination device could be another computer
where a medical analysis of the one or more medical
images is to be performed. In such an instance, the net-
work device is coupled to the medical imaging device or
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the associated computer, whereby a user then selects
the medicalimages to be transferred and copies the med-
ical images to the upload directory of the network device.
Subsequently, the source client schedules the transfer
of the medical images to the destination client.

[0069] The destination client could be a destination cli-
ent executing on the at least one destination device or a
destination client executing on a network device associ-
ated with the at least one destination device. Notably,
when the at least one destination device has no direct
access or has only restricted access to any data com-
munication network, the network device is beneficially
employed to receive the medical images transferred by
the source client. One such example implementation has
been illustrated later in conjunction with FIG. 2.

[0070] Moreover, it will be appreciated that the term
"destination device" not only encompasses endpoint de-
vices owned by users, butalsc encompasses a data stor-
age system of a cloud service provider or a file hosting
service (for example, such as Dropbox®). The aforemen-
tioned system could be implemented to transfer the data
to a cloud storage system from where endpoint devices
can retrieve the data as and when required. When the
aforementioned system is implemented to transfer the
data to such a cloud storage system (for example, such
as Dropbox®), there is no need to install any software
(namely, software related to the cloud storage system)
to a device whose access to the data communication
network (for example, internet access) is utilized in trans-
ferring the data, unlike in the Dropbox® scenario.
[0071] It will be appreciated that a given network node
service can be installed at a fixed physical location or a
physically moving object. Examples of such moving ob-
jects include, but are not limited to, vehicles, smart tele-
phones carried by their users, smart watches carried by
their users, and other wearable devices.

[0072] Furthermore, pursuant to embodiments of the
present disclosure, even when being relayed through the
network node service, the data is not stored at the net-
work node.

[0073] Moreover, optionally, the source client is con-
figured to employ at least one encoding method to en-
code the data, and to communicate the data in encoded
form. Optionally, in such a case, when the data is com-
municated in the encoded form, the destination client is
configured to employ at least one decoding method to
decode the data.

[0074] Optionally, the data is communicated using
end-to-end encryption. Optionally, in this regard, the
source clientis configured to encrypt information content
of the data prior to communicating the data to the desti-
nation client. In such a case, the destination client is con-
figured to decrypt the data upon receipt.

[0075] Optionally, in this regard, the information con-
tent of the data is encrypted by using one or more content
encryption methods. Optionally, the content encryption
is achieved by using a form of symmetrical encryption,
block cipher algorithm (see hifps:/ien.wikipe-
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dia.orglwikilBlock_cipher), for example, such as Ad-
vanced Encryption Standard (AES). Alternatively, option-
ally, the contentencryptionis achieved by using a stream
cipher algorithm (see https:llen.wikipe-
dia.orglwikilStream_cipher), for example, such as
ChaCha algorithm. Such content encryption enables the
aforementioned system to function reliably and handle
the data ina mannerthatitis content-protected inrespect
of an owner of the data, namely one or more parties that
are authorized to access and use the data in question. It
will be appreciated that the content encryption can alter-
natively be achieved by using suitable asymmetrical en-
cryption technigues (for example, such as RSA).

[0076] Optionally,the source clientis configured to em-
ploy a key store to encrypt the information content of the
data prior to communicating the data to the destination
client. Optionally, in this regard, the source client is con-
figured to employ at least one key that is stored in the
key store to encrypt the information content of the data.
[0077] Optionally, the source client is configured to
communicate to the destination client, together with the
data, encryption information indicative of a unique iden-
tifier (ID) of the key store and a key index of a key to be
derived from the key store for subsequent decryption of
the encrypted information content. It will be appreciated
that there can be a plurality of key stores associated with
the source client; in such a case, the unique ID of the key
store identifies which key store from amongst the plurality
of key stores is to be used for encryption/decryption pur-
poses. Accordingly, identical or mutually compatible cop-
ies of the key store are provided to the source client and
to the destination client associated with the at least one
destination device.

[0078] Optionally, the identical or mutually compatible
copies of the key store are provided to the source client
and the destination client by the network node service
executing on the network node. Alternatively, optionally,
the identical or mutually compatible copies of the key
store are provided by a trusted third party.

[0079] It will be appreciated that no harm arises even
if the encrypted information content is accessed by un-
authorized parties, because the unauthorized parties do
not have access to the relevant key store and its keys.
In other words, the system pursuant to the present dis-
closure provides improved protection, as optionally the
data is stored in an encrypted form at both endpoints,
namely the source client and the destination client, there-
by providing an end-to-end encryption.

[0080] Optionally, the key store is implemented by way
of a key container or a key generator that is capable of
storing keys and/or generating keys based upon their key
indexes in a reproducible manner. By "reproducible”, it
means that a same key is generated from a given key
index reproducibly. As an example, the key store can be
implemented as described in a UK patent document
GB2538052. As another example, the key store can be
implemented as described in a UK patent document GB
1620553.6.
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[0081] Optionally, in the network device, the source
client is integrated with the key store, such that only the
source client is allowed to access the key store and use
the keys stored or generated therein. Optionally, once
integrated with the key store, the source clientis executed
with protection from a kernel of the network device.
[0082] Furthermore, optionally, the source client is
configured to communicate, together with the data, infor-
mation indicative of the at least one destination device
or the destination client to which the data is to be com-
municated.

[0083] It will be appreciated that the information indic-
ative of the at least one destination device or the desti-
nation client is not required to be communicated in cases
where a same network node is reserved for communi-
cating within a predefined group of network devices.
[0084] In some implementations, the network node
could be inter-connected with one or more other network
nodes having their own local networks. In other words,
the one or more other network nodes could be coupled
to their corresponding network devices, thereby creating
their own local networks. In such a case, when two given
network nodes are inter-connected, their corresponding
local networks are connected to form a large data com-
munication network, wherein communication occurs via
relay through the two given network nodes.

[0085] Optionally, the source client is configured to
communicate the encryption information and the infor-
mation indicative of the at least one destination device
or the destination client by way of metadata associated
with the data. Such metadata enables the aforemen-
tioned system to perform a fast and reliable data delivery
to the destination client, namely in real or near real time.
[0086] According to an embodiment, the metadata is
communicated in an unencrypted form. In such a case,
the network node service is configured to deliver (namely,
relay) the encrypted information content of the data to
desired parties, namely the destination client, based up-
on the metadata, without a need to process the encrypted
information content. In other words, only the information
content of the data, which may contain sensitive infor-
mation, is encrypted; the network node service does not
need to decrypt the encrypted information content and
re-encrypt it. As a result, the network node service does
not compromise any sensitive information in respect of
the owner of the data. It will be appreciated that the net-
work node providing the network node service can be
implemented in any kind of environment using any kind
of device that need not have any security enhancements
for protecting the data.

[0087] Accordingto another embodiment, the metada-
ta is communicated in an encrypted form. In such a case,
it is required that the network node service is configured
to have its own key store and suitable security modules
associated with the key store for protecting the key store
from unauthorized access and use, wherein the security
module is configured to perform actual encryption and
decryption operations. This requires hardware-isolated
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security features from the network node executing the
network node service. It will be appreciated that commu-
nicating the metadatain the encrypted form is particularly
beneficial when it is desired to hide tracking information,
so that it would not be possible for an eavesdropping
third party to realize what type of data streams are being
communicated and with whom the communication is oc-
curring.

[0088] Moreover, optionally, the network node service
executing on the network node is configured to register
the source client and to associate unique account infor-
mation with the source client. Optionally, the unique ac-
count information is to be used to validate and authenti-
cate the source client prior to communicating the data.
Optionally, in this regard, the network node service is
configured to validate and authenticate the source client
with accepted credentials, nhamely the unique account
information provided by the source client, when the
source client connects to the network node service.
[0089] Furthermore, optionally, the source client or an-
other client executing on the network device is configured
to provide a user interface for allowing the userto observe
progress of the data communication. Such a user inter-
face could be provided by way of a dedicated software
application or a web-browser.

[0090] Itwillbe appreciated thatin case the established
real-time communication link is broken suddenly, for
some reason, before all data files (namely, the data to
be communicated) have been transmitted to the desti-
nation client, the source client is configured to resume
transmission of the remaining data files (namely, data
files that have not been transmitted yet) when the real-
time communication link is re-established. In practice,
such a "resume" function is enabled by dividing a given
data file into multiple parts (for example, such as data
blocks or packets), of which missed parts (namely, parts
that have not been transmitted yet) are then easy to be
identified and transmitted when possible. This makes the
system pursuant to the present disclosure very fault-tol-
erant and reliable.

[0091] Additionally, optionally, the user interface al-
lows the user to define the at least one destination device
or the destination client to which the data is to be com-
municated. Optionally, the user interface allows the user
to create alist of one or more destination devices to which
the data is to be communicated. More optionally, the user
interface allows the user to add one or more new desti-
nation devices to the list and/or to remove one or more
existing destination devices from the list.

[0092] Inasecondaspect,embodiments ofthe present
disclosure provide a method of communicating data from
a source device to at least one destination device, the
source device having no direct access or having only
restricted access to any data communication network,
the method being implemented by a system comprising
a network node and a network device, characterized in
that the method comprises:
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- coupling the network device in communication with
the source device to enable the source device to
transfer to the network device the data to be com-
municated to the at least one destination device;

- coupling the network device in communication with
the network node via a data communication network;

- communicably uncoupling the network device from
the source device prior to communicably coupling
the network device to the network node;

- providing, via the network node, a network node
service to a source client executing on the network
device and to a destination client associated with the
at least one destination device;

- checking whether or not the destination clientis con-
nected to the network node service; and

- communicating the data from the source client to the
destination client, by relaying the data through the
network node service, when the destination client is
connected to the network node service, wherein the
data communication from the source client to the
destination client does not take place, until the net-
work device has been communicably uncoupled
from the source device.

[0093] Various embodiments and variants disclosed
above apply mutatis mutandis to the method.

[0094] Optionally, the method comprises executingthe
source clientto switch between a data storage mode and
a data transfer mode of the network device depending
on whether or not the network device is communicably
uncoupled from the source device.

[0095] Optionally, the method comprises executingthe
source client to schedule transmission of the data to the
destination client on a periodic basis.

[0096] Optionally, the system further comprises a net-
work-access device having an access to the data com-
munication network, wherein the method comprises pro-
viding the network device with an access to the data com-
munication network, via the network-access device.
[0097] Optionally, the method comprises executingthe
source client to employ a key store to encrypt information
content of the data prior to communicating the data to
the destination client, as described earlier. In this regard,
identical or mutually compatible copies of the key store
are provided to the source client and to the destination
client.

[0098] Optionally, the method comprises executingthe
network node service on the network node to register the
source client and to associate unique account informa-
tion with the source client, wherein the unique account
information is to be used to validate and authenticate the
source client prior to communicating the data.

[0099] Optionally, the method comprises executingthe
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source client or ancther client on the network device to
provide a user interface for allowing a user to observe
progress of the data communication. The user interface
may be used to provide also other options to the user,
for example, as described earlier.

[0100] In a third aspect, embodiments of the present
disclosure provide a network device for communicating
data from a source device to at least one destination de-
vice, the source device having no direct access or having
only restricted access to any data communication net-
work, characterized in that:

- the network device is to be coupled in communica-
tion with the source device, so as to enable the
source device to transfer to the network device the
data to be communicated to the at least one desti-
nation device;

- the network device is to be coupled in communica-
tion with a network node via a data communication
network, wherein the network device is communica-
bly uncoupled from the source device prior to com-
municably coupling the network device to the net-
work node, and wherein the network node is config-
ured to provide a network node service to a source
client executing on the network device and to a des-
tination client associated with the at least one desti-
nation device; and

- the source client is configured to check whether or
not the destination client is connected to the network
node service, and to communicate the data to the
destination client, by relaying the data through the
network node service, when the destination client is
connected to the network node service ,wherein the
data communication from the source client to the
destination client does not take place, until the net-
work device has been communicably uncoupled
from the source device.

[0101] Various embodiments and variants disclosed
above apply mutatis mutandis to the network device.
[0102] Optionally, the source client is configured to
switch between a data storage mode and a data transfer
mode of the network device depending on whether or not
the network device is communicably uncoupled from the
source device.

[0103] Optionally, the source client is configured to
schedule transmission of the data to the destination client
on a periodic basis.

[0104] Optionally, the network device is provided with
an access to the data communication network, via a net-
work-access device. Alternatively, optionally, the net-
work device is configured to access the data communi-
cation network on its own.

[0105] Optionally, the source clientis configured to em-
ploy a key store to encryptinformation content of the data
prior to communicating the data to the destination client,
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wherein identical or mutually compatible copies of the
key store are provided to the source client and to the
destination client.

[0106] Optionally, the network device and the source
device are coupled in communication via a Universal Se-
rial Bus (USB) connection, wherein the source device
acts as a USB host, whilst the network device acts as a
USB peripheral.

[0107] Next, embodiments of the present disclosure
will be described with reference to figures.

[0108] FIG. 1is a schematic illustration of an example
implementation of a system 100 for communicating data
from a source device 102 to a destination device 104, in
accordance with an embodiment of the present disclo-
sure. With reference to FIG. 1, both of the source device
102 and the destination device 104 do not have direct
access or have only restricted access to any data com-
munication network.

[0109] The system 100 includes a network node 106
and network devices 108a and 108b. Clients 110a and
110b executing on the network devices 108a and 108b,
respectively, are provided with a network node service
112 executing on the network node 106.

[0110] The network device 108a is to be coupled in
communication with the source device 102, so as to en-
able the source device 102 to transfer to the network
device 108a the data to be communicated to the desti-
nation device 104. On the other hand, the network device
108b is to be coupled in communication with the desti-
nation device 104.

[0111] Theclient110a(namely, a source client)is con-
figured to check whether or not the client 110b (namely,
a destination client) is connected to the network node
service 112, and to communicate the data to the client
110b, by relaying the datathrough the network node serv-
ice 112, when the client 110b is connected to the network
node service 112. The client 110b is configured to provide
the data to the destination device 104.

[0112] FIG. 1 is merely an example, which should not
unduly limit the scope of the claims herein. A person
skilled in the art will recognize many variations, alterna-
tives, and modifications of embodiments of the present
disclosure.

[0113] FIG. 2 is a schematic illustration of another ex-
ample implementation of a system for communicating
data from a source device 202 to destination devices 204
and 206, in accordance with an embodiment of the
present disclosure. With reference to FIG. 2, the source
device 202 and the destination device 206 have no direct
access or have only restricted access to any data com-
munication network, whereas the destination device 204
has access to a data communication network 208, for
example, suchasthe publicinternet. It willbe appreciated
that the destination devices 204 could be a data storage
system of a cloud service provider, or a file hosting serv-
ice, for example, such as Dropbox®.

[0114] Withreference to FIG. 2, the system includes a
network node 210 and a network device 212. The network
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device 212 is to be coupled in communication with the
source device 202, so as to enable the source device
202 to transfer to the network device 212 the data to be
communicated to the destination devices 204 and 206.
[0115] The network device 212is to be coupled incom-
munication with the network node 210 via a data com-
munication network (which may be same as or different
from the data communication network 208). With refer-
ence to FIG. 2, the network device 212 accesses this
data communication network using a wireless access
point provided by a network-access device 214a. The
network-access device 214a is optionally implemented
by way of a smartphone. Beneficially, a user associated
with the smart phone enables a wireless access point on
the smartphone on a temporary basis, thereby enabling
asource client 216 (executing on the network device 212)
to access the data communication network on a tempo-
rary basis. It will be appreciated that a smartphone is just
one example of possible devices capable of being used
for providing access to the data communication network.
For example, there is optionally provided a router 214b
as another network-access device.

[0116] With reference to FIG. 2, the network node 210
has access to the data communication network 208.
[0117] In FIG. 2, the destination device 204 does not
have any network device associated therewith, while the
destination device 206 has a network device 218 asso-
ciated therewith. A destination client 220 is executed on
the destination device 204, while a destination client 222
is executed on the network device 218 associated with
the destination device 206.

[0118] The network device 218is to be coupled incom-
munication with the destination device 206, so as to en-
able the destination device 206 to copy from the network
device 218 the data received from the source device 202.
[0119] The network device 212, the destination device
204 and the network device 218 are to be coupled in
communication with the network node 210, such that the
source client 216 (executing on the network device 212),
the destination client 220 (executing on the destination
device 204) and the destination client 222 (executing on
the network device 218), respectively, are connected to
a network node service 224 executing on the network
node 210.

[0120] The source client 216 is configured to check
whether or not the destination clients 220 and 222 asso-
ciated with the destination devices 204 and 206, respec-
tively, are connected to the network node service 224,
and to communicate the data to the destination clients
220 and 222, by relaying the data through the network
node service 224, when the destination clients 220 and
222 are connected to the network node service.

[0121] It will be appreciated that the destination clients
220 and 222 need not be connected to the network node
service 224 at the same instant of time. In operation, the
source client 216 communicates the data to the destina-
tion client 220 at a first instance of time, and to the des-
tination client 222 at a second instance of time. The first
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instance of time may or may not be the same as the
second instance of time.

[0122] Withreference to FIG. 2, the network node 210
is optionally implemented in a data center.

[0123] The data communication from the source client
216 to the destination client 220 does not take place, until
the network device 212 has been communicably uncou-
pled from the source device 202. As a result, the network
device 212 isolates the source device 202 from a con-
nection to the data communication network that is pro-
vided via the wireless access point, thereby providing
isolated protection to the source device 202. Likewise,
the data communication from the source client 216 to the
destination client 222 does not take place, until the net-
work devices 212 and 218 have been communicably un-
coupled from the source device 202 and the destination
device 206, respectively. As a result, the network device
218 isolates the destination device 206 from a connection
to the data communication network 208, thereby provid-
ing isolated protection to the destination device 206. In
other wards, the source device 202 and the destination
device 206 are not connected to the data communication
network (for example, the public Internet) and the data
communication network 208, respectively, and therefore,
are not vulnerable to virus attacks and other kinds of
threats. As a result, there is no need to employ firewalls
or other security policies for the source device 202 and
the destination device 206.

[0124] Upon successful completion of the data com-
munication, the user may disable the wireless access
point on the smartphone.

[0125] FIG. 2 is merely an example, which should not
unduly limit the scope of the claims herein. A person
skilled in the art will recognize many variations, alterna-
tives, and modifications of embodiments of the present
disclosure.

[0126] FIGs. 3A and 3B are a schematic illustrations
of how a network device 302 is used to communicate
data from a source device 304 to a destination device
306 in different scenarios, in accordance with an embod-
iment of the present disclosure.

[0127] A source clientexecuting onthe network device
302 is configured to switch between a data storage mode
and a data transfer mode of the network device 302, de-
pending on whether or notthe network device 302 is com-
municably uncoupled from the source device 304. The
network device 302 operates in the data storage mode,
when the network device 302 is communicably coupled
with the source device 304. When the network device
302 is communicably uncoupled from the source device
304, the network device 302 operates in the data transfer
mode.

[0128] With reference to FIG. 3A, the source device
304 has no direct access or has only restricted access
to any data communication network, while the destination
device 306 has a direct access to a data communication
network. Therefore, the network device 302 is used with
the source device 304 to communicate the data to the
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destination device 306, by relaying the data through a
network node service provided by a network node 308.

[0129] With reference to FIG. 3B, neither the source
device 304 nor the destination device 306 have direct
access or have only restricted access to any data com-
munication network. Therefore, the network device 302
and a network device 310 are used with the source device
304 and the destination device 306 to communicate the
data from the source device 304 tothe destination device
306, by relaying the data through the network node serv-
ice.

[0130] In such a case, a destination client executing
on the network device 310 is configured to switch be-
tween a data storage mode and a data transfer mode of
the network device 310, depending on whether or not the
network device 310 is communicably uncoupled from the
destination device 306. When the network device 310 is
communicably uncoupled from the destination device
306, the network device 310 operates in the data transfer
mode. The network device 310 operates in the data stor-
age mode, when the network device 310 is communica-
bly coupled with the destination device 306.

[0131] FIG. 3 is merely an example, which should not
unduly limit the scope of the claims herein. Expressions
such as "including", "comprising", "incorporating", "con-
sisting of', "have", "is" used to describe and claim the
present invention are intended to be construed in a non-
exclusive manner, namely allowing for items, compo-
nents or elements not explicitly described also to be
present. Reference to the singularis also to be construed
to relate to the plural; as an example, "at least one of”
indicates "one of” in an example, and “a plurality of” in
another example; moreover, "one or more" is to be con-
strued in a likewise manner.

[0132] The phrases "in an embodiment”, "according to
an embodiment” and the like generally mean the partic-
ular feature, structure, or characteristic following the
phrase is included in at least one embodiment of the
present disclosure, and may be included in more than
one embodiment of the present disclosure. Importantly,
such phrases do not necessarily refer to the same em-
bodiment.

[0133] If the specification states a component or fea-
ture "may”, "can”, "could”, or "might”be included or have
a characteristic, that particular component or feature is
not required to be included or have the characteristic.

Claims

1. A system (100) for communicating data from a
source device (102, 202, 304) to at least one desti-
nation device (104, 204, 206, 306), the source device
(102, 202, 304) having no direct access or having
only restricted access to any data communication
network, wherein the system (100) comprises:

- a network device (108a, 212, 302) that is to be
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coupled in communication with the source de-
vice (102, 202, 304), so as to enable the source
device (102, 202, 304) to transfer to the network
device (108a, 212, 302) the data to be commu-
nicated to the at least one destination device
(104, 204, 206, 306); and

- a network node (106, 210, 308) configured to
provide a network node service (112, 224) to a
source client (110a, 216) executing on the net-
work device (108a, 212, 302) and to a destina-
tion client (110b, 220, 222) associated with the
at least one destination device (104, 204, 206,
306), wherein the network device (108a, 212,
302) is to be coupled in communication with the
network node (106, 210, 308) via a data com-
munication network, and wherein the network
device (108a, 212, 302) is communicably un-
coupled from the source device (102, 202, 304)
prior to communicably coupling the network de-
vice (108a, 212, 302) to the network node (106,
210, 308),

wherein the source client (110a, 216) is configured
to:

- check whether or not the destination client
(110b, 220, 222) is connected to the network
node service (112, 224); and

- communicate the data to the destination client
(110b, 220, 222), by relaying the data through
the network node service (112, 224), when the
destination client (110b, 220, 222) is connected
to the network node service (112, 224), wherein
the data communication from the source client
(110a, 216) to the destination client (110b, 220,
222) does not take place, until the network de-
vice (108a, 212, 302) has been communicably
uncoupled from the source device (102, 202,
304).

A system (100) of claim 1, wherein the source client
(110a, 216) is configured to switch between a data
storage mode and a data transfer mode of the net-
work device (108a, 212, 302) depending on whether
or not the network device (108a, 212, 302) is com-
municably uncoupled from the source device (102,
202, 304).

A system (100) of claim 1 or 2, wherein the source
client (110a, 216) is configured to schedule trans-
mission of the data to the destination client (110b,
220, 222) on a periodic basis.

A system (100) of any one of claims 1 to 3, wherein
the system (100) comprises a network-access de-
vice (214a, 214b) that, in operation, provides the net-
work device (108a, 212, 302) with an access to the
data communication network.
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A system (100) of any one of claims 1 to 4, wherein
the source client (110a, 216)is configured to employ
a key store to encryptinformation content of the data
prior to communicating the data to the destination
client (110b, 220, 222), wherein identical or mutually
compatible copies of the key store are provided to
the source client (110a, 216) and to the destination
client (110b, 220, 222).

A system (100) of any one of claims 1 to 5, wherein
the network node service (112, 224) executing on
the network node (106, 210, 308) is configured to
register the source client (110a, 216) and to associ-
ate unigue accountinformation with the source client
(110a, 216), wherein the unique account information
is to be used to validate and authenticate the source
client (110a, 216) prior to communicating the data.

A system (100) of any one of claims 1 to 6, wherein
the source client (110a, 216) or another client exe-
cuting on the network device (108a, 212, 302) is con-
figured to provide a user interface for allowing a user
to observe progress of the data communication.

A system (100) of any one of claims 1 to 7, wherein
the network device (108a, 212, 302) and the source
device (102, 202, 304) are coupled in communication
via a Universal Serial Bus (USB) connection, where-
in the source device (102, 202, 304) acts as a USB
host, whilst the network device (108a, 212, 302) acts
as a USB peripheral.

A method of communicating data from a source de-
vice (102,202, 304)to atleast one destination device
(104, 204, 206, 306), the source device (102, 202,
304)having no directaccess or having only restricted
access to any data communication network, the
method being implemented by a system (100) com-
prising a network node (106, 210, 308) and a network
device (108a, 212, 302), wherein the method com-
prises:

- coupling the network device (108a, 212, 302)
in communication with the source device (102,
202, 304) to enable the source device (102, 202,
304) to transfer to the network device (108a,
212, 302) the data to be communicated to the
at least one destination device (104, 204, 206,
306);

- coupling the network device (108a, 212, 302)
in communication with the network node (106,
210, 308) via a data communication network;

- communicably uncoupling the network device
(108a, 212, 302) from the source device (102,
202, 304) prior to communicably coupling the
network device (108a, 212, 302) to the network
node (1086, 210, 308);

- providing, via the network node (106, 210,
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308), a network node service (112, 224) to a
source client (110a, 216) executing on the net-
work device (108a, 212, 302) and to a destina-
tion client (110b, 220, 222) associated with the
at least one destination device (104, 204, 206,
306);

- checking whether or not the destination client
(110b, 220, 222) is connected to the network
node service (112, 224); and

- communicating the data from the source client
(110a, 216) to the destination client (110b, 220,
222), by relaying the data through the network
node service (112, 224), when the destination
client (110b, 220, 222) is connected to the net-
work node service (112, 224), wherein the data
communication from the source client (110a,
216) to the destination client (110b, 220, 222)
does not take place, until the network device
(108a, 212, 302) has been communicably un-
coupled from the source device (102, 202, 304).

A method of claim 9, wherein the method comprises
executing the source client (110a, 216) to switch be-
tween a data storage mode and a data transfer mode
of the network device (108a, 212, 302) depending
on whether or not the network device (108a, 212,
302) is communicably uncoupled from the source
device (102, 202, 304).

A method of any one of claims 9 to 10, wherein the
method comprises executing the source client
(110a, 216) to employ a key store to encrypt infor-
mation content of the data prior to communicating
the data to the destination client (110b, 220, 222),
wherein identical or mutually compatible copies of
the key store are provided to the source client(110a,
216) and to the destination client (110b, 220, 222).

A network device (108a, 212, 302) for communicat-
ing data from a source device (102, 202, 304) to at
least one destination device (104, 204, 206, 306),
the source device (102, 202, 304) having no direct
access or having only restricted access to any data
communication network, wherein

- the network device (108a, 212, 302) is to be
coupled in communication with the source de-
vice (102, 202, 304), so as to enable the source
device (102, 202, 304) to transfer to the network
device (108a, 212, 302) the data to be commu-
nicated to the at least one destination device
(104, 204, 206, 306);

- the network device (108a, 212, 302) is to be
coupled in communication with a network node
(106, 210, 308) via a data communication net-
work, wherein the network device (108a, 212,
302) is communicably uncoupled from the
source device (102, 202, 304) prior to commu-
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nicably coupling the network device (108a, 212,
302) to the network node (106, 210, 308), and
whereinthe network node (106,210, 308)is con-
figured to provide a network node service (112,
224)to a source client (110a, 216) executing on
the network device (108a, 212, 302) and to a
destination client (110b, 220, 222) associated
with the at least one destination device (104,
204, 206, 306); and

- the source client (110a, 216) is configured to
check whether or not the destination client
(110b, 220, 222) is connected to the network
node service (112, 224), and to communicate
the data to the destination client (110b, 220,
222), by relaying the data through the network
node service (112, 224), when the destination
client (110b, 220, 222) is connected to the net-
work node service (112, 224), wherein the data
communication from the source client (110a,
216) to the destination client (110b, 220, 222)
does not take place, until the network device
(108a, 212, 302) has been communicably un-
coupled from the source device (102,202, 304).

A network device (108a, 212, 302) of claim 12,
wherein the source client (110a, 216) is configured
to switch between a data storage mode and a data
transfer mode of the network device (108a,212,302)
depending on whether or not the network device
(108a, 212, 302) is communicably uncoupled from
the source device (102, 202, 304).

A network device (108a, 212, 302) of any one of
claims 12 to 13, wherein the source client (110a,
216) is configured to employ a key store to encrypt
information content of the data prior to communicat-
ingthe datatothe destination client (110b, 220, 222),
wherein identical or mutually compatible copies of
the key store are provided to the source client (110a,
216) and to the destination client (110b, 220, 222).

A network device (108a, 212, 302) of any one of
claims 12 to 14, wherein the network device (108a,
212, 302) and the source device (102, 202, 304) are
coupled in communication via a Universal Serial Bus
(USB) connection, wherein the source device (102,
202, 304) acts as a USB host, whilst the network
device (108a, 212, 302) acts as a USB peripheral.

Patentanspriiche

1.

System (100) zum Kommunizieren von Daten von
einer Quellvorrichtung (102, 202, 304) an mindes-
tens eine Zielvorrichtung (104, 204, 206, 306), wobei
die Quellvorrichtung (102, 202, 304) keinen direkten
Zugriff oder nur eingeschrankten Zugriff auf ein be-
liebiges Datenkommunikationsnetz hat, wobei das
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System (100) Folgendes umfasst:

- eine Netzvorrichtung (108a, 212, 302), die in
Kommunikation mit der Quellvorrichtung (102,
202, 304) zu koppeln ist, um es der Quellvor-
richtung (102, 202, 304) zu erméglichen, die an
die mindestens eine Zielvorrichtung (104, 204,
206, 306) zu kommunizierenden Daten an die
Netzvorrichtung (108a, 212, 302) zu Ubertragen;
und

- einen Netzknoten (106, 210, 308), der konfi-
guriert ist, um einen Netzknotendienst (112,
224) fur einen Quell-Client (110a, 216), der auf
der Netzvorrichtung (108a, 212, 302) ausgefihrt
wird, und flr einen Ziel-Client (110b, 220, 222),
der der mindestens einen Zielvorrichtung (104,
204, 206, 306) zugehorig ist, bereitzustellen,
wobei die Netzvorrichtung (108a, 212, 302) in
Kommunikation mit dem Netzknoten (106, 210,
308) Uber ein Datenkommunikationsnetz zu
koppeln ist, und wobei die Netzvorrichtung
(108a, 212, 302) kommunikativ von der Quell-
vorrichtung (102, 202, 304) abgekoppelt wird,
bevor die Netzvorrichtung (108a, 212, 302)
kommunikativ mit dem Netzknoten (106, 210,
308) gekoppelt wird,

wobei der Quell-Client (110a, 216) konfiguriert ist
zum:

- Uberprifen, ob der Ziel-Client (110b, 220, 222)
mit dem Netzknotendienst (112, 224) verbun-
den ist oder nicht; und

- Kommunizieren der Daten an den Ziel-Client
(110b, 220, 222) durch Weiterleiten der Daten
durch den Netzknotendienst (112, 224), wenn
der Ziel-Client (110b, 220, 222) mit dem Netz-
knotendienst (112, 224) verbunden ist, wobei
die Datenkommunikation von dem Quell-Client
(110a, 216) zu dem Ziel-Client (110b, 220, 222)
erst stattfindet, wenn die Netzvorrichtung (108a,
212, 302) kommunikativ von der Quellvorrich-
tung (102, 202, 304) entkoppelt wurde.

System (100) nach Anspruch 1, wobei der Quell-Cli-
ent (110a, 216) konfiguriert ist, um zwischen einem
Datenspeichermodus und einem Datenibertra-
gungsmodus der Netzvorrichtung (108a, 212, 302)
umzuschalten, abhangig davon, ob die Netzvorrich-
tung (108a, 212, 302) kommunikativ von der Quell-
vorrichtung (102, 202, 304) entkoppelt ist oder nicht.

System (100) nach Anspruch 1 oder 2, wobei der
Quell-Client (110a, 216)konfiguriertist, um die Uber-
tragung der Daten an den Ziel-Client (110b, 220,
222) auf einer periodischen Basis zu planen.

4. System (100) nach einem der Anspriiche 1 bis 3,
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wobei das System (100) eine Netzzugriffsvorrich-
tung (214a, 214b) umfasst, die im Betrieb der Netz-
vorrichtung (108a, 212, 302) einen Zugriff auf das
Datenkommunikationsnetz bereitstellt.

System (100) nach einem der Anspriiche 1 bis 4,
wobei der Quell-Client (110 a, 216) konfiguriert ist,
um einen Schlisselspeicher zu verwenden, um In-
formationsinhalt der Daten zu verschliisseln, bevor
die Daten an den Ziel-Client (110b, 220, 222) Uber-
mittelt werden, wobei identische oder gegenseitig
kompatible Kopien des Schliisselspeichers dem
Quell-Client (110a, 216) und dem Ziel-Client (110b,
220, 222) bereitgestellt werden.

System (100) nach einem der Anspriiche 1 bis 5,
wobei der Netzknotendienst (112, 224), der auf dem
Netzknoten (106, 210, 308) ausgefilhrt wird, konfi-
guriert ist, um den Quell-Client (110a, 216) zu iden-
tifizieren und eindeutige Kontoinformationen dem
Quell-Client (110a, 216) zuzuordnen, wobei die ein-
deutigen Kontoinformationen zu verwenden sind,
um den Quell-Client (110a, 216) vor dem Kommu-
nizieren der Daten zu validieren und zu authentifi-
Zieren.

System (100) nach einem der Anspriiche 1 bis 6,
wobei der Quell-Client (110a, 216) oder ein anderer
Client, der aufder Netzvorrichtung (108a, 212, 302)
ausgeflhrt wird, konfiguriert ist, um eine Benutzer-
schnittstelle bereitzustellen, um es einem Benutzer
zu erméglichen, den Fortschritt der Datenkommuni-
kation zu beobachten.

System (100) nach einem der Anspriiche 1 bis 7,
wobei die Netzvorrichtung (108a, 212, 302) und die
Quellvorrichtung (102, 202, 304) Uber eine Univer-
sal-Serial-Bus (USB)-Verbindung in Kommunikation
gekoppelt sind, wobei die Quellvorrichtung (102,
202, 304) als ein USB-Host fungiert, wahrend die
Netzvorrichtung (108a, 212, 302) als ein USB-Peri-
pheriegerat fungiert.

Verfahren zum Kommunizieren von Daten von einer
Quellvorrichtung (102,202, 304) an mindestens eine
Zielvorrichtung (104, 204, 206, 306), wobei die
Quellvorrichtung (102, 202, 304) keinen direkten Zu-
griff oder nur eingeschrankten Zugriff auf ein belie-
biges Datenkommunikationsnetz hat, wobei das
Verfahren durch ein System (100) implementiert
wird, das einen Netzknoten (106, 210, 308) und eine
Netzvorrichtung (108a, 212, 302) umfasst, wobei
das Verfahren Folgendes umfasst:

- Koppeln der Netzvorrichtung (108a, 212, 302)
in Kommunikation mit der Quellvorrichtung
(102, 202, 304), um der Quellvorrichtung (102,
202,304)zu erméglichen, die an die mindestens



10.

1.

12.

31 EP 3 662 640 B1

eine Zielvorrichtung (104, 204, 206, 306) zu
kommunizierenden Daten an die Netzvorrich-
tung (108a, 212, 302) zu Ubertragen;

- Koppeln der Netzvorrichtung (108a, 212, 302)
in Kommunikation mit dem Netzknoten (106,
210, 308) Uber ein Datenkommunikationsnetz,
- kommunikatives Entkoppeln der Netzvorrich-
tung (108a, 212, 302) von der Quellvorrichtung
(102, 202, 304) vor dem kommunikativen Kop-
peln der Netzvorrichtung (108a, 212, 302) mit
dem Netzknoten (106, 210, 308);

- Bereitstellen, Uber den Netzknoten (106, 210,
308), eines Netzknotendienstes (112, 224) an
einen Quell-Client (110a, 216), der aufder Netz-
vorrichtung (108a, 212, 302) ausgefuhrt wird,
und an einen Ziel-Client (110b, 220, 222), der
mindestens einer Zielvorrichtung (104, 204,
206, 306) zugehorig ist;

- Uberpriifen, ob der Ziel-Client (110b, 220, 222)
mit dem Netzknotendienst (112, 224) verbun-
den ist oder nicht; und

- Kommunizieren der Daten von dem Quell-Cli-
ent (110a, 216) an den Ziel-Client (110b, 220,
222) durch Weiterleiten der Daten durch den
Netzknotendienst (112, 224), wenn der Ziel-Cli-
ent (110b, 220, 222) mit dem Netzknotendienst
(112, 224) verbunden ist, wobei die Datenkom-
munikation von dem Quell-Client (110a, 216) zu
dem Ziel-Client (110b, 220, 222) erst stattfindet,
wenn die Netzvorrichtung (108a, 212, 302) kom-
munikativ von der Quellvorrichtung (102, 202,
304) entkoppelt wurde.

Verfahren nach Anspruch 9, wobei das Verfahren
das Ausfuhren des Quell-Clients (110a, 216) um-
fasst, um zwischen einem Datenspeichermodus und
einem Datenibertragungsmodus der Netzvorrich-
tung (108a, 212, 302) umzuschalten, abhangig da-
von, ob die Netzvorrichtung (108a, 212, 302) kom-
munikativ von der Quellvorrichtung (102, 202, 304)
entkoppelt ist oder nicht.

Verfahren nach einemder Anspriiche 9 bis 10, wobei
das Verfahren das Ausfilhren des Quell-Clients
(110a, 216) umfasst, um einen Schlisselspeicher
zum Verschlisseln von Informationsinhalt der Daten
vor dem Ubermitteln der Daten an den Ziel-Client
(110b, 220, 222) zu verwenden, wobei identische
oder gegenseitig kompatible Kopien des Schlissel-
speichers dem Quell-Client (110a, 216) und dem
Ziel-Client (110b, 220, 222) bereitgestellt werden.

Netzvorrichtung (108 a, 212, 302) zum Kommunizie-
ren von Daten von einer Quellvorrichtung (102, 202,
304) an mindestens eine Zielvorrichtung (104, 204,
206, 306), wobei die Quellvorrichtung (102, 202,
304) keinen direkten Zugriff oder nur eingeschrank-
ten Zugriff auf ein beliebiges Datenkommunikations-
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32
netz hat, wobei

- die Netzvorrichtung (108a, 212, 302) in Kom-
munikation mit der Quellvorrichtung (102, 202,
304) zu koppeln ist, um es der Quellvorrichtung
(102, 202, 304) zu erméglichen, die an die min-
destens eine Zielvorrichtung (104, 204, 206,
306) zu kommunizierenden Daten an die Netz-
vorrichtung (108a, 212, 302) zu Ubertragen;

- die Netzvorrichtung (108a, 212, 302) in Kom-
munikation mit einem Netzknoten (106, 210,
308) Uber ein Datenkommunikationsnetz zu
koppeln ist, wobei die Netzvorrichtung (108a,
212, 302) vor dem kommunikativen Koppeln der
Netzvorrichtung (108a, 212, 302) mit dem Netz-
knoten (106, 210, 308) kommunikativ von der
Quellvorrichtung (102, 202, 304) entkoppelt
wird, und wobei der Netzknoten (106, 210, 308)
konfiguriert ist, um einem Quell-Client (110a,
216), der auf der Netzvorrichtung (108a, 212,
302) ausgefihrt wird, und einem Ziel-Client
(110b, 220, 222), der der mindestens einer Ziel-
vorrichtung (104, 204, 206, 306) zugehdrig ist,
einen Netzknotendienst (112, 224) bereitzustel-
len; und

- der Quell-Client (110a, 216) konfiguriertist, um
zu prifen, ob der Ziel-Client (110b, 220, 222)
mit dem Netzknotendienst (112, 224) verbun-
denist oder nicht, und um die Daten an den Ziel-
Client (110b, 220, 222) durch Weiterleiten der
Daten durch den Netzknotendienst (112, 224)
zu kommunizieren, wenn der Ziel-Client (110b,
220, 222) mit dem Netzknotendienst (112, 224)
verbunden ist, wobei die Datenkommunikation
von dem Quell-Client (110a, 216) zu dem Ziel-
Client (110b, 220, 222) erst stattfindet, wenn die
Netzvorrichtung (108a, 212, 302) kommunikativ
von der Quellvorrichtung (102, 202, 304) ent-
koppelt wurde.

Netzvorrichtung (108a, 212, 302) nach Anspruch 12,
wobei der Quell-Client (110a, 216) konfiguriert ist,
um zwischen einem Datenspeichermodus und ei-
nem Dateniibertragungsmodus der Netzvorrichtung
(108a, 212, 302) umzuschalten, abhangig davon, ob
die Netzvorrichtung (108a, 212, 302) kommunikativ
von der Quellvorrichtung (102, 202, 304) entkoppelt
ist oder nicht.

Netzvorrichtung (108a, 212, 302) nach einem der
Anspriiche 12 bis 13, wobei der Quell-Client (110 a,
216) konfiguriert ist, um einen Schliisselspeicher zu
verwenden, um Informationsinhalt der Daten zu ver-
schlisseln, bevor die Datenan den Ziel-Client (110b,
220, 222) Ubermittelt werden, wobei identische oder
gegenseitig kompatible Kopien des Schlisselspei-
chers dem Quell-Client (110a, 216) und dem Ziel-
Client (110b, 220, 222) bereitgestellt werden.
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15. Netzvorrichtung (108a, 212, 302) nach einem der

Anspriche 12 bis 14, wobei die Netzvorrichtung
(108a, 212, 302) und die Quellvorrichtung (102, 202,
304) Gber eine Universal-Serial-Bus- (USB)-Verbin-
dung in Kommunikation gekoppelt sind, wobei die
Quellvorrichtung (102, 202, 304) als ein USB-Host
fungiert, wahrend die Netzvorrichtung (108a, 212,
302) als ein USB-Peripheriegerat fungiert.

Revendications

Systéme (100) pour communiquer des données de-
puis un dispositif source (102, 202, 304) vers au
moeins un dispositif de destination (104, 204, 206,
306), le dispositif source (102, 202, 304) n’ayant
aucun acceés direct ou n’ayant gu’un accés limité a
'un quelconque réseau de communication de don-
nées, dans lequel le systéme (100) comprend :

- un dispositif réseau (108a, 212, 302) qui doit
étre couplé en communication avec le dispositif
source (102, 202, 304), de fagon a permettre au
dispositif source (102, 202, 304) de transférer
vers le dispositif réseau (108a, 212, 302) les
données a communiquer a I'au moins un dispo-
sitif de destination (104, 204, 206, 306) ; et

- un nceud de réseau (106, 210, 308) configuré
pour fournir un service de nceud de réseau (112,
224) a un client source (110a, 216) s’exécutant
sur le dispositif réseau (108a, 212, 302) et a un
client de destination (110b, 220, 222) associé a
I'au moins un dispositif de destination (104, 204,
206, 306), danslequel le dispositif réseau (108a,
212, 302) doit étre couplé en communication
avec le nceud de réseau (106, 210, 308) via un
réseau de communication de données, et dans
lequel le dispositif réseau (108a, 212, 302) est
désaccouplé en communication du dispositif
source (102, 202, 304) avant couplage en com-
munication du dispositif réseau (108a, 212, 302)
au nosud de réseau (106, 210, 308),

dans lequelle clientsource (110a, 216) est configuré
pour:

- vérifier si le client de destination (110b, 220,
222) est connecté ou non au service de nceud
de réseau (112, 224) ; et

- communiquer les données au client de desti-
nation (110b, 220, 222), par relayage des don-
nées par l'intermédiaire du service de nceud de
réseau (112, 224), lorsque le client de destina-
tion (110b, 220, 222) est connecté au service
de noeud de réseau (112, 224), dans lequel la
communication de données depuis le client
source (110a, 216) vers le client de destination
(110b, 220, 222) n’a pas lieu, jusqu’a ce que le
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dispositif réseau (108a, 212, 302) ait été désac-
couplé en communication du dispositif source
(102, 202, 304).

Systéme (100) selon la revendication 1, dans lequel
le client source (110a, 216) est configuré pour com-
muter entre un mode de stockage de données et un
mode de transfert de données du dispositif réseau
(108a, 212, 302) en fonction du fait que le dispositif
réseau (108a, 212, 302) est ou non désaccouplé en
communication du dispositif source (102, 202, 304).

Systéme (100) selon la revendication 1 ou 2, dans
lequel le client source (110a, 216) est configuré pour
planifier une transmission des données vers le client
de destination (110b, 220, 222) sur une base pério-
dique.

Systéme (100) selon 'une quelconque des revendi-
cations 1a 3, dans lequel le systéme (100) comprend
un dispositif d’accés réseau (214a, 214b) qui, en
fonctionnement, fournit au dispositif réseau (108a,
212, 302) un accés au réseau de communication de
données.

Systéme (100) selon 'une quelconque des revendi-
cations 1 a4, danslequel le client source (110a, 216)
est configuré pour faire appel a un magasin de clés
pour chiffrer un contenu d’'informations des données
avant communication des données au client de des-
tination (110b, 220, 222), dans lequel des copies
identiques ou mutuellement compatibles du maga-
sin de clés sont fournies au client source (110a, 216)
et au client de destination (110b, 220, 222).

Systéme (100) selon I'une quelconque des revendi-
cations 1 a 5, dans lequel le service de nceud de
réseau (112, 224) s’exécutant surle noeud de réseau
(106, 210, 308) est configuré pour inscrire le client
source (110a, 216) et pour associer des informations
de compte uniques au client source (110a, 216),
dans lequel les informations de compte uniques doi-
vent étre utilisées pour valider et authentifier le client
source (110a, 216) avant communication des don-
nées.

Systéme (100) selon 'une quelconque des revendi-
cations 1 a6, danslequel le client source (110a, 216)
ou un autre client s’exécutant surle dispositif réseau
(108a, 212, 302) est configuré pour fournir une in-
terface utilisateur pour permettre a un utilisateur
d’'observer I'avancement de la communication de
données.

Systéme (100) selon 'une quelconque des revendi-
cations 1 a7, dans lequel le dispositif réseau (108a,
212, 302) et le dispositif source (102, 202, 304) sont
couplés en communication via une connexion par
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bus série universel (USB), dans lequel le dispositif
source (102,202,304)joue le rdle d’hdte USB, tandis
gue le dispositif réseau (108a, 212, 302) joue le rble
de périphérique USB.

Procédé de communication de données depuis un
dispositif source (102, 202, 304) vers au moins un
dispositif de destination (104, 204, 206, 306), le dis-
positif source (102, 202, 304) n’ayant aucun accés
direct ou n‘ayant qu’un accés limité a I'un quelcon-
gue réseau de communication de données, le pro-
cédé étant implémenté par un systéme (100) com-
prenant un nceud de réseau (106, 210, 308) et un
dispositifréseau (108a,212, 302), dans lequelle pro-
cédé comprend :

- le couplage du dispositif réseau (108a, 212,
302) en communication avec le dispositif source
(102, 202, 304) pour permettre au dispositif
source (102, 202, 304) de transférer vers le dis-
positif réseau (108a, 212, 302) les données a
communiquer a I'au moins un dispositif de des-
tination (104, 204, 206, 306) ;

- le couplage du dispositif réseau (108a, 212,
302) en communication avec le nceud de réseau
(106,210, 308) via unréseau de communication
de données ;

- le désaccouplement en communication du dis-
positif réseau (108a, 212, 302) par rapport au
dispositif source (102, 202, 304) avant couplage
en communication du dispositif réseau (108a,
212, 302) au nceud de réseau (106, 210, 308) ;
- la fourniture, via le nceud de réseau (106, 210,
308), d’'un service de nceudderéseau (112,224)
a un client source (110a, 216) s’exécutant sur
le dispositifréseau (108a,212,302)etaun client
de destination (110b, 220, 222) associé a l'au
moins un dispositif de destination (104, 204,
206, 306) ;

- le fait de vérifier sile client de destination (110b,
220, 222) est connecté ou non au service de
nceud de réseau (112, 224) ; et

- lacommunication des données depuis le client
source (110a, 216) vers le client de destination
(110b, 220, 222), par relayage des données par
lintermédiaire du service de nceud de réseau
(112, 224), lorsque le client de destination
(110b, 220, 222) est connecté au service de
nceud de réseau (112, 224), dans lequel la com-
munication de données depuis le client source
(110a, 216) vers le client de destination (110b,
220,222)n’apas lieu, jusqu’a ce que le dispositif
réseau (108a, 212, 302) ait été désaccouplé en
communication du dispositif source (102, 202,
304).

10. Procédé selon la revendication 9, dans lequel le pro-

cédé comprend Pexécution du client source (110a,
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1.

12.

216) pour commuter entre un mode de stockage de
données et un mode de transfert de données du dis-
positif réseau (108a, 212, 302) en fonction du fait
gue le dispositif réseau (108a, 212, 302) est ou non
désaccouplé en communication du dispositif source
(102, 202, 304).

Procédé selon I'une quelconque des revendications
9210, dans lequel le procédé comprend I'exécution
du client source (110a, 216) pour faire appel & un
magasin de clés pour chiffrer un contenu d’informa-
tions des données avant communication des don-
nées au client de destination (110b, 220, 222), dans
lequel des copies identiques ou mutuellement com-
patibles du magasin de clés sont fournies au client
source (110a, 216) et au client de destination (110b,
220, 222).

Dispositif réseau (108a, 212, 302) pour communi-
guer des données depuis un dispositif source (102,
202, 304) vers au moins un dispositif de destination
(104, 204, 206, 306), le dispositif source (102, 202,
304) nayant aucun accés direct ou n‘ayant qu’un
acceés limité a 'un quelconque réseau de communi-
cation de données, dans lequel

- le dispositif réseau (108a, 212, 302) doit &tre
couplé en communication avec le dispositif
source (102, 202, 304), de fagon a permettre au
dispositif source (102, 202, 304) de transférer
vers le dispositif réseau (108a, 212, 302) les
données a communiquer a I'au moins un dispo-
sitif de destination (104, 204, 206, 306) ;

- le dispositif réseau (108a, 212, 302) doit &tre
couplé en communication avec un nceud de ré-
seau (106, 210, 308) via un réseau de commu-
nication de données, dans lequel le dispositif
réseau (108a, 212, 302) est désaccouplé en
communication du dispositif source (102, 202,
304) avant couplage en communication du dis-
positif réseau (108a, 212, 302) au nceud de ré-
seau (106, 210, 308), et dans lequel le nosud de
réseau (106, 210, 308) est configuré pour fournir
un service de nceud de réseau (112, 224) a un
client source (110a, 216) s’exécutant sur le dis-
positif réseau (108a, 212, 302) et a un client de
destination (110b, 220, 222) associé & lau
moins un dispositif de destination (104, 204,
206, 306) ; et

- le client source (110a, 216) est configuré pour
vérifier si le client de destination (110b, 220,
222) est connecté ou non au service de nceud
de réseau (112, 224), et pour communiquer les
données au client de destination (110b, 220,
222), par relayage des données par l'intermé-
diaire du service de nceud de réseau (112, 224),
lorsque le client de destination (110b, 220, 222)
est connecté au service de noeud de réseau
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(112, 224), dans lequel la communication de
données depuis le client source (110a, 216) vers
le client de destination (110b, 220, 222) n’a pas
lieu, jusqu’a ce que le dispositif réseau (108a,
212, 302) ait été désaccouplé en communica-
tion du dispositif source (102, 202, 304).

Dispositif réseau (108a, 212, 302) selon la revendi-
cation 12, dans lequel le client source (110a, 216)
est configuré pour commuter entre un mode de stoc-
kage de données et un mode de transfert de données
du dispositif réseau (108a, 212, 302) en fonction du
fait que le dispositif réseau (108a, 212, 302) est ou
non désaccouplé en communication du dispositif
source (102, 202, 304).

Dispositif réseau (108a, 212, 302) selon 'une quel-
conque des revendications 12 & 13, dans lequel le
client source (110a, 216) est configuré pour faire ap-
pel a un magasin de clés pour chiffrer un contenu
d'informations des données avant communication
des données au client de destination (110b, 220,
222}, dans lequel des copies identiques ou mutuel-
lement compatibles du magasinde clés sontfournies
au client source (110a, 216) et au client de destina-
tion (110b, 220, 222).

Dispositif réseau (108a, 212, 302) selon 'une quel-
conque des revendications 12 & 14, dans lequel le
dispositif réseau (108a, 212, 302) et le dispositif
source (102, 202, 304) sont couplés en communica-
tion viaune connexion par bus série universel (USB),
dans lequel le dispositif source (102, 202, 304) joue
le réle d’héte USB, tandis que le dispositif réseau
(108a, 212, 302) joue le role de périphérique USB.
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DATA TRANSFER MODE

FIG. 3A
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DATA TRANSFER MODE

FIG. 3B
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