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Description
TECHNICAL FIELD

[0001] The present disclosure relates to systems for
providing protected data storage in data memories of
computing devices. Moreover, the present disclosure is
concerned with methods for providing protected data
storage in data memories of computing devices. Further-
more, the present disclosure concerns computer pro-
gram products comprising non-transitory computer-
readable storage media having computer-readable in-
structions stored thereon, the computer-readable in-
structions being executable by a computerized device
comprising processing hardware to execute the afore-
said methods.

BACKGROUND

[0002] Contemporary computer-related products (for
example, such as processing hardware, operating sys-
tems and so forth) beneficially conform to data security
standards. As an example, for a given processing hard-
ware, it is desired that the given processing hardware
has an isolated or trusted environment, where all sensi-
tive data can be processed securely. Providing such an
isolated or trusted environment often increases a cost of
manufacturing a given computer-related product.
[0003] Moreover, it is contemporarily expected that, in
many situations, service providers (providing various
services to their consumers) execute their duty of care
in respect of data right protection of the consumers, and
fulfil relevant legal requirements.

[0004] Conventionally, hardware vendors have provid-
ed a Trusted Execution Environment (TEE), which guar-
antees "in theory" protection for execution code and sen-
sitive data inside isolated hardware. Moreover, contem-
porary operating systems (OS) employ a memory pro-
tectiontechnique, which prevents a process from access-
ing a portion of memory that has not been allocated to it.
[0005] Furthermore, some conventional techniques
encrypt the data prior to storage in the memory. Such
data encryption typically utilizes a fixed encryption key
that is selected by a user or by a software application.
[0006] However, these conventional techniques for
protecting sensitive data suffer from several disadvan-
tages. Firstly, runtime memory is isolated from protected
memory by hardware or an operating system (OS). Sec-
ondly, the protected memory is static during non-modified
memory usage. Thirdly, one cannot trust protection tech-
niques provided by device manufacturers (for example,
such as TEE), as security implementations of such pro-
tection techniques are not transparent to their users.
Fourthly, the conventional techniques are vulnerable to
memory attacks, for example, such as "Melfdown" and
"Spectre”, which are critical vulnerabilities in modern
processing hardware. Fifthly, vulnerabilities existing in
the modern processing hardware cannot be fixed easily,
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namely without changing their overall design. Sixthly,
memory operations employed at the OS level (to safe-
guard against the aforementioned vulnerabilities) reduce
computing performance severely. Seventhly, one cannot
trust protectiontechniques provided by the operating sys-
tems (OS), as theirsecurity implementations are typically
based on information systems that are comprehensive
and intact only in theory; notably, new vulnerabilities are
being found from interfaces of such information systems
every now and then.

[0007] In light of the foregoing, there arises a contem-
porary need for an improved system for providing pro-
tected data storage in a data memory of a computing
device, such that the protected data storage is not vul-
nerable to memory attacks.

[0008] In a published United States patent document
US 2002/0129245 A1 (Robert Cassagnol et al.; "Appa-
ratus for Providing a Secure Processing Environment"),
there is described an apparatus for providing a secure
processing environment. The apparatus includes a
read/write memory for storing encrypted information, a
processor, a cipherer and an authenticator. The cipherer
receives encrypted information from the read/write mem-
ory and decrypts the encrypted information into decrypt-
ed information to be returned to the memory for subse-
quent use by the processor. The authenticator authenti-
cates the decrypted information prior to use by the proc-
essor and re-authenticates the information prior to re-
encryption by the cipherer. Upon re-authentication, the
information is re-encrypted and the re-encrypted infor-
mation is stored in an external memory along with previ-
ous encrypted information.

[0009] In a published United Kingdom patent docu-
ment GB2136175A (Atalla Corporation; "File Access Se-
curity Method and Means"), there is described an appa-
ratus for accessing files. The apparatus accesses a data
file stored in encrypted form using one encryption key
and re-stores the data file re-encrypted using another
encryption key. The apparatus produces a record of each
access and re-encryption to control usage of encryption
keys for access and re-entry of the encrypted data file
and to audit a record of users that had access to the data
file.

[0010] In a published United States patent document
US8812875B1 (Stephen Melvin; "Virtual self-destruction
of stored information"), there is described a method and
apparatus which are utilized to conveniently and switftly
render stored information inaccessible. The sensitive in-
formation is stored in an encrypted form as encrypted
sensitive data, wherein, by eliminating a decryption key
or keys which are needed for decrypting the encrypted
sensitive data, the stored information becomes virtually
destroyed. A variety of mechanisms and policies can be
used to manage, set and eliminate such decryption keys.
In some cases, the decryption keys can be stored in vol-
atile storage elements so that, by merely interrupting
power to the storage element, the decryption keys are
eliminated. In this way, a manually controlled mechanism
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canbe usedto allow a userto accomplish a "self-destruct"
of the stored information instantly without a need for an
operation of any processor and without a need to change
any stored information.

[0011] Inapublished EP patentdocument EP2674891
A1 (Thomson Licensing SAS; "A method, a device and
a computer program support for execution of encrypted
computer code "), there is described a device which
stores program code in a plurality of slots in its memory.
When a processor of the device receives a call to an
encrypted function, the processor uses a slot table to find
a location of a cipher function and a cipher module and
a key to decrypt an encrypted module. The encrypted
modaule is decrypted, executed, re-encrypted and is then
moved to a new memory slot. The cipher function used
is moved to a further new slot and the slot table is updat-
ed. There is also provided a method for using the device,
and a computer program support for implementing the
method. Such an implementation can make it more dif-
ficult to analyse execution traces of program code used
to implement the method.

[0012] In a published WIPO patent document WO
2007/144388 A1 (Qtelmedia Group Limited, "A method
for restricting access to digital content”), there is de-
scribed a method for restricting access to digital content.
In particular, the implementation relates to a method for
restricting access to content such as ring tones and the
like for mobile communication devices (MCDs). Content
is encrypted using a first encryption key prior to being
transmitted from a content host to the MCD. On arrival,
the encrypted content is decrypted using an appropriate
key corresponding to the first encryption key. As the con-
tent is being decrypted, the decrypted content is re-en-
crypted using another encryption key specific to the
MCD. The MCD is able to access the content on their
device using a key corresponding to the encryption key
specific to the MCD; however, the content cannot be sent
to another MCD in a decrypted format. In this way, con-
tent cannot be passed from one MCD to another and
used on the second MCD.

[0013] In a published US patent document US
2004/032950 A1 (Intel Corp; "Method and apparatus for
composable block re-encryption of publicly distributed
content”), there is described secure communication from
one encryption domain to another using a trusted mod-
ule. In one embodiment, the implementation includes re-
ceiving encrypted streamed content encrypted with a first
key, generating a substitution key stream based on the
first key and a second key, generating a transposition
key stream based on the first and second keys, and si-
multaneously decrypting and re-encrypting the encrypt-
ed streamed content using a combination of the substi-
tution and transposition streams to produce re-encrypted
streamed content encrypted with the second key.

SUMMARY

[0014] The invention is defined in the independent
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claims.

[0015] The present disclosure seeks to provide an im-
proved system for providing protected data storage in a
data memory of a computing device.

[0016] Moreover, the present disclosure seeks to pro-
vide an improved method for providing protected data
storage in adata memory of a computing device. A further
aim of the present disclosure is to at least partially over-
come at least some of the problems of the prior art, as
described in the foregoing.

[0017] In a first aspect, embodiments of the present
disclosure provide a systemthat, when in operation, pro-
vides protected data storage in a first data memory of a
computing device, characterized in that the system com-
prises:

- an encoder executing on a processing hardware of
the computing device, wherein the encoder, when in
operation:

- generates encryption information according to
an encryption algorithm,

- encrypts unencrypted data (D1) using the en-
cryption information to generate encrypted data
(E2), and

- stores the encrypted data (E2) and the encryp-
tion information in an allocated portion ofthe first
data memory and an allocated portion of a sec-
ond data memory of the computing device, re-
spectively; and

- adecoder executing on the processing hardware of
the computing device, wherein the decoder, when in
operation:

- accesses the encrypted data (E2) and the en-
cryption information from the allocated portion
ofthe first data memory and the allocated portion
of the second data memory, respectively, and

- decrypts the encrypted data (E2) using the en-
cryption information to re-generate the unen-
crypted data (D1);

wherein the encoder, when in operation:

- generates new encryption information accord-
ing to the encryption algorithm,

- re-encryptsthe unencrypted data (D1) using the
new encryption information to generate new en-
crypted data (E3), and

- replaces the encrypted data (E2) and the en-
cryption information with the new encrypted data
(E3) and the new encryption information in the
allocated portion of the first data memory and
the allocated portion of the second data memo-
ry, respectively,

wherein the unencrypted data (D1) is re-encrypted
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using newerencryption information to generate new-
erencrypted data (EN+1) each time the unencrypted
data (D1) is read from the allocated portion of the
first data memory or the unencrypted data (D1) is to
be written to the allocated portion of the first data
memory, wherein previous encrypted data (EN) and
previous encryption information are to be replaced
withthe newerencrypted data (EN+1) and the newer
encryption information in the allocated portion ofthe
first data memory and the allocated portion of the
second data memory, respectively,

further wherein the encoder and the decoder are in-
tegrated, such that the decoder and the encoder,
when in operation, decrypt the previous encrypted
data (EN) into the unencrypted data (D1) and re-
encrypt the unencrypted data (D1) into the newer
encrypted data (EN+1), respectively, in a single
thread of execution, and wherein the encoder and
the decoder are implemented by way of a low-level
code in an inline configuration, such that a cycle of
decryption and encryption is not interrupted.

[0018] Embodiments of the present disclosure are of
advantage in that the system provides more robust pro-
tected data storage against different kinds of memory
attacks, and is not prone to vulnerabilities of operating
systems, target platforms and hardware.

[0019] Inasecondaspect, embodiments ofthe present
disclosure provide a method for providing protected data
storage in a first data memory of a computing device, the
method being implemented by a system comprising an
encoder and a decoder, characterized in that the method
comprises:

- generating, via the encoder, encryption information
according to an encryption algorithm;

- encrypting, via the encoder, unencrypted data (D1)
using the encryption information to generate en-
crypted data (E2) and storing the encrypted data (E2)
andthe encryption informationin an allocated portion
of the first data memory and an allocated portion of
a second data memory of the computing device, re-
spectively;

- accessing, via the decoder, the encrypted data (E2)
and the encryption information from the allocated
portion of the first data memory and the allocated
portion ofthe second data memory, respectively, and
decrypting the encrypted data (E2) using the encryp-
tion information to re-generate the unencrypted data
(D1);

- generating, via the encoder, new encryption infor-
mation according to the encryption algorithm; and

- re-encrypting, via the encoder, the unencrypted data
(D1) using the new encryption information to gener-
ate new encrypted data (E3) and replacing the en-
crypted data (E2) and the encryption information with
the new encrypted data (E3) and the new encryption
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information in the allocated portion of the first data
memory and the allocated portion ofthe second data
memory, respectively,

wherein the steps of generating newer encryption
information, re-encrypting the unencrypted data (D1)
to generate newer encrypted data (EN+1) and re-
placing previous encrypted data (EN) and previous
encryption information with the newer encrypted da-
ta (EN+1) and the newer encryption information in
the allocated portion of the first data memory and
the allocated portion of the second data memory,
respectively, are repeated each time the unencrypt-
ed data (D1) is read from the allocated portion of the
first data memory or the unencrypted data (D1) is to
be written to the allocated portion of the first data
memory,

further wherein the encoder and the decoder are in-
tegrated, such that the steps of decrypting the pre-
vious encrypted data (EN) into the unencrypted data
(D1), re-encrypting the unencrypted data (D1) into
the newer encrypted data (EN+1) and replacing the
previous encrypted data (EN) and the previous en-
cryption information with the newer encrypted data
(EN+1) and the newer encryption information, re-
spectively, are performed in a single thread of exe-
cution, and wherein the encoder and the decoder
are implemented by way of a low-level code in an
inline configuration, such that a cycle of decryption
and encryption is not interrupted.

[0020] In a third aspect, embodiments of the present
disclosure provide a computer program product compris-
ing a non-transitory computer-readable storage medium
having computer-readable instructions stored thereon,
the computer-readable instructions being executable by
a computerized device comprising processing hardware
to execute a method pursuantto the aforementioned sec-
ond aspect.

[0021] Additional aspects, advantages, features and
objects of the present disclosure would be made appar-
ent from the drawings and the detailed description of the
illustrative embodiments construed in conjunction with
the appended claims that follow.

[0022] Itwill be appreciated that features ofthe present
disclosure are susceptible to being combined in various
combinations without departing from the scope of the
present disclosure as defined by the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] The summary above, as well as the following
detailed description of illustrative embodiments, is better
understood when read in conjunction with the appended
drawings. For the purpose of illustrating the present dis-
closure, exemplary constructions of the disclosure are
shown in the drawings. However, the present disclosure
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is not limited to specific methods and apparatus disclosed
herein. Moreover, those in the art will understand that
the drawings are not to scale. Wherever possible, like
elements have been indicated by identical numbers.
[0024] Embodiments ofthe presentdisclosure will now
be described, by way of example only, with reference to
the following diagrams wherein:

FIGs. 1A and 1B are schematic illustrations of a sys-
tem for providing protected data
storage in a data memory of a com-
puting device, in accordance with
different embodiments of the
present disclosure; and

is a schematic illustration of how a
cycle of decryption and encryption
is performed in a single thread ofex-
ecution, pursuant to embodiments
of the present disclosure.

FIG. 2

[0025] In the accompanying diagrams, an underlined
number is employed to represent an item over which the
underlined number is positioned or an item to which the
underlined number is adjacent. When a number is non-
underlined and accompanied by an associated arrow,
the non-underlined number is used to identify a general
item at which the arrow is pointing.

DETAILED DESCRIPTION OF EMBODIMENTS

[0026] In the following detailed description, illustrative
embodiments of the present disclosure and ways in
which they can be implemented are elucidated. Although
some modes of carrying out the present disclosure are
described, those skilled in the art would recognize that
other embodiments for carrying out or practising the
present disclosure are also possible.

[0027] In a first aspect, embodiments of the present
disclosure provide a system that, when in operation, pro-
vides protected data storage in a first data memory of a
computing device, characterized in that the system com-
prises:

- an encoder executing on a processing hardware of
the computing device, wherein the encoder, whenin
operation:

- generates encryption information according to
an encryption algorithm,

- encrypts unencrypted data (D1) using the en-
cryption information to generate encrypted data
(E2), and

- stores the encrypted data (E2) and the encryp-
tioninformationin an allocated portion ofthe first
data memory and an allocated portion of a sec-
ond data memory of the computing device, re-
spectively; and
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- adecoder executing on the processing hardware of
the computing device, wherein the decoder, when in
operation:

- accesses the encrypted data (E2) and the en-
cryption information from the allocated portion
ofthe first data memory and the allocated portion
of the second data memory, respectively, and

- decrypts the encrypted data (E2) using the en-
cryption information to re-generate the unen-
crypted data (D1);

wherein the encoder, when in operation:

- generates new encryption information accord-
ing to the encryption algorithm,

- re-encryptsthe unencrypted data (D1) using the
new encryption information to generate new en-
crypted data (E3), and

- replaces the encrypted data (E2) and the en-
cryption information with the new encrypted data
(E3) and the new encryption information in the
allocated portion of the first data memory and
the allocated portion of the second data memo-
ry, respectively,

wherein the unencrypted data (D1) is re-encrypted
using newer encryption information to generate new-
erencrypted data (EN+1) each time the unencrypted
data (D1) is read from the allocated portion of the
first data memory or the unencrypted data (D1) is to
be written to the allocated portion of the first data
memory, wherein previous encrypted data (EN) and
previous encryption information are to be replaced
with the newer encrypted data (EN+1) and the newer
encryption information in the allocated portion of the
first data memory and the allocated portion of the
second data memory, respectively,

further wherein the encoder and the decoder are in-
tegrated, such that the decoder and the encoder,
when in operation, decrypt the previous encrypted
data (EN) into the unencrypted data (D1) and re-
encrypt the unencrypted data (D1) into the newer
encrypted data (EN+1), respectively, in a single
thread of execution.

[0028] Throughout the present disclosure, the term
"thread of execution” generally refers to a smallest se-
quence of computer-readable instructions that can be
executed independently by a scheduler. A thread of ex-
ecution is a component of a process; herein, the term
"process” generally refers to an instance of a computer
program that is being executed, namely during a runtime
execution of the computer program. While a computer
programis merely a passive collection of computer-read-
able instructions, a process is an actual execution of
those instructions. A process may comprise a single



9 EP 3 844 647 B1 10

thread of execution or multiple threads of execution that
execute computer-readable instructions concurrently
(namely, for parallel processing). It will be appreciated
that in the aforementioned system, decryption and re-
encryption instructions are executed as a part of a proc-
ess, namely within a single thread of execution of the
process, wherein the process may have other threads
executing their respective instructions.

[0029] When executed in the single thread of execu-
tion, the aforementioned operations of decrypting the
previous encrypted data (EN) into the unencrypted data
(D1), re-encrypting the unencrypted data (D1) into the
newer encrypted data (EN+1) and replacing the previous
encrypted data (EN) and the previous encryption infor-
mation with the newer encrypted data (EN+1) and the
newer encryption information, respectively, are per-
formed in a sequential manner.

[0030] Itwill be appreciated that prior to encrypting the
unencrypted data (D1), the data is copied (namely, read)
to the first data memory in an unencrypted form. Imme-
diately after copying the unencrypted data (D1) to the
first data memory, encryption is performed using dynam-
ically-generated encryption information to generate the
encrypted data (E2, E3, EN or EN+1) for storage in the
allocated portion ofthe first data memory. The encrypted
data (E2, E3, EN or EN+1) and the dynamically-gener-
ated encryption information are then stored in the allo-
cated portion of the first data memory and the allocated
portion of the second data memory, respectively, pursu-
ant to embodiments of the present disclosure.

[0031] Eachtimethe unencrypted data(D1)is required
to be read fromthe allocated portion ofthe firstdata mem-
ory or the unencrypted data (D1) (whether modified or
unmodified) is required to be written to the allocated por-
tion of the first data memory, the decoder, when in oper-
ation, decrypts the previous encrypted data (EN) into the
unencrypted data (D1). After the aforesaid read or write
operation, the encoder, when in operation, re-encrypts
the unencrypted data (D1) into the newer encrypted data
(EN+1) and replaces the previous encrypted data (EN)
and the previous encryption information with the newer
encrypted data (EN+1) and the newer encryption infor-
mation, respectively. As this cycle of decryption and en-
cryption is performed in the single thread of execution
pursuant to embodiments of the present disclosure, the
encoderandthe decoderoperate withoutany interruption
(namely, from a beginning to an end) in the single thread
of execution. As a result, the data is never stored in the
unencrypted formin the first data memory. Forillustration
purposes only, an example cycle of decryption and en-
cryption has been elucidated in conjunction with FIG. 2.
[0032] It will be appreciated that the decryption of the
previous encrypted data (EN) and the encryption of the
unencrypted data (D1) into the newer encrypted data
(EN+1) are processed in a single thread of execution,
even when their corresponding encryption information
are accessed from and stored atthe second data memory
that is different from the first data memory. As a result,
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the cycle of decryption and encryption is never exposed
outside the single thread of execution.

[0033] The aforementioned system provides a solution
that atleast partially overcomes at least some ofthe prob-
lems of the prior art, and that is independent of Operating
Systems (OS’s), target platforms and hardware. Moreo-
ver, the system pursuant to embodiments of the present
disclosure does not require passwords (or similar) for
protection.

[0034] Moreover,the aforementioned system, wheniin
operation, functions independently in the single thread
of execution, wherein a program utilizing the system is
executed in a process; the single thread of execution
being a component of said process. In operation, the sys-
tem does not need to utilize functionalities outside the
single thread of execution. As a result, user's sensitive
data is protected against interception by malicious third
parties.

[0035] Furthermore, in operation, the aforementioned
system employs an encryption mechanism that involves
a self-independent crypto operation that automates a
process of regenerating the encryption information. In
other words, the encryption information is generated in-
ternally and not by external parties.

[0036] In some implementations, the second data
memory is same as the first data memory. It will be ap-
preciated that the terms “first” and "second” used herein
do not denote any order, quantity orimportance, but rath-
er are used to distinguish one element from another.
[0037] In other implementations, the second data
memory is different from the first data memory. In such
an implementation, the encrypted data (E2, E3, EN or
EN+1) and its corresponding encryption information are
stored at different data memories. Optionally, in this re-
gard, the system utilizes different data memories for stor-
ing given encrypted data (EN) and its corresponding en-
cryption information depending on used hardware. This
potentially strengthens security of the protected data
storage in the first data memory, as a malicious party
would have to address and hack protection ofthe different
data memories simultaneously in order to access the
sensitive data. This is nearly impossible to achieve, even
if the first data memory were penetrated via some vul-
nerability.

[0038] Pursuantto embodiments ofthe presentdisclo-
sure, the aforementioned system is suitable for providing
protected storage of sensitive data during an execution
of a program (for example, a runtime execution of a soft-
ware application). The encoder of the system, when in
operation, re-encrypts the sensitive data using neweren-
cryption information each time the sensitive data is read
from or is to be written to the allocated portion of the first
data memory. The encoder of the system, when in oper-
ation, generates the newer encryption information dy-
namically. Such a dynamic re-encryption prevents unau-
thorized access to the sensitive data in an efficient man-
ner. It will be appreciated that as the encoder and the
decoder operate in the single thread of execution, ac-
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cessing the sensitive data ortracking any changes in the
sensitive data occurring inside the processing hardware
is not possible even for a hardware vendor itself. Thus,
the aforementioned system is capable of providing vari-
ous services and software applications executing on the
computing device with an extended protection against
malwares, cyber spying, and the like. In this regard, the
system is capable of protecting user's sensitive data dur-
ing the runtime execution even between different hard-
ware and software interfaces.

[0039] Throughout the present disclosure, the term
"sensitive data" refers to data that is required to be pro-
tected from unauthorized access to safeguard the privacy
or security of an individual or an organization. Protection
of sensitive data may be required for legal or ethical rea-
sons, forissues pertaining to personal privacy, or for pro-
prietary considerations. As an example, the aforemen-
tioned system is beneficial to use when creating and han-
dling passwords and Personal Identification Numbers
(PIN'’s), likewise personal data.

[0040] Throughout the present disclosure, the term
"data memory" generally refers to a memory that is used
fortemporarily storing variables and intermediate results
used during a runtime execution of one or more pro-
grams. The term "data memory" encompasses both vol-
atile and non-volatile data memories of the computing
device. Some examples ofthe first data memory and the
second data memory are a Random-Access Memory
(RAM) and a Central Processing Unit (CPU) register.
[0041] Insome implementations, the first data memory
can be implemented as a memory provided by a hard-
ware vendor's Trusted Execution Environment (TEE). In
this way, the aforementioned system can be integrated
into the hardware vendors’ TEE. This provides a hard-
ware-backed secure System on a Chip (SoC) that ena-
blestruly-verified security services. In such an implemen-
tation, the encryption algorithm is hardware-backed by
utilizing a TEE supported by the computing device. The
TEE has a closed OS that communicates with the main
OS of the computing device using a restricted interface
memory. As an example, the encryption algorithm can
be hardware-backed by utilizing Arm TrustZone or
StrongBox Keymaster.

[0042] Pursuantto embodiments ofthe presentdisclo-
sure, the aforementioned systemis suitable for protecting
sensitive variables stored in, for example, a RAM or a
CPU register of the computing device during runtime ex-
ecution of various services orsoftware applications. Such
protected sensitive variables are to be used in a manner
that is similar to how unprotected variables are used in
conventional techniques. As a result, it is not necessary
to make changes to a logical development syntax and
paradigm of a given program (for example, a software
application).

[0043] Throughout the present disclosure, the term
"variable"generally refers to a storage location in a given
data memory that is identified by a memory address,
wherein the storage location is referred to by a symbolic
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name, and contains some known or unknown quantity of
information referred to as a "data value”. Throughout the
present disclosure, the term “"protected variable” refers
to a variable whose data value is protected by the afore-
said dynamic re-encryption (namely, re-encryption using
dynamically-generated encryption information) prior to
storage in the first data memory, pursuant to embodi-
ments of the present disclosure. Pursuant to embodi-
ments of the present disclosure, the protected variable
contains the data value in an encrypted form (hereinafter,
referred to as the "encrypted data value”, for the sake of
clarity only). It will be appreciated that storing the data
value in the encrypted form (namely, the encrypted data
value) provides protection againstdifferent kinds of mem-
ory attacks, which may try to read or modify the stored
data value.

[0044] Itwill be appreciated that a given protected var-
iable is always utilized (hamely, for read or write opera-
tions during the runtime execution) in the unencrypted
form (namely, in a form of plaintext). For this purpose,
the aforementioned decoder, when in operation, access-
es anencrypted data value ofthe given protected variable
and its corresponding encryption information from the
allocated portion of the first data memory and the allo-
cated portion of the second data memory, respectively,
and decrypts the encrypted data value using its corre-
sponding encryption information to generate a decrypt-
ed, namely an unencrypted data value. This unencrypted
data value is then utilized during the runtime execution.
[0045] However, after this unencrypted data value is
utilized, the aforementioned encoder, when in operation,
dynamically generates newer encryption information, re-
encrypts the unencrypted data value ofthe given protect-
ed variable using the newer encryption information to
generate a newer encrypted data value, and replaces
the encrypted data value and its corresponding encryp-
tion information (stored previously in the first data mem-
ory and the second data memory) with the newer en-
crypted data value and the newer encryption information,
respectively. Beneficially, the aforesaid decryption and
re-encryption are performed in the single thread of exe-
cution. Next time when the given protected variable is
required to be utilized for read or write operations, the
aforementioned decoder, when in operation, accesses
this newer encrypted data value and this newer encryp-
tion information from the allocated portion ofthe first data
memory and the allocated portion of the second data
memory, respectively, and decrypts the newer encrypted
data value using the newer encryption information to re-
generate the unencrypted data value.

[0046] This cycle of decryption and encryption is per-
formed for each read or write operation in a single thread
of execution, until the given protected variable is no long-
er required. The cycle of decryption and encryption can
be represented as follows:

Step 1: Encrypt an unencrypted data value (using
initial encryption information) into an encrypted data
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value for the first time and store the encrypted data
value and the encryption information in the allocated
portion of the first data memory and the allocated
portion of the second data memory, respectively.

Step 2: Access the encrypted data value and the
encryption information from the allocated portion of
the first data memory and the allocated portion of
the second data memory, respectively, and decrypt
the encrypted data value (using the encryption infor-
mation) to re-generate the unencrypted data value.

Step 3: Utilize the unencrypted data value, as re-
quired. If a read operation is performed, the unen-
crypted data value remains unchanged. If a write op-
eration is performed, the unencrypted data value
changes.

Step 4: Encryptthe unencrypted data value (whether
changed or unchanged) using dynamically-generat-
ed new encryption information into a new encrypted
data value and replace the previous encrypted data
value and the previous encryption information with
the new encrypted data value and the new encryp-
tion information, respectively, inthe allocated portion
of the first data memory and the allocated portion of
the second data memory, respectively.

[0047] The cycle of the steps 2, 3 and 4 is repeated
each time the given protected variable is required to be
utilized, and is performed in a single thread of execution.
The single thread of execution is not allowed to be sus-
pended until the step 4 is performed (namely, until the
unencrypted data value is encrypted into the new en-
crypted data value and the previous encrypted data value
andthe previous encryption information are replaced with
the new encrypted data value and the new encryption
information, respectively). The aforesaid cycle of the
steps 2, 3 and 4 has been illustrated in conjunction with
FIG. 2.

[0048] According to an embodiment, the aforemen-
tioned encoder and the aforementioned decoderare sus-
ceptible to being implemented by employing custom-de-
signed digital hardware, for example via use of one or
more Application-Specific Integrated Circuits (ASIC’s),
custom-designed integrated circuits and similar. In such
a case, the processing hardware ofthe computing device
(on which the encoder and the decoder are executed)
includes the custom-designed digital hardware.

[0049] Optionally, the system is implemented by em-
ploying custom-designed digital hardware that is ar-
ranged to operate with hardware associated with control-
ling the first data memory of the computing device, such
as to provide a hybrid form of data memory hardware.
[0050] According to another embodiment, the afore-
mentioned encoder and the aforementioned decoder are
implemented, at least in part, by way of encoding instruc-
tions and decoding instructions, respectively, in a given
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program that, when executed by the processing hard-
ware ofthe computing hardware, performs the aforemen-
tioned encryption and decryption operations.

[0051] In such a case, the aforementioned system, in
operation, eliminates direct dependency on RAM secu-
rity solutions, and is not prone to vulnerabilities of Oper-
ating Systems (OS’s), target platforms and hardware (for
example, such as Meltdown and Spectre vulnerabilities,
which are critical vulnerabilities in modern processing
hardware).

[0052] It will be appreciated that the aforementioned
system is susceptible to be implemented in low cost con-
sumer devices (namely, low cost computing devices)
without compromising an overall data security. In other
words, it is possible to implement the aforementioned
system independent of hardware architecture ofthe com-
puting device.

[0053] Optionally,the processing hardware ofthe com-
puting device (on which the encoder and the decoder are
executed) includes at least one Reduced Instruction Set
Computing (RISC) processor that is configured to exe-
cute the encoding and decoding instructions as elucidat-
ed earlier. Such a RISC processor is capable of perform-
ing relatively simpler concatenated operations at a very
high speed, thereby providing a shorter temporal window
of opportunity for hostile attacks to occur.

[0054] Examples of the computing device include, but
are not limited to, a smartphone, a Mobile Internet Device
(MID), a tablet computer, an Ultra-Mobile Personal Com-
puter (UMPC), a phablet computer, a Personal Digital
Assistant (PDA), a web pad, a Personal Computer (PC),
a handheld PC, a laptop computer, a desktop computer,
a consumer electronics apparatus, a wireless communi-
cation apparatus, a scientific measuring apparatus, a mil-
itary communications equipment, and a video-conferenc-
ing equipment.

[0055] Furthermore, according to an embodiment, the
unencrypted data (D1) comprises unencrypted data val-
ues of atleastone protected variable that are to be utilized
during a runtime execution of a program. The at least
one protected variable could, for example, comprise one
or more sensitive variables used during the runtime ex-
ecution of the program. In some implementations, the at
least one protected variable includes a single protected
variable. In other implementations, the at least one pro-
tected variable includes a plurality of protected variables.
[0056] Optionally, the allocated portion of the first data
memory comprises at least one portion of the first data
memory that is allocated to the at least one protected
variable.

[0057] During the runtime execution of the program,
read and/or write operations may be performed several
times on the at least one protected variable (namely, ac-
cording to the aforementioned cycle of decryption and
encryption). Each time the data (D1) is read or is to be
written, newer encryption information is generated dy-
namically and the data (D1) is re-encrypted using the
newer encryption information in a single thread of exe-
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cution. It will be appreciated that the data (D1) is re-en-
crypted until last encrypted data (EN+1) is generated us-
ing last encryption information before the runtime execu-
tion of the program is over.

[0058] It is essential from a security perspective that
the cycle of decryption and encryption are performed
without any interruption. Beneficially, the encoder and
the decoder are implemented in an inline configuration
(namely, an assembler), such that the processing hard-
ware of the computing device (for example, a central
processing unit of the computing device) does not pause
(namely, interrupt) an on-going process of the re-encryp-
tion of the data (D1). The inline configuration prevents
interception by malicious third parties.

[0059] Inthis regard, the steps of generating the newer
encryption information, re-encrypting the data (D1) into
newerencrypted data (EN+1) using the newer encryption
information and replacing previous encrypted data (EN)
and previous encryption information with the newer en-
crypted data (EN+1) and the newer encryption informa-
tion, respectively, are performed at one go without any
hardware interruption, so that there is no time window
for interception by malicious third parties. This potentially
prevents unauthorized parties from performing a timing
attack during the runtime execution of the program.
[0060] Optionally, in this regard, the program is imple-
mented by way of a low-level code in the inline configu-
ration, such that the processing hardware of the comput-
ing device does not pause (namely, interrupt) an on-go-
ing process of the re-encryption of the data (D1) until the
code is executed completely.

[0061] Additionally, optionally, pointers are used for di-
rect memory access to encrypted data values of the at
least one protected variable or processor register. This
ensures thatthe encrypted data values are neither trans-
ferred outside norreplicated during the runtime execution
of the program (for example, a software application). It
will be appreciated that the use of the pointers is more
secure as compared to memory copy.

[0062] Itwill also be appreciated thatthe allocated por-
tion of the first data memory and the allocated portion of
the second data memory are allocated dynamically dur-
ing the runtime execution of the program, namely using
dynamic memory allocation. As a precise location of a
given allocated portion is not known in advance, a given
data memory is accessed indirectly, namely using point-
ers. In other words, a given pointer is an address to a
given dynamically-allocated portion of a given data mem-
ory. During the runtime execution of the program, a point-
er to the allocated portion of the first data memory ena-
bles access to given encrypted data (E2, E3, EN or
EN+1), whereas a pointer to the allocated portion of the
second data memory enables access to given encryption
information.

[0063] It will also be appreciated that reading and writ-
ing the encrypted data (E2, E3, EN or EN+1) from and
to the allocated portion of the first data memory pursuant
to embodiments of the present disclosure are performed
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in a manner that is similar to reading and writing unen-
crypted data in conventional techniques. In other words,
reading and writing the encrypted data values of the at
least one protected variable pursuant to embodiments of
the present disclosure is performed in a manner that is
similar to reading and writing unencrypted data values
of a variable in the conventional techniques.

[0064] Moreover, optionally, the encoder, when in op-
eration, initializes the encryption information prior to en-
crypting the unencrypted data (D1) for the first time. Op-
tionally, in this regard, the encoder, when in operation,
generates the encryption information initially (namely,
only once) from at least one initialization value. Option-
ally, the at least one initialization value comprises at least
one default value and/or at least one random value of a
predefined size. The at least one random value is option-
ally also encrypted. Optionally, the at least one initializa-
tion value is stored in its corresponding allocated portion
of the first data memory or the second data memory on
a temporary basis.

[0065] Optionally, the system further comprises an ob-
fuscation module executing on the processing hardware
of the computing device, wherein the obfuscation mod-
ule, when in operation, obfuscates the at least one ini-
tialization value stored in the first data memory or the
second data memory prior to releasing its corresponding
allocated portion of the first data memory or the second
data memory. Such obfuscation may, for example, be
performed by way of various types of bit swaps. This
ensures that the first data memory or the second data
memory (for example, RAM, CPU register or the like)
does not store any data reference related to the at least
one initialization value thatwas stored during the memory
usage.

[0066] Pursuantto embodiments ofthe presentdisclo-
sure, the at least one initialization value is used only in-
ternally by the aforementioned encoder for generating
the encryption information, and is restricted, so that it
cannot be accessed or used from outside the aforemen-
tioned encoder. In other words, the at least one initiali-
zation value is used only internally in the encryption al-
gorithm, in order to generate the encryption information
for the first time.

[0067] Optionally,the obfuscation module, whenin op-
eration, obfuscates the last encrypted data (EN+1) stored
in the allocated portion of the first data memory prior to
releasing the allocated portion of the first data memory.
[0068] Furthermore, in some implementations, the
second data memory is same as the first data memory.
In such an implementation, the encoder, when in opera-
tion, stores given encryption information and given en-
crypted data (E2, E3, EN or EN+1) in their respective
allocated portions of the first data memory. Optionally, in
such a case, the obfuscation module, when in operation,
obfuscates the last encryption information stored in its
allocated portion of the first data memory prior to releas-
ing the allocated portion of the first data memory.
[0069] In other implementations, the second data
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memory is different from the first data memory used to
store given encrypted data (E2, E3, EN or EN+1).
[0070] Optionally, in such acase, the obfuscation mod-
ule, when in operation obfuscates the last encryption in-
formation stored in the allocated portion of the second
data memory prior to releasing the allocated portion of
the second data memory.

[0071] Moreover, optionally, the encoder, when in op-
eration, generates the encryption information randomly.
Optionally, in this regard, the encryption information is
generated using an automated function. More optionally,
new encryption information is generated independent of
old encryption information (namely, previously-used en-
cryption information). This eliminates any possibility of
creation of an intentional or un-intentional vulnerability
by a software developer.

[0072] As mentioned earlier, the encryption informa-
tion is generated according to the encryption algorithm
that is to be used for encrypting the unencrypted data
(D1). It will be appreciated that how the encryption infor-
mation is utilized depends on the encryption algorithm.
[0073] Optionally, the encryption algorithm employs
symmetric encryption. Optionally, in this regard, the en-
cryption algorithm is a block cipher algorithm (see ht-
tps:/len.wikipedia.org/wiki/Block_cipher), for example,
such as Advanced Encryption Standard (AES). Alterna-
tively, optionally, the encryption algorithm is a stream ci-
pher algorithm (see https:/len.wikipedia.
org/wiki/Stream_cipher), for example, such as
ChaCha20 algorithm.

[0074] It is well known that the ChaCha20 algorithm is
a symmetric encryption algorithm with a randomly-gen-
erated encryption key and a random integer ‘Nonce’. In
an example implementation, when the ChaCha20 algo-
rithm is used, first encryption information can be gener-
ated from the randomly-generated encryption key and
the random integer 'Nonce’, such that the first encryption
information has a high entropy. It will be appreciated that
in such a case, the randomly-generated encryption key
and the random integer ‘Nonce’ collectively constitute
the aforementioned initialization value (namely, the at
least one initialization value from which the first encryp-
tion information is generated). In the example implemen-
tation, subsequent encryption information can be gener-
ated using an automated function.

[0075] It will be appreciated that the encryption algo-
rithm can alternatively be a suitable asymmetric encryp-
tion technique (for example, such as RSA).

[0076] Accordingto an embodiment, the encryption in-
formation comprises at least one key to be used to en-
crypt the unencrypted data values of the at least one
protected variable to generate the encrypted data values
and/or to decrypt the encrypted data values to re-gener-
ate the unencrypted data values of the at least one pro-
tected variable. In some implementations, the at least
one key comprises a single large key. In other implemen-
tations, the at least one key comprises a plurality of keys.
[0077] According to another embodiment, the encryp-
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tion information comprises an index of the at least one
key to be used to encrypt the unencrypted data values
to generate the encrypted data values and/or to decrypt
the encrypted data values to re-generate the unencrypt-
ed data values. Optionally, in such a case, the at least
one key is to be generated by or accessed from a key
store using the index. Optionally, the key store is provided
to the computing device by a trusted service provider.
[0078] Optionally, indices are ordinal numbers of keys
in an order of their occurrence within the key store. Op-
tionally, in this regard, the indices are pre-stored in the
key store together with their associated keys. Alterna-
tively, optionally, the indices are generated in the key
store, and then associated with their respective keys. As
an example, the indices may be generated in a consec-
utive mannercorresponding to an orderin which the keys
are stored in the key store.

[0079] Optionally, the key store is protected, and the
keys are made accessible for use, internally within the
protected key store, to at least one key-store integrated
software application, which accesses the keys for use
via their indices only. In other words, the keys are not
accessible by software applications or ecosystem proc-
esses from outside of the key store.

[0080] Optionally, the encryption information further
comprises a unique identifier of the key store from which
the at least one key is to be generated or accessed. This
is particularly beneficial when there are a plurality of key
stores, and it is important to identify uniquely the key
store from which the at least one key is to be generated
or accessed.

[0081] Optionally, the unique identifier of the key store
is a serial number assigned to the key store.

[0082] Optionally, the key store is implemented by way
of a key container or a key generator that is capable of
storing keys and/or generating keys based upon their
indices in a reproducible manner. By "reproducible", it is
meant that a same key is generated from a given index
in a repeatable manner (namely, in a manner that the
key generator always produces the same key with the
same index). As an example, the key store can be im-
plemented as described in a granted UK patent
GB2538052. As another example, the key store can be
implemented as described in a granted UK patent
GB2556638.

[0083] Optionally, the encoder, when in operation, se-
lects the index randomly, and uses the key store to gen-
erate the atleast one key based upon the selected index.
[0084] Forillustration purposes only, there will now be
described an example implementation of the aforemen-
tioned system for providing protected data storage of da-
tavalues ofa given protected variable used in an example
program (for example, a software application). There will
now be considered three stages of a runtime execution
of the example program.
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Phase A:

[0085] Before use, the first data memory must be in-
ternally initialized. Typically, the program is written in a
manner that the internal initialization is taken care of au-
tomatically. For example, when a given developer writes
the program, the given protected variable is uninitialized.
[0086] Step A1: A required portion (namely, a size) of
the first data memory is allocated for storing encrypted
data values of the given protected variable. The required
portion of the first data memory is optionally equal to a
size defined for the given protected variable in the exam-
ple program. Optionally, the allocated portion of the first
data memory is set to a predefined default value of the
given protected variable.

[0087] It will be appreciated that the size ofthe allocat-
ed portion of the first data memory needs to be equal to
or greater than the size defined for the given protected
variable. From a technical point of view, it is advanta-
geous when the size of the allocated portion of the first
data memory is greaterthanthe size defined forthe given
protected variable, because, in such a case, the size of
the allocated portion does not reveal the size defined for
the given protected variable.

[0088] Step A2: A required portion (namely, a size) of
the second data memory is allocated for storing encryp-
tion information. Optionally, the encryption information is
generated dynamically for a defined encryption algo-
rithm. More optionally, the encryption information is gen-
erated randomly.

[0089] Optionally, the encryption information is gener-
ated initially from at least one initialization value, as de-
scribed earlier. In such a case, the at least one initializa-
tion value is stored in its corresponding allocated portion
ofthe first data memory orthe second data memory, and
is obfuscated (for example, by performing various types
of bit swaps) before the corresponding allocated portion
of the first data memory or the second data memory is
released.

Phase B:

[0090] Afterthe allocated portion of the first data mem-
ory is initialized, the encrypted data values of the given
protected variable can be read from or written to the al-
located portion of the first data memory.

[0091] Optionally, in cases where the size of the allo-
cated portion of the first data memory is greaterthan the
size defined for the given protected variable, memory
hopping is utilized. Optionally, in this regard, variable off-
sets are utilized for locating the encrypted data values of
the given protected variable in the allocated portion of
the first data memory. In other words, a given encrypted
data value is written to a location pointed by a variable
offset; the variable offset defines the location in the allo-
cated portion of the first data memory wherefromthe giv-
en encrypted data value is to be found.

[0092] Moreover, optionally, in cases where the size
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ofthe allocated portion of the first data memory is greater
than the size defined for the given protected variable,
encryption is performed on an entirety of the allocated
portion of the first data memory each time read/write op-
erations are performed on the given protected variable.
[0093] Step B1: In operation, the aforementioned de-
coder accesses an encrypted data value of the given
protected variable and its corresponding encryption in-
formation fromthe allocated portion ofthe first data mem-
ory and the allocated portion ofthe second data memory,
respectively, and decrypts the encrypted data value
(namely, in a form of ciphertext) using its corresponding
encryption information to generate a decrypted, namely
an unencrypted data value (namely, in a form of plain-
text).

* [|fthe decryption is performed after the step A2, the
encryption algorithm is prepared for encryption and
decryption purposes, and the encrypted data value
is decrypted into the unencrypted data value using
the encryption information generated during initiali-
zation.

* [|fthe decryption is performed after the step B3, the
encryption algorithm is already being used for en-
cryption and decryption purposes, and the encrypted
data value is decrypted into the unencrypted data
value using newer encryption information that is re-
generated dynamically during encoding (namely, en-

crypting).

[0094] StepB2: The unencrypted data value is utilized
for read or write operations during the runtime execution
of the program. Optionally, in this regard, the unencrypt-
ed data value is returned to a calling function of the pro-
gram during the runtime execution.

[0095] Step B3: In operation, the aforementioned en-
coderre-generates new encryption information, encrypts
the unencrypted data value (namely, in a form of plain-
text) using the new encryption information to generate a
newly-encrypted data value (namely, in a form of cipher-
text). The encrypted data value and the encryption infor-
mation stored previously are then replaced with the new-
ly-encrypted data value and the new encryption informa-
tion in the allocated portion of the first data memory and
the allocated portion ofthe second data memory, respec-
tively.

[0096] It will be appreciated that the encryption infor-
mation is re-generated dynamically after each encoding
iteration; therefore, there is no need to perform time-con-
suming initialization operations (as performed in the
aforementioned step A2) again.

[0097] As mentioned earlier, itis essential fromthe se-
curity perspective that a cycle of the aforesaid steps B1,
B2 and B3 is performed in a single thread of execution
(namely, at one go without any hardware interruption),
so that there is no time window for interception by a ma-
licious third party.
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Phase C:

[0098] When the given protected variable is not re-
quired to be used any more in future, the allocated portion
of the first data memory is internally finalized. Typically,
the program is written in a manner that the internal final-
ization is taken care of automatically. For example, when
agivendeveloperwrites the program, the given protected
variable is uninitialized and the allocated portion of the
first data memory is freed.

[0099] Optionally, last encryption information stored in
its allocated portion of the second data memory is obfus-
cated, for example by performing various types of bit
swaps, before the allocated portion of the second data
memory is released. This ensures that the second data
memory (for example, RAM, CPU register or the like)
does not store any data reference related to the last en-
cryption information that was stored during the memory
usage.

[0100] Optionally, a last encrypted data value stored
in the allocated portion of the first data memory is obfus-
cated before the allocated portion ofthe first data memory
is released.

[0101] Uponsuccessful completion ofthe phase C, the
allocated portion of the first data memory is internally
finalized, and is available for use to other programs.
[0102] Furthermore, for illustration purposes only,
there will now be considered some example cases indi-
cating how re-generated encrypted information and re-
encrypted data are stored each time the data (D1) isread
oris to be written to the allocated portion of the first data
memory during a runtime execution ofa program. In other
words, the encryption information of the data to be en-
crypted always changes when the data is being handled,
namely read or written, during the runtime execution of
the program.

[0103] Inthese examples, an example protected vari-
able is allocated 32 bytes in the first data memory (here-
inafter referred to as a first allocated portion for the sake
of convenience only) and encryption information is also
allocated 32 bytes in the second data memory (herein-
after referred to as a second allocated portion for the
sake of convenience only).

[0104] Aninitialunencrypted data value ofthe example
protected variable (namely, as copied to the first data
memory for a first time) can be represented as follows:
84,0,101,0,115,0, 116, 0,105, 0, 110, 0, 103, 0, 0, O,
133, 136, 38, 156, 203, 59, 74, 241, 229, 48, 145, 79,
145,121,110, 77

[0105] First encryption information is generated ac-
cording to an encryption algorithm employed, and is then
stored in the second allocated portion ofthe second data
memory. As an example, according to the ChaCha20
encryption algorithm, the first encryption information can
be generated from a randomly-generated encryption key
and a random integer ‘Nonce’, such that the first encryp-
tion information has a high entropy.

[0106] The first encryption information can be repre-

10

15

20

25

30

35

40

45

50

55

12

sented as follows:

62, 60, 2, 2, 2, 150, 64, 74, 209, 139, 87, 136, 98, 230,
205, 9,207,121, 195,172, 90, 116, 219, 136, 139, 125,
16, 147,210, 198, 142, 12

[0107] The initial unencrypted data value is then en-
crypted using the first encryption information to generate
a first encrypted data value ofthe example protected var-
iable, wherein the first encrypted data value is stored in
the first allocated portion of the first data memory. The
first encrypted data value can be represented as follows:
29, 48, 233, 223, 69, 12, 41, 180, 202, 230, 171, 145,
235, 25, 196, 236, 105, 253, 159, 71, 82, 79, 131, 222,
213, 61,62, 241, 66,59,71, 191

Case A: Decrypting the first encrypted data value

[0108] The case A concerns the aforementioned step
B1, wherein the first encrypted data value ofthe example
protected variable and the first encryption information are
accessed from the first allocated portion of the first data
memory and the second allocated portion of the second
data memory, respectively, and the first encrypted data
value is decrypted using the aforementioned first encryp-
tion information to re-generate the initial unencrypted da-
ta value of the example protected variable as follows:
84,0,101,0,115,0,116,0,105,0,110,0,103,0,0, 0,
133, 136, 38, 156, 203, 59, 74, 241, 229, 48, 145, 79,
145,121,110, 77

Case B: Modifying the unencrypted data value

[0109] The case B concerns the aforementioned step
B2, wherein a first byte of the initial unencrypted data
value of the example protected variable is changed from
‘84’ to '1’; and the modified unencrypted data value to be
written can be represented as follows:

1,0,101,0, 115, 0, 116, 0, 105, 0, 110, 0, 103, 0, O, O,
133, 136, 38, 156, 203, 59, 74, 241, 229, 48, 145, 79,
145,121,110, 77

Case C: Encrypting the modified unencrypted data value

[0110] The case C concerns the aforementioned step
B3, wherein second encryption information is generated
dynamically. The second encryption information can be
represented as follows:

60, 62, 148,66, 72, 71, 203, 29, 89, 233, 177, 69, 107,
41, 180, 202, 99, 35, 183, 119, 210, 255, 166, 152, 24,
175, 214, 29, 222, 250, 176, 152

[0111] The second encryptioninformation replaces the
first encryption information stored previously in the sec-
ond allocated portion of the second data memory. The
second encryption information is used to encrypt the
modified unencrypted data value to generate a second
encrypted data value for storage inthe first allocated por-
tion of the first data memory. The second encrypted data
value can be represented as follows:

61, 62, 241, 66, 59, 71, 191, 29, 48, 233, 223, 69, 12,
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41,180, 202, 230,171, 145, 235, 25, 196, 236,105, 253,
159,71, 82,79, 131, 222, 213

Case D: Reading a decrypted data value for a first time

[0112] Inthe case D, the second encrypted data value
of the example protected variable and the second en-
cryption information are accessed from the first allocated
portion and the second allocated portion of the second
data memory, respectively, and the second encrypted
data value is decrypted using the second encryption in-
formation to re-generate the unencrypted data value as
follows:

1,0, 101, 0, 115, 0, 116, 0, 105, 0, 110, 0, 103, 0, 0, O,
133, 136, 38, 156, 203, 59, 74, 241, 229, 48, 145, 79,
145,121,110, 77

Case E: Re-encrypting the same unencrypted data value

[0113] Inthe case E, in order to encrypt the same un-
encrypted data value, third encryption information is gen-
erated dynamically; the third encryption information can
be represented as follows:

126, 118, 211, 137, 85, 30, 34, 172, 28, 130, 152, 241,
161, 74, 151, 125, 20, 241, 72, 209, 74, 231, 9, 78, 5,
113,44,173, 70, 132,198, 75

[0114] The third encryption information replaces the
second encryption information stored previously in the
second allocated portion of the second data memory.
The third encryption information is used to encrypt the
same unencrypted data value to generate a third encrypt-
ed data value of the example protected variable for stor-
age in the first allocated portion of the first data memory.
The third encrypted data value can be represented as
follows:

127,118, 182,137, 38, 30, 86,172,117, 130, 246, 241,
198,74,151,125,145,121, 110,77, 129, 220, 67, 191,
224,65, 189, 226, 215, 253, 168, 6

Case F: Reading the decrypted data value for a second
time

[0115] Inthe case F, the third encrypted data value of
the example protected variable and the third encryption
information are accessed from the first allocated portion
ofthe first data memory and the second allocated portion
of the second data memory, respectively, and the third
encrypted data value is decrypted using the third encryp-
tion information to re-generate the unencrypted data val-
ue as follows:

1,0, 101, 0, 115, 0, 116, 0, 105, 0, 110, 0, 103, 0, 0, O,
133, 136, 38, 156, 203, 59, 74, 241, 229, 48, 145, 79,
145,121,110, 77

Case G: Re-encrypting the same unencrypted data value

[0116] Inthe case G, in order to encrypt the same un-
encrypted data value, fourth encryption information is
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generated dynamically; the fourth encryption information
can be represented as follows:

247, 35, 205, 171, 249, 2, 160, 52, 237, 35, 210, 102,
220, 94, 102, 53, 197, 187, 175, 216, 4, 226, 120, 98,
168, 55, 168, 107, 13, 115, 229, 134

[0117] The fourth encryption information replaces the
third encryption information stored previously in the sec-
ond allocated portion of the second data memory.
[0118] The fourth encryption information is used to en-
crypt the same unencrypted data value to generate a
fourth encrypted data value ofthe example protected var-
iable for storage in the first allocated portion of the first
data memory. The fourth encrypted data value can be
represented as follows:

246, 35, 168, 171, 138, 2, 212, 52, 132, 35, 188, 102,
187, 94,102, 53, 64, 51,137, 68, 207, 217, 50,147, 77,
7,57, 36,156, 10, 139, 203

[0119] It will be appreciated that the aforesaid decryp-
tion and encryption operations are performed in a repeat-
ing manner, without any interruption, in a single thread
of execution during the runtime execution ofthe program.
An example cycle of decryption and encryption has been
illustrated in conjunction with FIG. 2.

[0120] Inthe above examples, the encryption informa-
tionto be stored (namely, replacing any previously-stored
encryption information) in the second allocated portion
of the second data memory is shown as underlined text
for the sake of clarity only. Likewise, the encrypted data
value to be stored (namely, replacing any previously-
stored encrypted data value) in the first allocated portion
ofthe firstdata memory is shown as bold text forthe sake
of clarity only.

[0121] Inasecond aspect, embodiments ofthe present
disclosure provide a method of (namely, a method for)
providing protected data storage in a first data memory
of a computing device, the method being implemented
by a system comprising an encoder and a decoder, char-
acterized in that the method comprises:

- generating, via the encoder, encryption information
according to an encryption algorithm;

- encrypting, via the encoder, unencrypted data (D1)
using the encryption information to generate en-
crypted data (E2) and storing the encrypted data (E2)
andthe encryptioninformationin an allocated portion
of the first data memory and an allocated portion of
a second data memory of the computing device, re-
spectively;

- accessing, via the decoder, the encrypted data (E2)
and the encryption information from the allocated
portion of the first data memory and the allocated
portion ofthe second data memory, respectively, and
decrypting the encrypted data (E2) using the encryp-
tion information to re-generate the unencrypted data
(D1),

- generating, via the encoder, new encryption infor-
mation according to the encryption algorithm; and
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- re-encrypting, via the encoder, the unencrypted data
(D1) using the new encryption information to gener-
ate new encrypted data (E3) and replacing the en-
crypted data (E2) and the encryption information with
the new encrypted data (E3) and the new encryption
information in the allocated portion of the first data
memory and the allocated portion ofthe second data
memory, respectively,

wherein the steps of generating newer encryption
information, re-encrypting the unencrypted data (D1)
to generate newer encrypted data (EN+1) and re-
placing previous encrypted data (EN) and previous
encryption information with the newer encrypted da-
ta (EN+1) and the newer encryption information in
the allocated portion of the first data memory and
the allocated portion of the second data memory,
respectively, are repeated each time the unencrypt-
ed data (D1) is read from the allocated portion of the
first data memory or the unencrypted data (D1) is to
be written to the allocated portion of the first data
memory,

further wherein the encoder and the decoder are in-
tegrated, such that the steps of decrypting the pre-
vious encrypted data (EN) into the unencrypted data
(D1), re-encrypting the unencrypted data (D1) into
the newer encrypted data (EN+1) and replacing the
previous encrypted data (EN) and the previous en-
cryption information with the newer encrypted data
(EN+1) and the newer encryption information, re-
spectively, are performed in a single thread of exe-
cution.

[0122] Various embodiments and variants disclosed
above apply mutatis mutandis to the method.

[0123] Optionally, the method further comprises gen-
erating initially (namely, only once), via the encoder, the
encryption information from at least one initialization val-
ue, as described earlier. Optionally, in such a case, the
atleast one initialization value is stored in its correspond-
ing allocated portion of the first data memory or the sec-
ond data memory on a temporary basis.

[0124] Optionally, the method further comprises obfus-
cating the at least one initialization value stored in the
first data memory or the second data memory prior to
releasing its corresponding allocated portion of the first
data memory or the second data memory.

[0125] Optionally, the method further comprises obfus-
cating last encrypted data (EN+1) stored in the allocated
portion of the first data memory prior to releasing the
allocated portion of the first data memory.

[0126] Moreover, in some implementations, the sec-
ond data memory is same as the first data memory. In
such an implementation, given encryption information
and given encrypted data (E2, E3, EN or EN+1) are
stored in their respective allocated portions of the first
data memory. Optionally, in such a case, the method
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further comprises obfuscating last encryption information
stored in its allocated portion of the first data memory
prior to releasing the allocated portion of the first data
memory.

[0127] In other implementations, the second data
memory is different from the first data memory used to
store given encrypted data (E2, E3, EN or EN+1). Op-
tionally, in such a case, the method further comprises
obfuscating the last encryption information stored in the
allocated portion of the second data memory prior to re-
leasing the allocated portion of the second data memory.
[0128] Optionally, inthe method, the unencrypted data
(D1) comprises unencrypted data values of at least one
protected variable that are to be utilized during a runtime
execution of a program.

[0129] Optionally, the encryption information compris-
es at least one key to be used to encrypt the unencrypted
data values to generate encrypted data values and/or to
decrypt the encrypted data values to re-generate the un-
encrypted data values.

[0130] Alternatively, optionally, the encryption infor-
mation comprises an index of the at least one key to be
used to encrypt the unencrypted data values to generate
the encrypted data values and/or to decrypt the encrypt-
ed data values to re-generate the unencrypted data val-
ues. Optionally, in such a case, the method further com-
prises generating by or accessing from a key store the
at least one key using the index. Optionally, in this regard,
the encryption information further comprises a unique
identifier of the key store from which the at least one key
is to be generated or accessed.

[0131] Optionally, in the method, the encryption infor-
mation is generated randomly.

[0132] In a third aspect, embodiments of the present
disclosure provide a computer program product compris-
ing a non-transitory computer-readable storage medium
having computer-readable instructions stored thereon,
the computer-readable instructions being executable by
a computerized device comprising processing hardware
to execute a method pursuantto the aforementioned sec-
ond aspect.

[0133] Optionally, the computer-readable instructions
are downloadable from a software application store, for
example, froman"App store"to the computerized device.
[0134] Next, embodiments of the present disclosure
will be described with reference to FIGs. 1A and 1B.
[0135] FIGs. 1A and 1B are schematic illustrations of
a system 100 for providing protected data storage in a
data memory 102 of a computing device, in accordance
with different embodiments ofthe presentdisclosure. Op-
tionally, the system 100 is implemented as custom-de-
signed digital hardware that is arranged to operate with
hardware associated with controlling the data memory
102, such as to provide a hybrid form of data memory
hardware.

[0136] With reference to FIGs. 1A and 1B, the system
100 comprises an encoder 104 and a decoder 106. The
encoder 104, when in operation, generates encryption
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information according to an encryption algorithm, en-
crypts unencrypted data (D1) using the encryption infor-
mation to generate encrypted data (E2) and stores the
encrypted data (E2) and the encryption information in a
first allocated portion of the data memory 102 and a sec-
ond allocated portion of the data memory 102 or another
data memory of the computing device, respectively. The
decoder 106, when in operation, accesses the encrypted
data (E2) and the encryption information from the first
allocated portion and the second allocated portion, re-
spectively, and decrypts the encrypted data (E2) using
the encryption information to re-generate the unencrypt-
ed data (D1). Subsequently, the encoder 104, when in
operation, generates new encryption information accord-
ing to the encryption algorithm, re-encrypts the unen-
crypted data (D1) using the new encryption information
to generate new encrypted data (E3) and replaces the
encrypted data (E2) with the new encrypted data (E3)
and the encryption information with the new encryption
information in the first allocated portion and the second
allocated portion, respectively.

[0137] The decoder 106, when in operation, accesses
previous encrypted data (EN) and previous encryption
information fromthe first allocated portion and the second
allocated portion, respectively, and decrypts the previous
encrypted data (EN) using the previous encryption infor-
mation to re-generate the unencrypted data (D1). After
the unencrypted data (D1) is utilized (namely, for a read
or write operation), the encoder 104, when in operation,
re-encrypts the unencrypted data (D1) into newer en-
crypted data (EN+1) using newer encryption information,
and replaces the previous encrypted data (EN) and the
previous encryption information with the newer encrypt-
ed data (EN+1) and the newer encryption information in
the first allocated portion and the second allocated por-
tion, respectively.

[0138] The encoder 104 and the decoder 106 are in-
tegrated, such thatthe decoder106 andthe encoder 104,
when in operation, decrypt the previous encrypted data
(EN) into the unencrypted data (D1) and re-encrypt the
unencrypted data (D1) into the newer encrypted data
(EN+1), respectively, in a single thread of execution.
[0139] With reference to FIG. 1B, the system 100 op-
tionally comprises an obfuscation module 108. The ob-
fuscation module 108, when in operation, obfuscates at
least one initialization value (used to generate the en-
cryption information initially) stored in its corresponding
allocated portion of the data memory 102 (or another
data memory of the computing device), prior to releasing
the allocated portion of the data memory 102.

[0140] FIGs. 1A and 1B are merely examples, which
should not unduly limit the scope of the claims herein. A
person skilled in the art will recognize many variations,
alternatives, and modifications of embodiments of the
present disclosure.

[0141] FIG. 2 is a schematic illustration of how a cycle
of decryption and encryption is performed in a single
thread of execution, pursuant to embodiments of the
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present disclosure.

[0142] As shown, the cycle of decryption and encryp-
tionis performed in asingle thread of execution THREAD
1" as follows:

Step 1: Access an encrypted data value of a protect-
ed variable and its corresponding encryption infor-
mation from an allocated portion of a first data mem-
ory and an allocated portion of a second data mem-
ory, respectively, and decryptthe encrypted data val-
ue (using the encryption information) to generate a
decrypted data value, namely an unencrypted data
value.

Step 2: Utilize the unencrypted data value for a read
or write operation.

Step 3; Encryptthe unencrypted data value (whether
changed or unchanged) using dynamically-generat-
ed new encryption information into a new encrypted
data value, and replace the aforesaid encrypted data
value and the encryption information with the new
encrypted data value and the new encryption infor-
mation in the allocated portion of the first data mem-
ory and the allocated portion of the second data
memory, respectively.

[0143] The thread 'THREAD 1’ is not allowed to be
suspended until the step 3 is performed (hamely, until
the unencrypted data value is encrypted into the new
encrypted data value and the previous encrypted data
value and the previous encryption information are re-
placed with the new encrypted data value and the new
encryption information, respectively).

[0144] With reference to FIG. 2, the thread 'THREAD
1’is a component of a process that has multiple threads,
for example, such as threads ‘'THREAD 2’ and 'THREAD
3. It will be appreciated that the aforesaid cycle of de-
cryption and re-encryption is executed as a part of the
process, namely within the thread 'THREAD 7', wherein
the process has otherthreads executing their respective
instructions (namely, the threads ‘'THREAD 2’ and
"THREAD 3). The threads 'THREAD 1’, ' THREAD 2’and
"THREAD 3’ are executing their respective instructions
independently. For example, 'THREAD 71 ofthe process
is shown to execute all its instructions in a sequential
manner and is indicative of the execution of the instruc-
tions by the system pursuant to embodiments of the
present disclosure.

[0145] FIG. 2 is merely an example, which should not
unduly limit the scope of the claims herein. A person
skilled in the art will recognize many variations, alterna-
tives, and modifications of embodiments of the present
disclosure. For example, the process may have only one
thread of execution, namely the thread 'THREAD 1'.
[0146] Modifications to embodiments of the present
disclosure described inthe foregoing are possible without
departing from the scope of the present disclosure as
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defined by the accompanying claims. Expressions such

as "including", "comprising", "incorporating", "consisting
of', "have", "is" used to describe and claim the present
invention are intended to be construed in a non-exclusive
manner, namely allowing for items, components or ele-
ments not explicitly described also to be present. Refer-
ence to the singular is also to be construed to relate to
the plural; as an example, "at least one of" indicates "one
of'in an example, and "a plurality of' in another example;
moreover, "one or more" is to be construed in a likewise
manner.

[0147] The phrases "in an embodiment”, "according to
an embodiment” and the like generally mean the partic-
ular feature, structure, or characteristic following the
phrase is included in at least one embodiment of the
present disclosure, and may be included in more than
one embodiment of the present disclosure. Importantly,
such phrases do not necessarily refer to the same em-
bodiment.

[0148] If the specification states a component or fea-
ture "may", "can", "could", or "might" be included or have
a characteristic, that particular component or feature is
not required to be included or have the characteristic.

Claims

1. Asystem (100)that, when in operation, provides pro-
tected data storage in a first data memory (102) of
a computing device, the system (100) comprises:

- an encoder (104) executing on a processing
hardware of the computing device, wherein the
encoder (104), when in operation:

- generates encryption information from at
least one initialization value according to an
encryption algorithm, wherein the at least
one initialization value is used only internal-
ly in the encryption algorithm to generate
the encryption information,

- encrypts unencrypted data (D1) using the
encryption information to generate encrypt-
ed data (E2), and

- stores the encrypted data (E2) in an allo-
cated portion of a first data memory (102)
and the encryption informationin an allocat-
ed portion of a second data memory of the
computing device, wherein the second data
memory is different from the first data mem-
ory (102); and

- a decoder (106) executing on the processing
hardware of the computing device, wherein the
decoder (106), when in operation:

- accesses the encrypted data (E2) and the
encryption information from the allocated

10

15

20

25

30

35

40

45

50

55

16

portion of the first data memory (102) and
the allocated portion of the second data
memory, respectively, and

- decrypts the encrypted data (E2) using the
encryption information to re-generate the
unencrypted data (D1);

wherein the encoder (104), when in operation:

- generates new encryption information ac-
cording to the encryption algorithm,

- re-encrypts the unencrypted data (D1) us-
ing the new encryption information to gen-
erate new encrypted data (E3), and

- replaces the encrypted data (E2) and the
encryption information with the new en-
crypted data (E3) and the new encryption
information in the allocated portion of the
first data memory (102) and the allocated
portion ofthe second data memory, respec-
tively,

wherein the unencrypted data (D1) is re-en-
crypted using newer encryption information to
generate newer encrypted data (EN+1) each
time the unencrypted data (D1) is read from the
allocated portion of the first data memory (102)
or the unencrypted data (D1) is to be written to
the allocated portion of the first data memory
(102), wherein previous encrypted data (EN)
and previous encryption information are to be
replaced with the newer encrypted data (EN+1)
and the newer encryption information in the al-
located portion of the first data memory (102)
and the allocated portion of the second data
memory, respectively,

further wherein the encoder (104) and the de-
coder (106) are integrated, such that the decod-
er (106) and the encoder (104), when in opera-
tion, decrypt the previous encrypted data (EN)
into the unencrypted data (D1) and re-encrypt
the unencrypted data (D1) into the newer en-
crypted data (EN+1), respectively, in a single
thread of execution, and wherein the encoder
(104) and the decoder (106) are implemented
by way of a low-level code in an inline configu-
ration, such that a cycle of decryption and en-
cryption is not interrupted.

The system (100) of claim 1, wherein the encoder
(104), when in operation, generates the encryption
information initially from at least one initialization val-
ue, and the system (100) further comprises an ob-
fuscation module (108) executing on the processing
hardware of the computing device, wherein the ob-
fuscation module (108), when in operation, obfus-
cates the at least one initialization value stored in its
corresponding allocated portion of the first data
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memory (102) or the second data memory prior to
releasing the corresponding allocated portion of the
first data memory (102) orthe second data memory.

The system (100) ofany one of claims 1 to 2, wherein
the unencrypted data (D1) comprises unencrypted
data values of at least one protected variable that
are to be utilized during a runtime execution of a
program, and the encryption information comprises
at least one key to be used to encrypt the unencrypt-
ed data values to generate encrypted data values
and/or to decrypt the encrypted data values to re-
generate the unencrypted data values.

The system (100) ofany one of claims 1 to 2, wherein
the unencrypted data (D1) comprises unencrypted
data values of at least one protected variable that
are to be utilized during a runtime execution of a
program, and the encryption information comprises
an index of at least one key to be used to encrypt
the unencrypted data values to generate encrypted
data values and/orto decrypt the encrypted data val-
ues to re-generate the unencrypted data values,
wherein the at least one key is to be generated by
or accessed from a key store using the index.

The system (100) of claim 4, wherein the encryption
information further comprises a unique identifier of
the key store from which the at least one key is to
be generated or accessed.

The system (100) ofany one of claims 1to 5, wherein
the encoder (104), when in operation, generates the
encryption information randomly.

A method for providing protected data storage in a
first data memory (102) of a computing device, the
method being implemented by a system (100) com-
prising an encoder (104) and a decoder (1086), the
method comprises:

- generating, via the encoder (104), encryption
information from at least one initialization value
according to an encryption algorithm, wherein
the at least one initialization value is used only
internally inthe encryption algorithmto generate
the encryption information;

- encrypting, via the encoder (104), unencrypted
data (D1) using the encryption information to
generate encrypted data (E2) and storing the
encrypted data (E2) in an allocated portion of a
first data memory (102) and the encryption in-
formation in an allocated portion of a second da-
ta memory of the computing device, wherein the
second data memory is different from the first
data memory (102);

- accessing, via the decoder (1086), the encrypt-
ed data (E2) and the encryption information from
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the allocated portion of the first data memory
(102) and the allocated portion of the second
data memory, respectively, and decrypting the
encrypted data (E2) using the encryption infor-
mation to re-generate the unencrypted data
(b1);

- generating, viathe encoder (104), new encryp-
tion information according to the encryption al-
gorithm; and

- re-encrypting, via the encoder (104), the un-
encrypted data (D1) using the new encryption
informationto generate new encrypted data (E3)
and replacing the encrypted data (E2) and the
encryption information with the new encrypted
data (E3) and the new encryption information in
the allocated portion of the first data memory
(102) and the allocated portion of the second
data memory, respectively,

wherein the steps of generating newer encryp-
tion information, re-encrypting the unencrypted
data (D1) to generate newer encrypted data
(EN+1) and replacing previous encrypted data
(EN) and previous encryption information with
the newerencrypted data (EN+1) and the newer
encryption information in the allocated portion
ofthe first data memory (102) and the allocated
portion of the second data memory, respective-
ly, are repeated each time the unencrypted data
(D1)isread fromthe allocated portion ofthe first
data memory (102) orthe unencrypted data (D1)
is to be written to the allocated portion ofthe first
data memory (102),

further wherein the encoder (104) and the de-
coder (106) are integrated, such that the steps
of decrypting the previous encrypted data (EN)
into the unencrypted data (D1), re-encrypting
the unencrypted data (D1) into the newer en-
crypted data (EN+1) and replacing the previous
encrypted data (EN) and the previous encryp-
tion information with the newer encrypted data
(EN+1) and the newer encryption information,
respectively, are performed in a single thread of
execution, and wherein the encoder (104) and
the decoder (106) are implemented by way of a
low-level code in an inline configuration, such
that a cycle of decryption and encryption is not
interrupted.

8. The method of claim 7, wherein the method further

comprises:

- generating initially, via the encoder (104), the
encryption information from at least one initiali-
zation value; and

- obfuscating the at least one initialization value
stored in its corresponding allocated portion of
the first data memory (102) or the second data
memory prior to releasing the corresponding al-
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located portion of the first data memory (102) or
the second data memory.

The method of any one of claims 7 to 8, wherein the
unencrypted data (D1) comprises unencrypted data
values of at least one protected variable that are to
be utilized during a runtime execution of a program,
and the encryption information comprises at least
one key to be used to encrypt the unencrypted data
values to generate encrypted data values and/or to
decryptthe encrypted data values to re-generate the
unencrypted data values.

The method of any one of claims 7 to 8, wherein the
unencrypted data (D1) comprises unencrypted data
values of at least one protected variable that are to
be utilized during a runtime execution of a program,
and the encryption information comprises an index
of at least one key to be used to encrypt the unen-
crypted data values to generate encrypted data val-
ues and/or to decrypt the encrypted data values to
re-generate the unencrypted data values, wherein
the method further comprises generating by or ac-
cessing from a key store the at least one key using
the index.

The method of any one of claims 7 to 10, wherein
the encryption information is generated randomly.

A computer program product comprising a non-tran-
sitory computer-readable storage medium having
computer-readable instructions stored thereon, the
computer-readable instructions being executable by
a computerized device comprising processing hard-
ware to execute a method as claimed in any one of
claims 7 to 11.

Patentanspriiche

1.

System (100), das, wenn es in Betrieb ist, eine ge-
schiitzte Datenspeicherung in einem ersten Daten-
speicher (102) eines Computergerits bereitstellt,
das System (100) umfassend:

- einen Codierer (104), der auf einer Verarbei-
tungshardware des Computergeréats ausgefiihrt
wird, wobei der Codierer (104), wenn er in Be-
trieb ist:

- aus zumindest einem Initialisierungswert
Verschllisselungsinformationen geman ei-
nem Verschlisselungsalgorithmus er-
zeugt, wobei der zumindest eine Initialisie-
rungswert nur intern in dem Verschliisse-
lungsalgorithmus verwendet wird, um die
Verschllisselungsinformationen zu erzeu-
gen,
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- unverschlisselte Daten (D1) unter Ver-
wendung der Verschliisselungsinformatio-
nen verschliisselt, um verschliisselte Daten
(E2) zu erzeugen, und

- die verschliisselten Daten (E2) in einem
zugewiesenen Teil eines ersten Datenspei-
chers (102) und die Verschliisselungsinfor-
mationen in einem zugewiesenen Teil eines
zweiten Datenspeichers des Computerge-
rats speichert, wobei sich der zweite Daten-
speicher von dem ersten Datenspeicher
(102) unterscheidet; und

- einen Decodierer (106), der auf der Verarbei-
tungshardware des Computergeréts ausgeflihrt
wird, wobeider Decodierer (106), wenn erin Be-
trieb ist:

- jeweils auf die verschliisselten Daten (E2)
und die Verschliisselungsinformationen
aus dem zugewiesenen Teil des ersten Da-
tenspeichers (102) und dem zugewiesenen
Teil des zweiten Datenspeichers zugreift,
und

- die verschliisselten Daten (E2) unter Ver-
wendung der Verschliisselungsinformatio-
nen entschliisselt, um die unverschliissel-
ten Daten (D1) neu zu erzeugen;

wobeider Codierer (104), wenn erin Betrieb ist:

- neue Verschliisselungsinformationen ge-
mafk dem Verschlisselungsalgorithmus er-
zeugt,

- die unverschlisselten Daten (D1) unter
Verwendung der Verschlisselungsinfor-
mationen neu verschliisselt, um neue ver-
schliisselte Daten (E3) zu erzeugen, und

- die verschliisselten Daten (E2) und die
Verschlisselungsinformationen jeweils
durchdie neuen verschliisselten Daten (E3)
und die neuen Verschllisselungsinformati-
onen indem zugewiesenen Teil des ersten
Datenspeichers (102) und dem zugewiese-
nen Teil des zweiten Datenspeichers er-
setzt,

wobei die unverschlisselten Daten (D1) unter
Verwendung neuerer Verschlisselungsinfor-
mationen neu verschliisselt werden, um neuere
verschlisselte Daten (EN + 1) jedes Mal dann
zu erzeugen, wenndie unverschliisselten Daten
(D1)ausdem zugewiesenen Teil des ersten Da-
tenspeichers (102) gelesen werden oderdie un-
verschliisselten Daten (D1) in den zugewiese-
nen Teil des ersten Datenspeichers (102) ge-
schrieben werden sollen, wobei vorherige ver-
schliisselte Daten (EN) und vorherige Ver-



35 EP 3 844 647 B1 36

schliisselungsinformationen jeweils durch die
neueren verschlisselten Daten (EN + 1) und die
neueren Verschllisselungsinformationen in
dem zugewiesenen Teil des ersten Datenspei-
chers (102) und dem zugewiesenen Teil des
zweiten Datenspeichers ersetzt werden sollen,
wobei der Codierer (104) und der Decodierer
(1086) ferner integriert sind, sodass der Decodie-
rer (106) und der Codierer (104), wenn sie in
Betrieb sind, jeweils, in einem einzigen Ausfiih-
rungs-Thread, die vorherigen verschliisselten
Daten (EN) zu den unverschliisselten Daten
(D1) entschliisseln und die unverschliisselten
Daten (D1) zu den neueren verschliisselten Da-
ten (EN + 1) neu verschliisseln, und wobei der
Codierer (104) und der Decodierer (106) mittels
eines Low-Level-Codes in einer Inline-Konfigu-
rationimplementiert sind, sodass ein Zyklus aus
Entschliisselung und Verschliisselung nicht un-
terbrochen wird.

System (100) nach Anspruch 1, wobei der Codierer
(104), wenn er in Betrieb ist, die Verschliisselungs-
informationen anfanglich aus zumindest einem Initi-
alisierungswert erzeugt, und das System (100) fer-
ner ein Obfuskierungsmodul (108) umfasst, das auf
der Verarbeitungshardware des Computergerits
ausgeflihrt wird, wobei das Obfuskierungsmodul
(108), wenn es in Betrieb ist, den zumindest einen
Initialisierungswert, der in seinem entsprechenden
zugewiesenen Teil des ersten Datenspeichers (102)
oder des zweiten Datenspeichers gespeichert ist,
vor einem Freigeben des entsprechenden zugewie-
senen Teils des ersten Datenspeichers (102) oder
des zweiten Datenspeichers obfuskiert.

System (100) nach einem der Anspriiche 1 bis 2,
wobei die unverschliisselten Daten (D1) unver-
schliisselte Datenwerte von zumindest einer ge-
schiitzten Variable umfassen, die wahrend einer
Laufzeitausfiihrung eines Programms verwendet
werden sollen, und die Verschlisselungsinformati-
onen zumindest einen Schliissel umfassen, der zum
Verschliisseln der unverschliisselten Datenwerte,
um verschliisselte Datenwerte zu erzeugen,
und/oder zum Entschliisseln der verschliisselten
Datenwerte, um die unverschliisselten Datenwerte
neu zu erzeugen, verwendet werden soll.

System (100) nach einem der Anspriiche 1 bis 2,
wobei die unverschliisselten Daten (D1) unver-
schliisselte Datenwerte von zumindest einer ge-
schiitzten Variable umfassen, die wahrend einer
Laufzeitausfiihrung eines Programms verwendet
werden sollen, und die Verschlisselungsinformati-
onen einen Index aus zumindest einem Schliissel
umfassen, der zum Verschliisseln der unverschliis-
selten Datenwerte, um verschliisselte Datenwerte
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zu erzeugen, und/oder zum Entschliisseln der ver-
schlisselten Datenwerte, um die unverschliisselten
Datenwerte neu zu erzeugen, verwendet werden
soll, wobei der zumindest eine Schliissel von einem
Schliisselspeicher unter Verwendung des Index er-
zeugt werden soll oder ausgehend von diesem dar-
auf zugegriffen werden soll.

System (100) nach Anspruch 4, wobeidie Verschliis-
selungsinformationen ferner eine eindeutige Ken-
nung des Schlliisselspeichers umfassen, von dem
der zumindest eine Schliissel erzeugt werden soll
odervon dem ausgehend darauf zugegriffen werden
soll.

System (100) nach einem der Anspriiche 1 bis 5,
wobei der Codierer (104), wenn er in Betrieb ist, die
Verschliisselungsinformationen zufallig erzeugt.

Verfahren zum Bereitstellen eines geschiitzten Da-
tenspeichers in einem ersten Datenspeicher (102)
eines Computergerats, wobei das Verfahren durch
ein System (100) implementiert wird, das einen Co-
dierer (104) und einen Decodierer (106) umfasst,
das Verfahren umfassend:

- Erzeugen, liber den Codierer (104), von Ver-
schliisselungsinformationen aus zumindest ei-
nem Initialisierungswert gemaB einem Ver-
schliisselungsalgorithmus, wobei der zumin-
dest eine Initialisierungswert nur intern in dem
Verschllisselungsalgorithmus verwendet wird,
um die Verschllisselungsinformationen zu er-
zeugen;

- Verschliisseln, Gber den Codierer (104), von
unverschliisselten Daten (D1) unter Verwen-
dung der Verschliisselungsinformationen, um
verschlisselte Daten (E2) zu erzeugen, und
Speichern der verschliisselten Daten (E2) in ei-
nemzugewiesenen Teil eines ersten Datenspei-
chers (102) und der Verschliisselungsinforma-
tionen in einem zugewiesenen Teil eines zwei-
ten Datenspeichers des Computergeréats, wobei
sich der zweite Datenspeicher von dem ersten
Datenspeicher (102) unterscheidet;

- jeweiliges Zugreifen, Uber den Decodierer
(106), auf die verschlisselten Daten (E2) und
die Verschlisselungsinformationen aus dem
zugewiesenen Teil des ersten Datenspeichers
(102) und dem zugewiesenen Teil des zweiten
Datenspeichers, und Entschliisseln der ver-
schliisselten Daten (E2) unter Verwendung der
Verschliisselungsinformationen, um die unver-
schliisselten Daten (D1) neu zu erzeugen;

- Erzeugen, Uberden Codierer (104), neuer Ver-
schliisselungsinformationen gemani dem Ver-
schliisselungsalgorithmus; und

- Neuverschliisseln, liber den Codierer (104),
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der unverschlisselten Daten (D1) unter Ver-
wendung der neuen Verschliisselungsinforma-
tionen, um neue verschliisselte Daten (E3) zu
erzeugen, und Ersetzen der verschliisselten
Daten (E2) und der Verschlisselungsinformati-
onen jeweils durch die neuen verschliisselten
Daten (E3) und die neuen Verschlisselungsin-
formationen in dem zugewiesenen Teil des ers-
ten Datenspeichers (102) und dem zugewiese-
nen Teil des zweiten Datenspeichers,

wobei die Schritte des Erzeugens neuer Ver-
schliisselungsinformationen, des  Neuver-
schliisselns der unverschliisselten Daten (D1),
um neuere verschlisselte Daten (EN + 1) zu
erzeugen, und des jeweiligen Ersetzens vorhe-
riger verschliisselter Daten (EN) und vorheriger
Verschllisselungsinformationen durch die neu-
eren verschliisselten Daten (EN + 1) und die
neueren Verschllisselungsinformationen in
dem zugewiesenen Teil des ersten Datenspei-
chers (102) und dem zugewiesenen Teil des
zweiten Datenspeichers, jedes Mal dann wie-
derholtwerden, wenndie unverschliisselten Da-
ten (D1) aus dem zugewiesenen Teil des ersten
Datenspeichers (102) gelesen werden oder die
unverschliisselten Daten (D1) in den zugewie-
senen Teil des ersten Datenspeichers (102) ge-
schrieben werden sollen,

wobei der Codierer (104) und der Decodierer
(106) ferner integriert sind, sodass die Schritte
des Entschliisselns der vorherigen verschliis-
selten Daten (EN) zuden unverschliisselten Da-
ten (D1), des Neuverschliisselns der unver-
schliisselten Daten (D1) zu den neueren ver-
schliisselten Daten (EN + 1) und des jeweiligen
Ersetzens der vorherigen verschliisselten Da-
ten (EN) und der vorherigen Verschliisselungs-
informationen durch die neueren verschliissel-
ten Daten (EN + 1) und die neueren Verschliis-
selungsinformationen in einem einzigen Aus-
fiihrungs-Thread durchgefiihrt werden, und wo-
beider Codierer (104) und der Decodierer (106)
mittels eines Low-Level-Codes in einer Inline-
Konfigurationimplementiert sind, sodass ein Zy-
klus aus Entschliisselung und Verschliisselung
nicht unterbrochen wird.

8. Verfahren nach Anspruch 7, wobei das Verfahren

ferner umfasst:

- anféangliches Erzeugen, lber den Codierer
(104), der Verschliusselungsinformationen aus
zumindest einem Initialisierungswert; und

- Obfuskieren des zumindest einen Initialisie-
rungswerts, der in seinem entsprechenden zu-
gewiesenen Teil des ersten Datenspeichers
(102) oder des zweiten Datenspeichers gespei-
chert ist, vor dem Freigeben des entsprechen-
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den zugewiesenen Teils des ersten Datenspei-
chers (102) oder des zweiten Datenspeichers.

Verfahren nach einem der Anspriiche 7 bis 8, wobei
die unverschliisselten Daten (D1) unverschlisselte
Datenwerte von zumindest einer geschiitzten Vari-
able umfassen, die wahrend einer Laufzeitausfiih-
rung eines Programms verwendet werden sollen,
und die Verschliisselungsinformationen zumindest
einen Schliissel umfassen, der zum Verschliisseln
der unverschliisselten Datenwerte, um verschliis-
selte Datenwerte zu erzeugen, und/oder zum Ent-
schliisseln der verschliisselten Datenwerte, um die
unverschliisselten Datenwerte neu zu erzeugen,
verwendet werden soll.

Verfahren nach einem der Anspriiche 7 bis 8, wobei
die unverschliisselten Daten (D1) unverschlisselte
Datenwerte von zumindest einer geschiitzten Vari-
able umfassen, die wahrend einer Laufzeitausfiih-
rung eines Programms verwendet werden sollen,
und die Verschliisselungsinformationen einen Index
aus zumindest einem Schliissel umfassen, der zum
Verschliisseln der unverschliisselten Datenwerte,
um verschliisselte Datenwerte zu erzeugen,
und/oder zum Entschliisseln der verschliisselten
Datenwerte, um die unverschliisselten Datenwerte
neu zu erzeugen, verwendet werden soll, wobei das
Verfahren ferner ein Erzeugen des zumindest einen
Schliissels durch einen Schllisselspeicher unter
Verwendung des Index oder ein Zugreifen darauf
ausgehend von diesem umfasst.

Verfahren nach einemderAnspriiche 7 bis 10, wobei
die Verschlisselungsinformationen zuféllig erzeugt
werden.

Computerprogrammprodukt, das ein nichtfliichtiges
computerlesbares Speichermedium mit darauf ge-
speicherten computerlesbaren Anweisungen um-
fasst, wobei die computerlesbaren Anweisungen
durch ein computergestiitztes Gerat, das Verarbei-
tungshardware umfasst, ausfiihrbar sind, um ein
Verfahren nach einem der Anspriiche 7 bis 11 aus-
zufithren.

Revendications

Systéme (100) qui, a 'usage, fournit un stockage de
données sécurisé dans une premiére mémoire de
données (102) d'un dispositif informatique, le syste-
me (100) comprend :

-un codeur (104) s’exécutant sur un matérielde
traitement du dispositif informatique, dans le-
quel codeur (104), a l'usage :
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- génére des informations de chiffrement a
partir d'au moins une valeur d'initialisation
conformément a un algorithme de chiffre-
ment, dans lequel I'au moins une valeur
d’initialisation est utilisée uniquement de
maniére interne dans l'algorithme de chif-
frement pour générer les informations de
chiffrement,

- chiffre des données non chiffrées (D1) a
I'aide des informations de chiffrement pour
générer des données chiffrées (E2), et

- stocke les données chiffrées (E2) dans
une portion affectée d'une premiére mémoi-
re de données (102) et les informations de
chiffrement dans une portion affectée d'une
deuxiéme mémoire de données du disposi-
tif informatique, dans lequel la deuxiéme
mémoire de données est différente de la
premiére mémoire de données (102) ; et

- un décodeur (106) s’exécutant sur le matériel
de traitement du dispositifinformatique, dans le-
quel le décodeur (106), a l'usage :

- accéde aux données chiffrées (E2) et aux
informations de chiffrement respectivement
issues de la portion affectée de la premiére
mémoire de données (102) et de la portion
affectée de la deuxiéme mémoire de don-
nées, et

- déchiffre les données chiffrées (E2) a
I'aide des informations de chiffrement pour
générer de nouveau les données non chif-
frées (D1) ;

dans lequel le codeur (104), a l'usage :

- génére de nouvelles informations de chif-
frement conformément a l'algorithme de
chiffrement,

- chiffre & nouveau les données non chif-
frées (D1) a l'aide des nouvelles informa-
tions de chiffrement pour générer de nou-
velles données chiffrées (E3), et

- remplace les données chiffrées (E2) et les
informations de chiffrement par les nouvel-
les données chiffrées (E3) et les nouvelles
informations de chiffrement respectivement
dans la portion affectée de la premiére mé-
moire de données (102) et la portion affec-
tée de la deuxiéme mémoire de données,

dans lequel les données non chiffrées (D1) sont
a nouveau chiffrées a I'aide d'informations de
chiffrement plus récentes pour générerdes don-
nées chiffrées plus récentes (EN + 1) chaque
fois que lesdonnées non chiffrées (D1) sont lues
dans la portion affectée de la premiére mémoire
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de données (102) ou que les données non chif-
frées (D1) doivent étre écrites dans la portion
affectée de la premiére mémoire de données
(102), dans lequel des données chiffrées précé-
dentes (EN) et des informations de chiffrement
précédentes doivent étre remplacées par les
données chiffrées plus récentes (EN + 1) et les
informations de chiffrement plus récentes res-
pectivement dans la portion affectée de la pre-
miére mémoire de données (102) et la portion
affectée de la deuxiéme mémoire de données,
dans lequel le codeur (104) et le décodeur (106)
sont en outre intégrés de telle sorte que le dé-
codeur (106) et le codeur (104), respectivement,
a l'usage, déchiffrent les données chiffrées pré-
cédentes (EN) en les données non chiffrées
(D1) etchiffrent a nouveau lesdonnées non chif-
frées (D1) en les données chiffrées plus récen-
tes (EN + 1), en un seul fil d’exécution, et dans
lequel le codeur (104) et le décodeur (106) sont
mis en oeuvre, au moyen d'un code de bas ni-
veau, dans une configuration en ligne, de telle
sorte qu’'un cycle de déchiffrement et de chiffre-
ment n'est pas interrompu.

Systéme (100) selon la revendication 1, dans lequel
le codeur (104), a I'usage, génére les informations
de chiffrement initialement a partir d'au moins une
valeur d’initialisation, et le systéme (100) comprend
en outre un module d’'obscurcissement (108) s'exé-
cutant sur le matériel de traitement du dispositif in-
formatique, dans lequel le module d'obscurcisse-
ment (108), a l'usage, obscurcit I'au moins une va-
leur d’initialisation stockée dans sa portion affectée
correspondante de la premiére mémoire dedonnées
(102) ou de la deuxiéme mémoire de données avant
la libération de la portion affectée correspondante
de la premiére mémoire de données (102) ou de la
deuxiéme mémoire de données.

Systéme (100) selon I'une quelconque des revendi-
cations 1 et 2, dans lequel les données non chiffrées
(D1) comprennent des valeurs de données non chif-
frées d’au moins une variable sécurisée destinées
a étre utilisées pendant une exécution du runtime
d’un programme, et les informations de chiffrement
comprennent au moins une clé servant au chiffre-
ment des valeurs de données non chiffrées afin de
générer des valeurs de données chiffrées et/ou au
déchiffrement des valeurs de données chiffrées afin
de générer de nouveau les valeurs de données non
chiffrées.

Systéme (100) selon I'une quelconque des revendi-
cations 1 et 2, dans lequel les données non chiffrées
(D1) comprennent des valeurs de données non chif-
frées d'au moins une variable sécurisée destinées
a étre utilisées pendant une exécution du runtime
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d’'un programme, et les informations de chiffrement
comprennent un index d’au moins une clé servant
au chiffrement des valeurs de données non chiffrées
afin de générer des valeurs de données chiffrées
et/ou au déchiffrement des valeurs de données chif-
frées afin de générerde nouveau les valeurs de don-
nées non chiffrées, dans lequel la génération de I'au
moins une clé ou I'accés a celle-ci par un magasin
de clés doit s’effectuer a I'aide de I'index.

Systéme (100) selon la revendication 4, dans lequel
les informations de chiffrement comprennent en
outre un identifiant unique du magasin de clés de-
vant générer I'au moins une clé ou y accéder.

Systéme (100) selon I'une quelconque des revendi-
cations 1 a 5, dans lequel le codeur (104), a l'usage,
génere les informations de chiffrement de maniére
aléatoire.

Procédé de fourniture d’un stockage de données sé-
curisé dans une premiére mémoire de données
(102) d’un dispositif informatique, le procédé étant
mis en oeuvre par un systéme (100) comprenant un
codeur (104) et un décodeur (106), le procédé
comprend :

- la génération, par le codeur (104), d'informa-
tions de chiffrement a partir d'au moins une va-
leur d’initialisation conformément a un algorith-
me de chiffrement, dans lequel I'au moins une
valeur d’initialisation est utilisée uniquement de
maniére interne dans l'algorithme de chiffre-
ment pour générer les informations de
chiffrement ;

- le chiffrement, par le codeur (104), de données
non chiffrées (D1) a l'aide des informations de
chiffrement pour générer des données chiffrées
(E2) et le stockage des données chiffrées (E2)
dans une portion affectée d’'une premiére mé-
moire de données (102) et des informations de
chiffrement dans une portion affectée d’'une
deuxiéme mémoire de données du dispositif in-
formatique, dans lequel la deuxiéme mémoire
de données est différente de la premiére mé-
moire de données (102) ;

- 'accés, par le décodeur (106), aux données
chiffrées (E2) et aux informations de chiffrement
respectivement depuis la portion affectée de la
premiére mémoire de données (102) et la por-
tion affectée de la deuxiéme mémoire de don-
nées, et le déchiffrement des données chiffrées
(E2) a l'aide des informations de chiffrement
pour générer de nouveau les données non chif-
frées (D1) ;

- lagénération, parle codeur (104), de nouvelles
informations de chiffrement conformément a
I'algorithme de chiffrement ; et
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- le nouveau chiffrement, par le codeur (104),
desdonnées non chiffrées (D1) a I'aide des nou-
velles informations de chiffrement pour générer
de nouvelles données chiffrées (E3) et le rem-
placement des données chiffrées (E2) et des
informations de chiffrement par les nouvelles
données chiffrées (E3) et les nouvelles informa-
tions de chiffrement respectivement dans la por-
tion affectée de la premiére mémoire de don-
nées (102) et la portion affectée de la deuxiéme
mémoire de données,

dans lequel les étapes de génération d'informa-
tions de chiffrement plus récentes, de nouveau
chiffrementdes données non chiffrées (D1) pour
générer des données chiffrées plus récentes
(EN + 1) et de remplacement des données chif-
frées précédentes (EN) et des informations de
chiffrement précédentes par les données chif-
frées plus récentes (EN + 1) et les informations
de chiffrement plus récentes respectivement
dans la portion affectée de la premiére mémoire
de données (102) et la portion affectée de la
deuxiéme mémoire de données sont répétées
chaque fois que les données non chiffrées (D1)
sont lues depuis la portion affectée de la pre-
miére mémoire de données (102) ou que les
données non chiffrées (D1) doivent étre écrites
dans la portion affectée de la premiére mémoire
de données (102) ;

dans lequel le codeur (104) et le décodeur (106)
sont en outre intégrés de telle sorte que les éta-
pesdedéchiffrementdes données chiffrées pré-
cédentes (EN) en les données non chiffrées
(D1), de nouveau chiffrement des données non
chiffrées (D1) en les données chiffrées plus ré-
centes (EN + 1) et de remplacement des don-
nées chiffrées précédentes (EN) etdes informa-
tions de chiffrement précédentes respective-
ment par les données chiffrées plus récentes
(EN + 1) et les informations de chiffrement plus
récentes sont réalisées en un seul fil d'exécu-
tion, et dans lequel le codeur (104) et le déco-
deur (106) sont mis en oeuvre, au moyen d’'un
code de bas niveau, dans une configuration en
ligne, de telle sorte qu'un cycle de déchiffrement
et de chiffrement n’est pas interrompu.

Procédé selon larevendication 7, dans lequel le pro-
cédé comprend en outre :

- la génération initiale, par le codeur (104), des
informations de chiffrement a partir d'au moins
une valeur d'initialisation ; et

- I'obscurcissement de I'au moins une valeur
d'initialisation stockée dans sa portion affectée
correspondante de la premiére mémoire de don-
nées (102) ou de la deuxiéme mémoire de don-
nées avant la libération de la portion affectée
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correspondante de la premiére mémoire de don-
nées (102) ou de la deuxiéme mémoire de don-
nées.

Procédé selon I'une quelconque des revendications
7 et 8, dans lequel les données non chiffrées (D1)
comprennent des valeurs de données non chiffrées
d’au moins une variable sécurisée destinées a étre
utilisées pendant une exécution du runtime d’'un pro-
gramme, et les informations de chiffrement com-
prennent au moins une clé servant au chiffrement
desvaleursde données non chiffrées afinde générer
des valeurs de données chiffrées et/ou au déchiffre-
ment des valeurs de données chiffrées afin de gé-
nérer de nouveau les valeurs de données non chif-
frées.

Procédé selon I'une quelconque des revendications
7 et 8, dans lequel les données non chiffrées (D1)
comprennent des valeurs de données non chiffrées
d’au moins une variable sécurisée destinées a étre
utilisées pendant une exécution du runtime d’'un pro-
gramme, et les informations de chiffrement com-
prennent un index d’au moins une clé servant au
chiffrement des valeurs de données non chiffrées
afin de générer des valeurs de données chiffrées
et/ou au déchiffrement des valeurs de données chif-
frées afin de générerde nouveau les valeurs de don-
nées non chiffrées, dans lequel le procédé comprend
en outre la génération de I'au moins une clé ou I'ac-
cés a celle-ci par un magasin de clés a l'aide de
l'index.

Procédé selon I'une quelconque des revendications
7 a 10, dans lequel les informations de chiffrement
sont générées de maniére aléatoire.

Produit-programme informatique comprenant un
support de stockage non transitoire lisible par ordi-
nateur sur lequel sont stockées des instructions lisi-
bles par ordinateur, les instructions lisibles par ordi-
nateur étant exécutables par un dispositif informati-
sé comprenant un matériel de traitement permettant
d’exécuter un procédé selon I'une quelconque des
revendications 7 a 11.
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