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Description
FIELD OF THE INVENTION

[0001] Theinvention concerns generally the technical field of security needed in using digital services in communica-
tions between digital devices. In particular, the invention concerns the task of establishing a secret in a user device for
use in such communications without necessarily having to rely upon inherent features of the user device. Examples of
such a secret include but are not limited to encryption keys and signing keys of a user.

BACKGROUND OF THE INVENTION

[0002] Security in digital communications involves multiple aspects such as confidentiality (only authorized parties
can access a piece of information), authentication (a communicating party must be sure who they are communicating
with), integrity (a piece of information has not been unallowably modified), and non-repudiation (a party cannot success-
fully deny having sent a certain piece of information). All such aspects of security must ultimately build upon a secret
piece of digital information, usually referred to concisely as the secret. To provide sufficient security against breaking
attempts, the secret must be derived from randomness.

[0003] Digital devices operate deterministically in accordance with the laws of nature, which makes it challenging to
have them produce any kind of true randomness. For the sake of verifiable information confidentiality and protection, it
is important to be aware of and verify how and where the randomness in question has originated. In theory, randomness
can be seemingly correct and even tested by various randomness-testing methods, butif it is produced deterministically
based on a computational or logical function whose variables can be manipulated or predicted in some way, it may be
possible for a malicious party to break it through modelling or brute force. For this reason, instead of pseudo-randomness,
various methods based on true randomness have been developed. An example of such a method involves collecting
randomness from a data stream outside the computing unit, such as naturally occurring noise for example, which is
difficult to predict.

[0004] The widely used PKI (Public Key Infrastructure) technology is a good example of how secrets are used for
secure digital communications. A communicating device may randomly generate a secret key and use a mathematical
algorithm to derive a corresponding public key. The last-mentioned may be distributed freely and used to encrypt com-
munications directed to said device. As the device in question is the only one to know the secret key, nobody else can
decrypt such encrypted communications. The device may also use its secret key to digitally sign outgoing transmissions,
so that others may verify the proper originator by successfully using the corresponding public key. A necessary prereg-
uisite for trust in such a case is that sufficient randomness was originally involved in generating the secret key so that
malicious parties cannot guess it using publicly available information.

[0005] Examples of algorithms involved in the generation and use of secret and public keys are for example RSA
(Rivest-Shamir-Adleman), DSA (Digital Signature Algorithm), and ECC (Elliptic Curve Cryptography). As examples, if
the last-mentioned is used, the secret key is called the URTgy, the public key is called the URTpy, and an algorithm
called the Curve25519 may be used to derive the public key from the secret key.

[0006] As an example of a use case, one may assume digital communications between parties A and B, of which A
is a centrally operated digital service and B is an individual user. The equipment of party A may have been assembled
and programmed by A themselves and verified for secure operation by a trusted neutral instance C. As a result, the
ability of the equipment to randomly generate a secret for party A for use in the communications can be trusted. Party
B, on the other hand, uses an ordinary user device such as a smartphone or laptop, which may or may not comprise an
inherent feature such as a circuit specifically designed and programmed to generate a secret. The user device has been
designed, manufactured, and programmed in a country X, and if said circuit is present it may originate from a country
Y. The ability of B’s user device to generate a secret of sufficient randomness to be used by party B in communications
depends on a humber of factors, few or none of which can be checked or truly relied upon by any of parties A or B. Even
if the manufacturer assures that their products conform with certain standards concerning randomness, there are indus-
trial, commercial, and even government-level players who may have both the motivation and the means for slipping
back doors into algorithms and hardware solutions that superficially seem to have been verified for secrecy.

SUMMARY

[0007] This summary is provided to introduce a selection of concepts in a simplified form that are further described
below in the detailed description. This summary is not intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used to limit the scope of the claimed subject matter.

[0008] Itis an objective to provide methods and arrangements for ensuring secure digital communications between
parties without having to rely upon randomness of unknown origin.



10

15

20

25

30

35

40

45

50

55

EP 4 401 356 A1

[0009] According to a first aspect, there is provided an arrangement for making a user device utilize a secret in
cryptographically protected communications and/or cryptographic authentication of data. The arrangement comprises
a communications part, a communications encrypter and decrypter part, a key generator, and a key storage. The com-
munications part is configured to forward a secret received from a trusted external source to said key generator. Said
key generator is configured to use said secret as a cryptographic seed to generate one or more keys and to store said
one or more keys in said key storage. Said communications encrypter and decrypter part is configured to retrieve said
one or more keys from said key storage and to use said one or more keys to cryptographically protect communications
performed through said communications part.

[0010] Accordingtoanembodiment, the communications partis configuredto establish asecure digital communications
channel with a peer party and thereafter receive said secret through said secure digital communications channel. This
involves at least the advantage that one can rely upon the trusted, high-entropy nature of secrets generated in an
environment of the peer party and still achieve sufficient digital security in the arrangement.

[0011] According to an embodiment, the communications part is configured to use the Transport Layer Security, also
referredtoas TLS, standardto establish said secure digital communications channel. This involves atleastthe advantage
that standardized and well-known methods can be used, without having to pose very specific requirements to the devices
and software involved.

[0012] Accordingto an embodiment, the communications part is configured to receive said secret through a different
channel than that used for said cryptographically protected communications that are performed through said communi-
cations part when said communications encrypter and decrypter part has retrieved said one or more keys from said key
storage. This involves at least the advantage that potential security risks involved in said latter channel can be avoided
when receiving the secret.

[0013] According to an embodiment, said communications part is configured to use at least one of the following as
said different channel: optical fibre communications, near field wireless communications, communications through a
manually operated user interface. This involves at least the advantage that a sufficient difference to the other channel
can be achieved, with associated increase in security.

[0014] According to an embodiment, the communications encrypter and decrypter part is configured to cryptograph-
ically verify immutability and integrity of said received secret before said secret is forwarded to said key generator. This
involves at least the advantage that risks involved in possible man-in-the-middle attacks can be mitigated.

[0015] According to an embodiment, the communications encrypter and decrypter part is configured to perform said
cryptographic verifying by performing at least one of the following: comparing a public key received in association with
said secret with a separately obtained public key of the assumed sender of said secret; using a public key of the assumed
sender of said secret to verify a digital signature received in association with said secret. This involves at least the
advantage that the reliability of the verification can be evaluated based on knowledge of certain known methods.
[0016] Accordingto an embodiment, the key generator is configured to perform atleast one of the following to generate
said one or more keys: use said secret as a seed to a key-generating algorithm, use said secret and a piece of information
received from a user of the arrangement as input information to a key-generating algorithm. This involves at least the
advantage that even if the secrecy of said secret would be compromised, there would still be a further obstacle to
compromising the security of whatever the result of the key-generating algorithm is used for.

[0017] According to an embodiment, the arrangement is configured to permanently discard at least one of said one
or more keys generated by the key generator after immediate use. This involves at least the advantage that unintended
intermediate access by unauthorised parties to the data stored by the arrangement does not reveal the discarded key,
as it will be re-generated every time only for immediate use and then again discarded.

[0018] According to a second aspect, there is provided a method for making a user device utilize a secret in at least
one of. cryptographically protected communications, cryptographic authentication of data. The method comprises re-
ceiving a secret from a trusted external source and using said secret as a cryptographic seed to generate one or more
keys. The method comprises storing said one or more keys for later use, and retrieving said one or more keys and using
said one or more keys to cryptographically protect communications performed by said user device.

[0019] Accordingto an embodiment, the method comprises establishing a secure digital communications channel with
a peer party and thereafter receiving said secret through said secure digital communications channel. This involves at
least the advantage that one can rely upon the trusted, high-entropy nature of secrets generated in an environment of
the peer party and still achieve sufficient digital security in the arrangement.

[0020] According to an embodiment, the establishing of said secure digital communications channel comprises at
least one of the following: using the Transport Layer Security, also referred to as TLS, standard to establish said secure
digital communications channel; using optical fibre communications as said secure digital communications channel;
using near field wireless communications as said secure digital communications channel; using communications through
a manually operated user interface as said secure digital communications channel. This involves at least the advantage
that standardized and well-known methods can be used, without having to pose very specific requirements to the devices
and software involved.
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[0021] According to an embodiment, the method comprises cryptographically verifying immutability and integrity of
said received secret before said using of said secret as a cryptographic seed to generate one or more keys. This involves
at least the advantage that risks involved in possible man-in-the-middle attacks can be mitigated.

[0022] According to an embodiment, said cryptographic verifying involves at least one of the following: comparing a
public key received in association with said secret with a separately obtained public key of the assumed sender of said
secret; using a public key of the assumed sender of said secret to verify a digital signature received in association with
saidsecret. Thisinvolves atleast the advantage thatthe reliability of the verification can be evaluated based on knowledge
of certain known methods.

[0023] Accordingto an embodiment, said generating of said one or more keys comprises at least one of the following:
using said secret as a seed to a key-generating algorithm, using said secret and a piece of information received from a
user of the arrangement as input information to a key-generating algorithm. This involves at least the advantage that
even if the secrecy of said secret would be compromised, there would still be a further obstacle to compromising the
security of whatever the result of the key-generating algorithm is used for.

[0024] According to an embodiment, the method comprises permanently discarding at least one of said generated
one or more keys after immediate use. This involves at least the advantage that unintended intermediate access by
unauthorised parties to the data stored by the arrangement does not reveal the discarded key, as it will be re-generated
every time only for immediate use and then again discarded.

[0025] According to a third aspect, there is provided a computer program product comprising one or more sets of one
or more machine-readable instructions that, when executed by one or more processors, cause the implementation of a
method of a kind described above.

BRIEF DESCRIPTION OF THE DRAWINGS
[0026] In the drawings:

Figure 1 illustrates parts of two communicating arrangements,

Figure 2 illustrates parts of two communicating arrangements,

Figure 3 illustrates communications between two arrangements,
Figure 4 illustrates actions performed by a trusted central arrangement,
Figure 5 illustrates actions performed by a user device,

Figure 6 illustrates an example of contents in a message,

Figure 7 illustrates an example of generating keys,

Figure 8 illustrates an example of generating keys, and

Figure 9 illustrates an example of generating keys.

DETAILED DESCRIPTION

[0027] Inthe following description, reference is made to the accompanying drawings, which form part of the disclosure,
and in which are shown, by way of illustration, specific aspects in which the present disclosure may be placed. It is
understood that other aspects may be utilised, and structural or logical changes may be made without departing from
the scope of the present disclosure. The following detailed description, therefore, is not to be taken in a limiting sense,
as the scope of the present disclosure is defined be the appended claims.

[0028] Forinstance, itis understood that a disclosure in connection with a described method may also hold true for a
corresponding device or system configured to perform the method and vice versa. For example, if a specific method
step is described, a corresponding device may include a unit to perform the described method step, even if such unitis
not explicitly described or illustrated in the figures. On the other hand, for example, if a specific apparatus is described
based on functional units, a corresponding method may include a step performing the described functionality, even if
such step is not explicitly described or illustrated in the figures. Further, it is understood that the features of the various
example aspects described herein may be combined with each other, unless specifically noted otherwise.

[0029] The following description uses the designations "trusted central arrangement" and "user device". Of these, the
former refers to a computer device or an arrangement of interlinked computer devices that together constitute a trusted
computing environment. This means that the constitution and operation of the trusted central arrangement are known
andverifiable by a party who the involved parties consider trustworthy. Examples of a trusted central arrangementinvolve
but are not limited to a computer system of a bank or governmental authority. Other designations that could be used in
place of or in addition to "trusted central arrangement" are at least "trusted environment”, "trusted server", and "wallet
provider".

[0030] The userdeviceis not necessarily a single device and/or not necessarily used by a single human user, although
a most illustrative example of a user device meant here is a smartphone, tablet, or laptop computer of a user. In general,
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the user device is a device or an arrangement of interlinked devices that are to be used, among others, for secure,
cryptographically protected digital communications with one or more trusted central arrangements. The constitution and
operation of the user device meant here are not similarly known and verifiable as those of the trusted central arrangement,
although it may be assumed that for said digital communications (and for services that rely upon said digital communi-
cations) the user device uses installed and/or downloadable application programs of known kind.

[0031] In fig. 1, the trusted central arrangement 100 comprises a communications transceiver 101, a cryptographic
engine designated as an encrypter and decrypter part 102, as well as higher layers of communication 103. The last-
mentioned is a general designation of all such services, applications, and protocol layers that may take advantage of
the ability of the trusted central arrangement 100 to communicate with other devices and arrangements.

[0032] Thetrustedcentral arrangement 100is capable of generating all the cryptoproducts and cryptographic elements
it needs for cryptographically protected communications. It comprises a source of randomness, representedin fig. 1 as
the random generator 104. For generating true randomness, it may use seed information such as environmental noise
or the like. In a trusted server environment, it is customary to associate the generation of true randomness with the
concept HSM, meaning Hardware Secure Module. It can be for example a specifically made circuit board or device in
a computer room used by the trusted central arrangement. A piece of output from the random generator 104 is a random
bit string, which a key generator 105 may use to generate one or more keys. The generated keys are kept in a key
storage 106, from which the encrypter and decrypter part 102 may retrieve them as needed for performing encrypting,
decrypting, digital signing, and other cryptographic operations needed for cryptographically protected communications.
[0033] Infig. 1, the user device 110 comprises essentially just counterparts for all corresponding parts of the trusted
central arrangement:. a communications transceiver 111, an encrypter and decrypter part 112, higher layers of commu-
nication 113, random generator 114, key generator 115, and key storage 116. These are coupled to each other and
arranged to perform actions just like the corresponding parts of the trusted central arrangement 100, only in a smaller
scale as the number of parties with which the user device 110 will need to conduct cryptographically protected commu-
nications is typically very much smaller than that of the trusted central arrangement 100.

[0034] The arrangement of fig. 1 involves the drawbacks that were analysed above in the description of prior art.
Whether the random generator 114 in the user device can produce bit strings of good enough randomness cannot be
known. Even more importantly, it cannot be known whether secrets produced in the user device can be trusted, as there
is the possibility of so-called hidden back doors regarding both software and hardware. If such hidden back doors exist,
it is not uncommon that they might be triggered into operation when the user device generates a random number, thus
compromising the trustworthiness of whatever operation the generated random number would be used.

[0035] Infig. 2, the trusted central arrangement 100 has all the same parts as in fig. 1, although some of them may
have been programmed to perform additional actions as will be described in more detail below. The user device 210
comprises a communications part 211, a communications encrypter and decrypter part 212, a key generator 215, and
a key storage 216. Higher layers of communication in the user device 210 are represented by block 213. In line with the
practice taken above, block 213 is a general designation of all such services, applications, and protocol layers that may
take advantage of the ability of the user device 210 to communicate with other devices and arrangements.

[0036] Notably, the user device 210 does not need to comprise a random generator of its own for the purposes
discussed here. One is naturally not excluded either, as user devices may utilize more or less random inputs for many
other purposes. The communications part 211 is configured to forward a secret received from a trusted external source
to the key generator 215. In the example embodiment shown in fig. 2, such forwarding takes place through the commu-
nications encrypter and decrypter part 212 and through some of the higher layers of communication in block 213, for
reasons that become apparent in the more detailed description below. The key generator 215 is then configured to use
such a forwarded secret as a cryptographic seed to generate one or more keys and to store them in the key storage
216. The communications encrypter and decrypter part 212 is configured to retrieve one or more keys from the key
storage 216 and to use said one or more keys to cryptographically protect communications performed through the
communications part 211.

[0037] Thekeys meant here may be for example encryption and/or signing keys ofthe user, for use in a PKI framework.
Additionally or alternatively, the same principle can be used to generate and use keys of other kind, for example of a
kind used in establishing a secure communications channel the security of which does not need to rely on manufacturer-
specific features of the user device, and/or keys of a kind used for cryptographic authentication of data.

[0038] Not (necessarily) having the user device comprise a random generator relies upon the principle of providing
the user device 210 with a secret, i.e. a piece of random information, from the trusted central arrangement 100. An
example sequence of communications that utilize this principle is shown in fig. 3. The party marked as A on the left in
fig. 3 represents the trusted central arrangement and the party marked as B on the right represents a user device.
[0039] Steps 301 and 302 are preparatory steps that the trusted central arrangement may take to prepare itself for
the rest of the actions shown in fig. 3; they may have been performed very much earlier and they have only weak
conceptual links to the other steps shown in fig. 3. In step 301, the trusted central arrangement generates a random
seed, andin step 302 it utilizes the generated random seed to generate one or more keys for cryptographically protecting
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communications to be performed with user devices.

[0040] At step 303, the communications part in the user device B and a peer party in the trusted central arrangement
A establish a secure digital communications channel. The concept of a peer party is used here to emphasize that while
the trusted central arrangement may, at leastin some embodiments, mean a large arrangement of interlinked computer
devices that together constitute a trusted computing environment, only a limited portion of such an arrangement may
be involved in the communications with an individual user device at a given time.

[0041] The way and mechanism for establishing the secure digital communications channel at step 303 are of lesser
importance. As an example, the communications partin the user device and its peer party may be configured to use the
Transport Layer Security or TSL standard to establish the secure digital communications channel. As another example,
algorithms according to Quantum-Safe Cryptography (QSC) can be used. Said concept is under development at the
time of writing this text, and can be alternatively referred to as Post-Quantum Cryptography (PQC) or Quantum-Resistant
Cryptography (QRC). As another example, step 303 may involve bringing the user device close enough to a wireless
communication means or connecting with a cable, such as a shielded electric cable or an optical fibre cable for example,
for exchanging information over a short distance under circumstances that are considered secure enough, like under
the supervision of an authorised official for example. As yet another example, step 303 may involve using optical fibre
as quantum channel to establish an electrically controlled polarization system for encoding and decoding a secret by
twin photon source. This fibre optic communication principle is used in quantum key transmission (QKD) and therefore
it can be also used to transmit the secret seed or salt from the trusted computing environment, which is suitable as
secure digital communications channel, because it is unbreakable by conventional methods.

[0042] In the case where the secure digital communications channel established at step 303 involves a secure TLS
connection, it is advantageous to use a communication protocol that enables authentication of the parties. For example,
when using the HTTPS protocol, the user device should log on to the trusted central arrangement using at least the
basic Auth method. The more advanced OAuth2.x methodis even more preferred, iftrust has previously been established
between the parties regarding the token information required forlogginginto change. In connection with TLS, a certificate
can also be used for authentication between parties, in which case there is no need for the user device to login in the
way described above. In such a case, the trusted central arrangement authenticates the user device with a certificate
that is electronically signed by the trusted central arrangement itself or by another trusted entity. These alternatives may
be generally described so that the communications part in the user device is configured to establish a secure digital
communications channel with a peer party. The communications part is also configured to thereafter receive a secret
through said secure digital communications channel.

[0043] At an optional step 304, the user device requests a random seed from the trusted central arrangement. This
step is optional, because in some cases the communicating entities may have been programmed so that a request from
the user device is not needed; the trusted central arrangement may commence the transmission of a secret to the user
device of its own motion.

[0044] At step 305, the trusted central arrangement generates a secret for later use by the user device. In fig. 3 the
secret is called the random seed. For generating the secret at step 305, the trusted central arrangement utilizes its
certified capabilities so that the generated secret fulfils the criteria of true randomness. It must be noted that the order
of method steps showninfig. 3is not obligatory: forexample, the trusted central arrangement may have actually generated
the secret in question already much earlier.

[0045] Atstep 306, the user device receives the secretfrom the trusted central arrangement. As was already mentioned
above, the communications part of the user device may be configured to receive the secret through the same channel
that it will later use for cryptographically protected communications (for the cryptographic protection of which the secret
will then be used) . As an alternative, the communications part may be configured to receive said secret through a
different channel than that used for said cryptographically protected communications that are performed through said
communications part later. Examples of such different channels include but are not limited to near field wireless com-
munications and communications through a manually operated userinterface such as a keypad ortouch-sensitive display.
[0046] At step 308, a key generator in the user device uses the received secret as a cryptographic seed to generate
one or more keys. Preferably, this or these are keys of a PKI framework. At least one of the generated one or more keys
may be storedin a key storage of the user device. However, according to an advantageous embodiment, the key storage
of the user is not used to store any secret key of the user, but the act of generating such a secret key is performed again
each time when the secret key is needed. As illustrated by the optional step 307 in fig. 3, the generation of key(s) at
step 308 may be preceded by the reception of a PIN code or a corresponding personal, non-stored piece of information
from the user. Examples of how the received secret can be used as a cryptographic seed to generate keys, possibly
together with a PIN code or the like, are described in more detail later in this text.

[0047] As the generated key(s) may be used for communications, it may be further assumed that a communications
encrypter and decrypter part of the user device is configured to retrieve one or more of said keys from said key storage
(or directly from the key generation step) and to use said one or more keys to cryptographically protect communications
performed through a communications part of the user device. As a part of such communications, there is shown a
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registration step 309 in fig. 3. The user device may for example ask the trusted central arrangement to store in its
databases a public key which the user device has generated using the previously transmitted secret as a cryptographic
seed. In typical PKI frameworks, public key(s) like the signing key (in DSA) or public encryption keys (in ECC and RSA)
are stored (possibly insignedform, like in DSA) in adatabase and/orin user certificates in key storages ofthe user devices.
[0048] Inthose embodimentsin which the act of generating a secret key is performed again each time when the secret
key is needed, the concepts of storing such a secret key and retrieving it for later use may be understood so that at the
moment when the instantly generated secret key is available for use, it becomes "stored" in the sense that it exists in a
digital register or the like for a short time. When the communications encrypter and decrypter part then uses it to
cryptographically protect communications, it "retrieves" the secret key from said digital register or the like. In other words,
the "storing for later use" and "retrieving and using" cycle may be very short in time, after which the secret key is
permanently discarded from memory and only re-generated at a later instant if it is needed again.

[0049] Fig. 4 illustrates an example of sub-steps that may be involved in step 305 of fig. 3, i.e. when the trusted central
arrangement prepares to provide the requested secret to the user device. Step 401 represents the actual generating of
the requested secret. At step 402, the trusted central arrangement provides cryptographic protection for the secret to
be transmitted to the user device.

[0050] The secret can be cryptographically protected at step 402 with or without a direct association to the secure
digital communications channel established at step 303 of fig. 3. If a trust has already been established between the
trusted central arrangement and the user device, sharing of an asymmetric or symmetric encryption key is thus enabled
between the parties. As an example of a symmetric encryption key, the trusted central arrangement and the user device
can have a previously transferred single-use encryption key according to the PSK (Pre-Shared Key) model, which key
the trusted central arrangement may then use at step 402 to protect the secret with a block or queue cipher such as
AES256-CTR or ChaCha20 algorithms. As an example of an asymmetric encryption key, the trusted central arrangement
and the user device may have previously transferred each other's public ECC keys, such as those generated with the
Curve25519 algorithm. Between such keys the parties can calculate a common secret, which may then be used as such.
Alternatively, an encryption key may be produced from it by distributing, to protect randomness with corresponding block
or queue ciphers.

[0051] In order to transfer the secret between the trusted central arrangement and the user device safely, so that its
confidentiality is not compromised, itis recommendable to try to make use of several security layers. If itis not possible
to implement reliable encryption between the trusted central arrangement and the user device, then the secret may be
digitally signed with the secret signature key of the trusted central arrangement, so that its recipient can be sure of its
immutability by checking it using the corresponding public signature key of the trusted central arrangement. As an
example of such an embodiment, it is cost-effective and relatively safe to use the EADSA electronic signature method,
which is based on the Ed25519 algorithm. It is also recommendable for the recipient to check that the signature of the
secretis valid, i.e. that the correct trusted central arrangement has verifiably signed the secret. This check can be made
by using a public signing key of the trusted central arrangement.

[0052] Step 403 infig. 4 represents the trusted central arrangement performing the act(s) of transmitting the crypto-
graphically protected secret towards the user device. Depending on the selected method of communications, the trans-
mitting may involve making the transmission in one or more parts.

[0053] Fig. 5 illustrates an example of sub-steps that may be involved in step 308 of fig. 3, i.e. when the user device
uses the received secret as a cryptographic seed to generate one or more keys and to store said one or more keys in
a key storage. Again, it is to be noted that preferably, no secret key is ever stored in a key storage of the user device
butis generated again, preferably utilizing a specifically received PIN code or the like, every time they are needed. Thus,
what is said here about storing one or more keys in the key storage is mostly applicable to storing public keys and/or
signed certificates that involve such public keys.

[0054] Step 501 represents the user device performingthe act(s) of receiving the transmission(s) containing the secret.
As pointed out above, these acts may mean receiving digital information in the form of modulated carrier waves over a
wired or wireless communications channel. Additionally or alternatively, these acts may mean other ways of receiving
like optically reading a QR code or other optically readable information or receiving information through a manually
operated user interface.

[0055] Infig. 4 it was assumed that the trusted central arrangement used one or more methods for cryptographically
protecting the secret before transmitting. Correspondingly, fig. 502 in fig. 5 represents the user device cryptographically
verifying the immutability and integrity of the received secret before the secretis forwarded to a key generator. The exact
methods to be used for such verifying are essentially the known counterparts of the methods that the trusted central
arrangement used in step 402, examples of which were described above. Some further advantageous features are
described in the following with reference to fig. 6. It may be noted that in preferable embodiments, in which the user
device uses the https protocol to login to the trusted central arrangement, as login information it can use either a user
identifier and a password or a client certificate. In both cases, such identification information has been configured into
the user device in a service-specific manner.
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[0056] Fig. 6illustrates schematically a piece 601 of digitally transmitted information. Sub-parts thereof are the public
(signing) key of the trusted central arrangement shown as block 602, the signature of the secret shown as block 603,
andthesecretitself shown as block 604 and designatedas "SALT". The whole piece 601 of digitally transmitted information
may be further encrypted for transmission, for example by using a public key of the intended recipient, so that successful
decrypting requires knowledge of the corresponding secret key.

[0057] The trusted central arrangement may have used the Ed25519 algorithm for generating a secret signing key
and a corresponding public signing key. After having generated the secret 604, the trusted central arrangement may
compose the piece 601 of digitally transmitted information by putting together the generated secret 604, the signature
603 it has calculated from it using the secret signing key, and the public signing key 602. It may be noted that the trusted
central arrangement does not need its own public signing key 602 in the signing process, as it uses its secret signing
key for signing the information to be signed. In this suggested embodiment, the public signing key 602 of the trusted
central arrangement is included in the transmitted information for convenience, so that it becomes transmitted together
with the signed information and the user device does not need to obtain it separately.

[0058] When the user device then receives the piece 601 of digitally transmitted information, it first decrypts any outer
layers of encryption and retrieves the public key 602, the signature 603, and the secret 604. If the public key 602 is the
same as a public key which the user device knows from other sources to belong to the trusted central arrangement, the
acts of cryptographic verifying in step 502 may involve a simple check by comparing the public key 602 received in
association with the secret 604 with such a separately obtained public key of the assumed sender of said secret. As a
more thorough check, the user device may use the public key of the assumed sender of the secret to verify the digital
signature 603 received in association with the secret 604. It may input the decrypted contents of the received piece 601
of digitally transmitted information to the corresponding Ed25519 algorithm, which gives a positive result only if this
particular secret was, immutable and whole, the one thatthe trusted central arrangement originally generated and signed
with its secret signing key.

[0059] Referring back tofig. 5, after having ensured that it has received the secret inits correct, original form, the user
device uses the secret as a cryptographic seed to generate one or more keys and to store said one or more keys in its
key storage atstep503. Figs. 7 and 8illustrate two more detailed examples of how the generation of key(s) may take place.
[0060] Infig.7,thesecretthatthe user devicereceived fromthe trusted central arrangementis designatedthe URTga 1.
The method of fig. 7 involves using said secret and a piece of information received from a user as input information to
a key-generating algorithm. The piece of information received from the user is designated URTp, in fig. 7, and it may
be for example a short PIN code that the user inputs using a keypad or a touch-sensitive display. At step 701, the key
generator of the user device uses a hashing algorithm to produce a secret key URTgy as follows:

URTSK = HaSh(URTpIN, URTSALT) .

[0061] An example of a hashing algorithm that can be used this way is the Argon2 algorithm, which is commonly
known and widely used on the technical field of digital cryptography. At step 702, the key generator of the user device
uses the Curve25519 algorithm to produce a public key URTp as follows:

URTPK = CU.]fVGZ5519(URTSK)
= Curve25519 (HaSh(URTpIN, URTSALT) ) .

[0062] Both generated keys URTgk and URTpy can be stored in a key storage of the user device and used to cryp-
tographically protect communications performed through the communications part of the user device. However, as noted
earlier already, it is preferable not to keep the secret key URTgy stored for any longer than what is needed for its
immediate use.

[0063] Fig. 8 illustrates a somewhat simpler method in which the key generator of the user device uses only the
received secret (and no additional information received from the user) as a seed to a key-generating algorithm. In fig.
8 the received secret is designated as KEY gggp. At step 801, the key generator of the user device uses the Ed25519
algorithm to produce secret and public signing keys KEY g and KEY pi as follows:

KEYSK, KEYPK = Ed25519 (KEYSEED) .

[0064] An alternative way could be the one shown in the steps 901 and 902 of fig. 9, which represent producing secret
and public keys KEY gk and KEY pi as follows:
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KEYSK, KEYPK = Ed25519 (HaSh(URTpIN, URTSALT) ) .

[0065] In a yet simpler embodiment, the user device might use the received secret (or a part thereof) as such as a
cryptographic key. Therefore, the previously defined act(s) of the key generator for using the received secret as a
cryptographic seed to generate one or more keys should be construed widely so that using the secret or a part thereof
is only one way of using said secret as a cryptographic seed to generate one or more keys.

[0066] The presented method of delivering trusted randomness allows all devices that are (cap) able to communicate
with a trusted central arrangement to obtain randomness of high quality and, consequently, to implement secure cryp-
tography. This technology enables, for example, users to use various e-commerce services utilizing their already existing
devices that do not include a secure environment for the implementation of high-quality cryptographic functions. In
addition, new types of consumer products can also be developed that are capable of secure electronic transactions with
even the simplest computing unit, e.g. wearable devices or clothing. This solution ensures that an outside party cannot
manipulate the randomness from which the secret information is derived. In addition, this technology can ensure a very
high level of security of the information subject to confidentiality when utilizing such cryptographic algorithms that are
able to utilize the full entropy of the randomness in deriving the secret and thus theoretically resist attacks by even the
most powerful of future quantum computers.

[0067] Any range or device value given herein may be extended or altered without losing the effect sought. Also any
embodiment may be combined with another embodiment unless explicitly disallowed.

[0068] Although the subject matter has been described in language specific to structural features and/or acts, it is to
be understood that the subject matter defined in the appended claims is not necessarily limited to the specific features
or acts described above. Rather, the specific features and acts described above are disclosed as examples of imple-
menting the claims and other equivalent features and acts are intended to be within the scope of the claims.

[0069] It will be understood that the benefits and advantages described above may relate to one embodiment or may
relate to several embodiments. The embodiments are not limited to those that solve any or all of the stated problems or
those that have any or all of the stated benefits and advantages. It will further be understood that reference to 'an’ item
may refer to one or more of those items.

[0070] The steps of the methods described herein may be carried out in any suitable order, or simultaneously where
appropriate. Additionally, individual blocks may be deleted from any of the methods without departing from the spirit and
scope of the subject matter described herein. Aspects of any of the embodiments described above may be combined
with aspects of any of the other embodiments described to form further embodiments without losing the effect sought.
What is explainedin this text about methods is directly applicable to computer program products that consist of machine-
readable instructions that, when executed by one or more processors, cause the implementation of a method of a kind
described.

[0071] The term 'comprising’ is used herein to mean including the method, blocks or elements identified, but such
blocks or elements do notcomprise an exclusive listand a method or apparatus may contain additional blocks or elements.
[0072] It will be understood that the above description is given by way of example only and that various modifications
may be made by those skilled in the art. The above specification, examples and data provide a complete description of
the structure and use of exemplary embodiments. Although various embodiments have been described above with a
certain degree of particularity, or with reference to one or more individual embodiments, those skilled in the art could
make numerous alterations to the disclosed embodiments without departing from the spirit or scope of this specification.

Claims

1. An arrangement for making a user device utilize a secret in at least one of: cryptographically protected communi-
cations, cryptographic authentication of data, the arrangement comprising:

- a communications part,

- a communications encrypter and decrypter part,

- a key generator, and

- a key storage;

wherein said communications part is configured to forward a secret received from a trusted external source to
said key generator,

and wherein said key generator is configured to use said secret as a cryptographic seed to generate one or
more keys and to store said one or more keys in said key storage,

and wherein said communications encrypter and decrypter partis configured to retrieve said one or more keys
from said key storage and to use said one or more keys to cryptographically protect communications performed
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through said communications part.

An arrangement according to claim 1,
wherein:

- the communications part is configured to establish a secure digital communications channel with a peer party
and thereafter receive said secret through said secure digital communications channel.

An arrangement according to claim 2,
wherein the communications partis configured to use the Transport Layer Security, also referredto as TLS, standard
to establish said secure digital communications channel.

An arrangement according to any of the preceding claims, wherein the communications partis configured to receive
said secret through a different channel than that used for said cryptographically protected communications that are
performed through said communications part when said communications encrypter and decrypter part has retrieved
said one or more keys from said key storage.

An arrangement according to claim 4,

wherein said communications part is configured to use at least one of the following as said different channel: cable
or optical fibre communications, near field wireless communications, communications through a manually operated
user interface.

An arrangement according to any of the preceding claims, wherein the communications encrypter and decrypter
part is configured to cryptographically verify immutability and integrity of said received secret before said secret is
forwarded to said key generator.

An arrangement according to claim 6,
wherein the communications encrypter and decrypter part is configured to perform said cryptographic verifying by
performing at least one of the following:

- comparing a public key received in association with said secret with a separately obtained public key of the
assumed sender of said secret,

- using a public key of the assumed sender of said secret to verify a digital signature received in association
with said secret.

An arrangement according to any of the preceding claims, wherein the key generator is configured to perform at
least one of the following to generate said one or more keys:

- Use said secret as a seed to a key-generating algorithm,
- use said secret and a piece of information received from a user of the arrangement as input information to a
key-generating algorithm.

An arrangement according to claim 8, wherein the arrangement is configured to permanently discard at least one
of said one or more keys generated by the key generator after immediate use.

A method for making a user device utilize a secret in at least one of: cryptographically protected communications,
cryptographic authentication of data, the method comprising:

- receiving a secret from a trusted external source,

- using said secret as a cryptographic seed to generate one or more keys,

- storing said one or more keys for later use, and

- retrieving said one or more keys and using said one or more keys to cryptographically protect communications
performed by said user device.

A method according to claim 10, comprising:

- establishing a secure digital communications channel with a peer party and
- thereafter receiving said secret through said secure digital communications channel.

10
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A method according to claim 11, wherein the establishing of said secure digital communications channel comprises
at least one of the following:

- using the Transport Layer Security, also referred to as TLS, standard to establish said secure digital commu-
nications channel

- using cable or optical fibre communications as said secure digital communications channel,

- using near field wireless communications as said secure digital communications channel,

- using communications through a manually operated user interface as said secure digital communications
channel.

A method according to any of claims 10 to 12, comprising:

- cryptographically verifying immutability and integrity of said received secret before said using of said secret
as a cryptographic seed to generate one or more keys.

A method according to claim 13, wherein said cryptographic verifying involves at least one of the following:

- comparing a public key received in association with said secret with a separately obtained public key of the
assumed sender of said secret,

- using a public key of the assumed sender of said secret to verify a digital signature received in association
with said secret.

A method according to any of claims 10 to 14, wherein said generating of said one or more keys comprises at least
one of the following:

- using said secret as a seed to a key-generating algorithm,
- using said secret and a piece of information received from a user of the arrangement as input information to
a key-generating algorithm.

A method according to claim 15, comprising permanently discarding at least one of said generated one or more
keys after immediate use.

A computer program product comprising one or more sets of one or more machine-readable instructions that, when
executed by one or more processors, cause the implementation of a method according to any of claims 10 to 16.

Amended claims in accordance with Rule 137(2) EPC.

1.

2.

An arrangement for making a user device (210) utilize a secret in at least one of: cryptographically protected com-
munications, cryptographic authentication of data, the arrangement comprising:

- a communications part (211),

- a communications encrypter and decrypter part (212),

- a key generator (215), and

- a key storage (216),

wherein said communications part (211) is configured to forward a secret received from a trusted external
source (100) to said key generator (215),

and wherein said key generator (215) is configured to use said secret as a cryptographic seed to generate one
or more keys and to store said one or more keys in said key storage (216),

and wherein said communications encrypter and decrypter part (212) is configured to:

- cryptographically verify immutability and integrity of said received secret before said secret is forwarded
to said key generator, using a public key of an assumed sender of said secret to verify a digital signature
received in association with said secret, and

- retrieve said one or more keys from said key storage (216) and to use said one or more keys to crypto-
graphically protect communications performed through said communications part (211).

An arrangement according to claim 1, wherein:

1"
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- the communications part is configured to establish a secure digital communications channel with a peer party
and thereafter receive said secret through said secure digital communications channel, thus making said peer
party appear as said trusted external source.

An arrangement according to claim 2,
wherein the communications partis configured to use the Transport Layer Security, also referredto as TLS, standard
to establish said secure digital communications channel.

An arrangement according to any of the preceding claims, wherein the communications partis configured to receive
said secret through a different channel than that used for said cryptographically protected communications that are
performed through said communications part when said communications encrypter and decrypter part has retrieved
said one or more keys from said key storage.

An arrangement according to claim 4,

wherein said communications part is configured to use at least one of the following as said different channel: cable
or optical fibre communications, near field wireless communications, communications through a manually operated
user interface.

An arrangement according to any of the preceding claims, wherein the communications encrypter and decrypter
part is configured to perform said cryptographic verifying by comparing a public key received in association with
said secret with a separately obtained public key of the assumed sender of said secret.

An arrangement according to any of the preceding claims, wherein the key generator is configured to perform at
least one of the following to generate said one or more keys:

- Use said secret as a seed to a key-generating algorithm,
- use said secret and a piece of information received from a user of the arrangement as input information to a
key-generating algorithm.

An arrangement according to claim 7,
wherein the arrangement is configured to permanently discard at least one of said one or more keys generated by
the key generator after immediate use.

A method for making a user device utilize a secret in at least one of: cryptographically protected communications,
cryptographic authentication of data, the method comprising the user device performing the following steps:

- receiving a secret from a trusted source external to said user device,

- cryptographically verifying immutability and integrity of said received secret, wherein said cryptographic veri-
fying involves using a public key of an assumed sender of said secret to verify a digital signature received in
association with said secret,

- after said cryptographic verifying, using said secret as a cryptographic seed to generate one or more keys,

- storing said one or more keys for later use, and

- retrieving said one or more keys and using said one or more keys to cryptographically protect communications
performed by said user device.

10. A method according to claim 9, comprising:

- establishing a secure digital communications channel with a peer party and
- thereafter receiving said secret through said secure digital communications channel, thus making said peer
party appear as said trusted external source.

11. A method accordingto claim 10, wherein the establishing of said secure digital communications channel comprises

at least one of the following:

- using the Transport Layer Security, also referred to as TLS, standard to establish said secure digital commu-
nications channel

- using cable or optical fibre communications as said secure digital communications channel,

- using near field wireless communications as said secure digital communications channel,

12
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- using communications through a manually operated user interface as said secure digital communications
channel.

A method according to any of claims 9 to 11, wherein said cryptographic verifying involves comparing a public key
received in association with said secret with a separately obtained public key of the assumed sender of said secret.

A method according to any of claims 9 to 12, wherein said generating of said one or more keys comprises at least
one of the following:

- using said secret as a seed to a key-generating algorithm,
- using said secret and a piece of information received from a user of the arrangement as input information to

a key-generating algorithm.

A method according to claim 13, comprising permanently discarding at least one of said generated one or more
keys after immediate use.

A computer program product comprising one or more sets of one or more machine-readable instructions that, when
executed by one or more processors, cause the implementation of a method according to any of claims 9 to 14.

13
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