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Description
FIELD OF THE INVENTION

[0001] Theinvention concerns generally the technical
field of security needed in using digital services among
two or more communicating parties. In particular, the
invention concerns the task of distributing a shared se-
cret between two or more clients for later use in commu-
nications or other applications where cryptographic
methods are utilized.

BACKGROUND OF THE INVENTION

[0002] Many applications of cryptography require two
or more parties to have access to a so-called shared
secret. A straightforward example is symmetric crypto-
graphy, in which a transmitting party uses the shared
secret as such as an encryption key and a receiving party
uses the same shared secret as a decryption key. Better
security against certain attack vectors can be achieved
by not using the shared secret as such as a key but
makingthe communicating parties use the shared secret
as an input to some further cryptographic operations to
derive the actual key or keys. Other examples of using a
shared secret include, but are not limited to the use of
bots and/or robots, meaning artificial intelligence pow-
ered non-human actors that operate under authorization
of a party.

[0003] The task of distributing a shared secret among
parties for cryptographic applications is not a straightfor-
ward one, asitinvolves a kind of vicious circle: one would
need a secure method to communicate the shared se-
cret, but the shared secret itself - or access to it by the
parties - is the prerequisite of making the communica-
tions secure. Challenges in securely distributing a shared
secret have led, for example, to introducing the principle
of asymmetric cryptography, in which keys appear in
pairs: a party can safely publish its public key and ask
everyone to use that public key for encrypting transmis-
sions towards its known holder, as the only possible way
to decrypt such encrypted transmissions is with the cor-
responding private key that the party holds strictly to
itself. While asymmetric cryptography removes the need
to distribute a shared secret, it has its drawbacks. For
example, generating and using pairs of public and private
keys thatare long enough to adequately resist brute force
attacks is computationally intensive to a degree that may
make it impossible or at least commercially unattractive
for use in simpler digital devices like sensor nodes,
digitally controlled household appliances, or the like.

SUMMARY

[0004] This summary is provided to introduce a selec-
tion of concepts in a simplified form that are further
described below in the detailed description. This sum-
mary is not intended to identify key features or essential
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features of the claimed subject matter, norisitintendedto
be used to limit the scope of the claimed subject matter.
[0005] It is an objective to provide methods and ar-
rangements for distributing shared secrets between par-
ties in a way that only requires reasonable complicated-
ness and computational capacity but is still secure en-
ough to resist attacks of even the level that will become
possible with quantum computers. A further objective is
to provide a secure way of using symmetric cryptography
on basis of preconditioned exchange of key-related in-
formation.

[0006] Accordingto a first aspect, there is provided an
arrangement for distributing a shared secret among cli-
ents. The arrangement is configured to, in response to
receiving a first request from a first client, generate a first
ephemeral key and one or more further ephemeral keys,
and to digitally encapsulate the shared secret in a first
version and one or more further versions using a key
encapsulation mechanism. Said first version is the
shared secret encapsulated with the first ephemeral
key and subject to decapsulation with a first private
key, a paired public key of which is known to the arrange-
ment as being a public key of the first client. Each said
further version is the shared secret encapsulated with a
respective one of said one or more further ephemeral
keys and subject to decapsulation with a respective
further private key, a paired public key of which is known
to the arrangement as being a public key of a respective
further client. The arrangementis configuredto store said
first and said one or more further versions in association
with a common identifier, and to respond to receiving a
second request from one of said first or further clients
identifiable as a holder of one of saidfirst or further private
keys, said second request referring said common identi-
fier, by transmitting that of said first orfurther versions that
is subjectto decapsulation with the private key, the paired
public key of which is known to the arrangement as being
a public key of said one of said first or further clients.
[0007] According to an embodiment, the arrangement
is configuredto generate said one or more further ephem-
eral keys in association with respective client identifiers
revealed by said first request. This involves at least the
advantage that in the continuation, the encapsulated
versions will be identifiable and possible to associate
with each respective client.

[0008] According to an embodiment, the arrangement
comprises a hardened true random number generator
subsystem configured to generate said shared secret.
This involves atleastthe advantage that highest possible
entropy and security ofthe sharedsecret can be ensured.
[0009] According to an embodiment, the arrangement
is configured to transmit said first version to said first
clientin a response transmission responding to said first
request. This involves at least the advantage that the
initiator client can be given large freedom concerning
how to handle the shared secret in the continuation.
[0010] According to an embodiment, the arrangement
is configured to use a value received in said first request



3 EP 4 757 236 A1 4

as said shared secret. This involves at least the advan-
tage that the operation of the arrangement can be
adapted to the handling of shared secrets in a very
versatile way.

[0011] According to an embodiment, the arrangement
is configured to generate said common identifier as a
cryptoproduct derived from said shared secret. This in-
volves at least the advantage that the generation of
additional digital data can be kept at minimum.

[0012] Accordingto an embodiment, the arrangement
is configuredto use said shared secret or a cryptoproduct
derived therefrom as an encryption key to encrypt digital
data received from the first client, store the encrypted
digital data in association with said common identifier,
and respond to receiving said second request from said
one of said further clients by transmitting the encrypted
digital data to said one of said further clients. This in-
volves at least the advantage that the arrangement can
be used to securely store, forward, and play back digital
data for the needs of clients.

[0013] Accordingtoasecond aspect, thereis provided
a method for distributing a shared secret among clients.
The method comprises, in response to receiving a first
request from a first client, generating a first ephemeral
key and one or more further ephemeral keys. The method
comprises digitally encapsulating the shared secretin a
first version and one or more further versions using a key
encapsulation mechanism. Said first version is the
shared secret encapsulated with the first ephemeral
key and subject to decapsulation with a first private
key, a paired public key of which is known to the arrange-
ment as being a public key of the first client. Each said
further version is the shared secret encapsulated with a
respective one of said one or more further ephemeral
keys and subject to decapsulation with a respective
further private key, a paired public key of which is known
to the arrangement as being a public key of a respective
further client. The method comprises storing said firstand
said one or more further versions in association with a
common identifier, and responding to receiving asecond
request from one of said first or further clients identifiable
as a holder of one of said first or further private keys, said
second request referring said common identifier, by
transmitting that of said first or further versions that is
subject to decapsulation with the private key, the paired
public key of which is known to the arrangement as being
a public key of said one of said first or further clients.
[0014] Accordingto an embodiment, the generating of
said one or more further ephemeral keys takes place in
association with respective client identifiers revealed by
said first request. This involves at least the advantage
thatinthe continuation, the encapsulated versions will be
identifiable and possible to associate with each respec-
tive client.

[0015] Accordingto an embodiment, the method com-
prises generating said shared secret in a hardened true
random number generator subsystem. This involves at
least the advantage that highest possible entropy and
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security of the shared secret can be ensured.

[0016] According to an embodiment, said first version
is transmitted to said first client in a response transmis-
sionrespondingtosaidfirstrequest. Thisinvolves atleast
the advantage that the initiator client can be given large
freedom concerning how to handle the shared secret in
the continuation.

[0017] Accordingto an embodiment, a value received
in said first request is used as said shared secret. This
involves at least the advantage that the operation of the
arrangement can be adapted to the handling of shared
secrets in a very versatile way.

[0018] According to an embobdiment, the method
comprised generating said common identifier as a cryp-
toproduct derived from said shared secret. This involves
at least the advantage that the generation of additional
digital data can be kept at minimum.

[0019] According to an embodiment, the method com-
prises using said shared secret or a cryptoproduct de-
rived therefrom as an encryption key to encrypt digital
data received from the first client, storing the encrypted
digital data in association with said common identifier,
and responding to receiving said second request from
said one of said further clients by transmitting the en-
crypted digital data to said one of said further clients. This
involves at leastthe advantage thatthe arrangement can
be used to securely store, forward, and play back digital
data for the needs of clients.

[0020] According to a third aspect, there is provided a
computer program product comprising one or more sets
of one or more machine-executable instructions that are
configured to, when executed by one or more proces-
sors, make said one or more processors execute a
method of a kind described above.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] In the drawings:

Figure 1 illustrates a sequence of events between
two clients and a trusted third party,

Figure 2 illustrates a sequence of events between
two clients and a trusted third party,

Figure 3 illustrates a method executed by an ar-
rangement,

Figure 4 illustrates a sequence of events between
clients and a trusted third party,

Figure 5 illustrates a sequence of events between
clients and a trusted third party,

Figure 6 illustrates a sequence of events between
clients and a trusted third party, and

Figure 7 illustrates a sequence of events between
clients and a trusted third party.

DETAILED DESCRIPTION

[0022] In the following description, reference is made
to the accompanying drawings, which form part of the
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disclosure, andin which are shown, by way of illustration,
specific aspects in which the present disclosure may be
placed. It is understood that other aspects may be uti-
lised, and structural or logical changes may be made
without departing from the scope of the present disclo-
sure. The following detailed description, therefore, is not
to betakenin alimiting sense, as the scope ofthe present
disclosure is defined be the appended claims.

[0023] Forinstance,itis understoodthatadisclosurein
connection with a described method may also hold true
for a corresponding device or system configured to per-
formthe method andvice versa. Forexample, if aspecific
method step is described, a corresponding device may
include a unitto performthe described method step, even
if such unit is not explicitly described or illustrated in the
figures. On the other hand, for example, if a specific
apparatus is described based on functional units, a cor-
responding method may include a step performing the
described functionality, even if such step is not explicitly
described or illustrated in the figures. Further, itis under-
stood that the features of the various example aspects
described herein may be combined with each other,
unless specifically noted otherwise.

[0024] Concerning terminology, in this description the
term cryptoproduct means the output of a cryptographic
operation. Examples of cryptoproducts include but are
not limited to encryption keys, sets of keys, certificates,
and digital signatures. Cryptographic operations (or cryp-
to-operations for short) can in many cases be further
characterised as either encrypting operations or decrypt-
ing operations.

[0025] Fig. 1illustrates the exchange of transmissions
and execution of some operations in an arrangement for
distributing a shared secret among clients. In fig. 1 itis
assumed that there are at least two clients A and B who
would benefit from getting hold of a common shared
secret. There may be more clients C, D, ... with the same
intentions. The parties that are called clients may be
human users, in which case the operations described
in the following take place in respective user devices
operated by their human users. Additionally, or alterna-
tively, at least some of the clients may be independently
operating electronic devices, examples of which include
but are not limited to node devices of a communications
network, sensor devices of a sensor network, and de-
vices operating as a part of a building automation net-
work. As a difference to user devices, independently
operating electronic devices operate without direct user
interaction, executing one or more computer programs
stored therein and/or at their disposal. As a further ex-
ample, at least some of the clients may be software
processes executingin some execution environmentthat
may be centralized or distributed.

[0026] Concerning the following description, it is not
important what purpose the shared secret is to be used
for, but as anillustrative and non-limiting example it could
be used as a cryptographic key (or, as a seed for deriving
a cryptographic key) for use in further communications
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protected with symmetric encryption between the clients.
While both symmetricand asymmetric encryptioninvolve
their respective advantages, symmetric encryption is
more preferable for use in devices that only have limited
amounts of power and/or computational capacity be-
cause it consumes less these resources.

[0027] Inadditiontothe clients, fig. 1 illustrates a party
called a trust provider. The trust provider is, as the name
suggests, a party that can be trusted, for example, to
reliably identify clients that communicate with it and to
produce random numbers of high entropy. The trust
provider is typically a party who maintains and operates
a server or an arrangement of linked servers that have
been objectively and impartially evaluated and certified
for secure operation. A digital certificate issued by the
trust provider can be relied upon as a proof of the re-
spective piece of digital information being authentic and
having unchallenged integrity.

[0028] Atthefirststepshowninfig. 1, the trustprovider
receives arequest 101 from the client marked as client A
in fig. 1. The request 101 contains some kind of an
indication that client A wants to establish a secret that
is to be shared between them and atleastone other client
B, (C, D...) . The request 101 may also be assumed to
contain identifier(s) of the other client(s) with which the
secretis to be shared. This is not necessary in all cases,
however. One may also imagine cases where a client A
asks the trust provider to establish a secret to be shared
with otherclient(s) B, (C, D...) so routinely thatalready the
reception of the request 101 tells the trust provider, which
other client(s) should be involved.

[0029] In response to receiving the request 101, the
trust provider generates a shared secret at step 102.
Preferably, the trust provider uses a certified source of
true randomness for generating the shared secret at step
102. Examples of suitable sources of true randomness
include, but are not limited to, specialized hardware
known as hardware random number generators (HRNG),
true random number generators (TRNG), non-determi-
nistic random bit generators (NRBG), or physical random
number generators. Physical phenomenathat may serve
as sources of randomness include, but are not limited to,
electrical noise, chained free-running oscillators, nuclear
decay, shot noise, and quantum optical phenomena.
[0030] Step 103in fig. represents digitally encapsulat-
ingthe sharedsecretusing a key encapsulation mechan-
ism. Here, it is assumed that an intended recipient pos-
sesses a key pair consisting of a private key and the
corresponding public key. Usually designated with the
acronym KEM, according to a general definition a key
encapsulation mechanism allows a sender who knows
the public key of the intended recipient to simultaneously
generate a short random secret key and an encapsula-
tion or ciphertext of the secret key by the KEM'’s encap-
sulation algorithm. The recipient who knows the private
key correspondingtothe public key canrecoverthe same
random secret key from the encapsulation by the KEM’s
decapsulation algorithm. In the present context, the
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shared secret generated at step 102 is considered as the
"random secret key" in the general definition of a KEM.
[0031] In particular, at step 103 the trust provider en-
capsulates the shared secretin afirst version and one or
more further versions. The first version is the shared
secret encapsulated so that it is subject to decapsulation
with a private key held by client A. Each further version is
the shared secret encapsulated so that it is subject to
decapsulationwith a respective private key held by one of
the other clients B, (C, D, ...).

[0032] At the next step in fig. 1, the trust provider
transmits a response 104 to client A. In this embodiment,
the trust provider transmits the first version mentioned
abovetoclient Ainthe response 104. In other words, the
response 104 responds to the request 101 that the trust
provider received from client A earlier and delivers the
shared secret generated at step 102 to client A in an
encapsulated form that client A is able to decapsulate
with a private key known to client A.

[0033] At the next step in fig. 1, client A sends an
invitation 105 to the other client B who they wish to get
hold of the same shared secret. If there are several such
other clients B, C, D,..., client A sends a respective
invitation to each one of them. The purpose of the invita-
tion 105isto make the other client(s) aware thatthereis a
respective encapsulated version of the shared secret
waiting for them atthe trust provider. Exact ways in which
this information is conveyed to the other client(s) are
described in more detail later in this text. In general,
we may assume that a common identifier exists that
identifies all encapsulated versions of the shared secret
at the trust provider.

[0034] Atthe nextstepinfig. 1, client B sends what can
be called here a second request 106 to the trust provider.
Essentially, with the second request 106 client B asks to
get the respective encapsulated version of the shared
secret. If other clients C, D,... also received an invitation
from client A, they too may send their respective second
requests to the trust provider. Every client who sends
requests to the trust provider should authenticate them-
selves to the trust provider and be capable of making
reference to the shared secret that is to be distributed.
Advantageous ways in which such reference can be
made are described in detail later in this text.

[0035] Atthelaststepshowninfig. 1, thetrust provider
responds to the second request 106 with a further re-
sponse 107, in which the trust provider transmits one of
the further versions of the encapsulated shared secret.
The trust provider knows who was the client from which it
received the secondrequest 106, so the versionincluded
in the further response 107 is the one that is subject to
decapsulation with the private key held by the originator
of the second request 106.

[0036] Fig. 2 shows another embodiment of the ex-
change of transmissions and execution of some opera-
tions in an arrangement for distributing a shared secret
among clients. The parties shown are the same as in fig.
1. As a difference to the embodiment of fig. 1, in fig. 2 the
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sharedsecretis not generated by the trust provider but by
the client that was called client A in the description of fig.
1. The step of generating the shared secret is shown with
reference designator 201 in fig. 2.

[0037] While there occurs the transmission of the so-
called first request 202 from client A to the trust provider
also in fig. 2, there is the difference that in fig. 2 the
indication included in the first request 202 that client A
wants to establish a secret (that is to be shared) actually
contains the shared secretitself. Step 103 isthe same as
the similarly designated step in fig. 1 and involves the
trust provider digitally encapsulating the shared secretin
a first version and one or more further versions, using a
key encapsulation mechanism. Similar to fig. 1, the first
versionis subjectto decapsulation with a private key held
by client A. Each further version is subject to decapsula-
tion with a respective further private key held by respec-
tive one of the other client (s) B, (C, D,...) .

[0038] At the next step in fig. 2, the trust provider
transmits a response 203 to client A. In this embodiment,
the trust provider may transmitthe firstversion mentioned
above to client A in the response 203, but this is not
obligatory as client A knows the shared secret already
(because they generated it themselves at step 201). In
any case, the response 203 responds to the request 202
that the trust provider received from client A earlier and
may also deliverthe shared secret generated at step 201
to client Ain an encapsulated form that client Ais able to
decapsulate with a private key known to client A. Atleast,
the response 203 is a confirmation for client A that the
further encapsulated versions of the shared secret are
ready at the trust provider, waiting for the other client (s)
B, (C,D,..).

[0039] Theinvitation(s) 105transmitted by client A, the
request(s) 106 transmitted by the other client(s), and the
response (s) 107 by the trust provider are the same asin
the embodiment of fig. 1 above, as indicated by the same
reference designators.

[0040] Fig. 3illustrates some functional units and their
operation at an arrangement operated as the trust pro-
vider in a sequence of events like those in figs. 1 and 2.
The arrangement may comprise a so-called hardened
true random generator subsystem 301 that is configured
to generate shared secrets of maximal entropy. An ad-
vantage of having a hardened true random generator
subsystem 301 in (or at least at the disposal of) the trust
provider is that the generation of shared secret is not
prone to hacking in some way that may be possible if one
hadto rely upon a random number generator operatingin
a user device of unknown (or not completely known)
origin. Ifthe arrangement is to be used only for operation
in accordance with fig. 2, the hardened true random
generatorsubsystem 301 is naturally not needed, atleast
not for the purpose described here, as the shared secret
will then always come from the client initiating the dis-
tribution of the shared secret.

[0041] Asharedsecretgenerated by the hardenedtrue
random generator subsystem 301 is shown with refer-
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ence designator 302in fig. 3. The shared secret 302 may
be called a strong one due to the guaranteed security of
and high entropy associated with the hardened true ran-
dom generator subsystem 301. If operation according to
fig. 2 is considered, there is only the difference that the
arrangement would receive the shared secret in a re-
quest from theinitiating client and not generate it by itself.
[0042] Block303infig. 3representsthe generationofa
common identifier, called the DATA-ID 304, using the
shared secret 302 as input data. Generating the DATA-
ID 304 in block 303 may involve calculating a hash or
otherwise generating a cryptoproduct that has a one-to-
one correspondence to the shared secret 302. The meth-
od used in block 303 should be cryptographically unidir-
ectional, meaningthatfrom a generated DATA-ID 304 itis
impossible to go backwards or find out the shared secret
302. Many widely used hashing methods have this char-
acteristic, forwhich reason block 303is marked as a hash
in fig. 3.

[0043] The arrangement comprises a key generator
305, the purpose of which is to generate the keys to be
used in encapsulating the shared secret. As many keys
for encapsulating should be generated as there are cli-
ents among which the shared secretis to be distributed.
Additionally, it is important to generate the keys for en-
capsulating so that each encapsulated version of the
shared secret is subject to decapsulation with a private
key held by the client for which that version is meant.
[0044] Infig. 3, itis assumed that there are N clients,
where N is a positive integer equal to or larger than 2,
among which the shared secret is to be distributed. It is
further assumed that user identifiers (UID’s) 308, 307,
and 308 of those clients are known to the key generator
305. Knowingthe useridentifiers 306, 307, and 308 of the
clients enables the arrangement of fig. 3 to find out at
least one respective public key of each client. When a
public key of a client is known, the arrangement knows
that a corresponding paired private kay is held by the
same client. The key generator 305 may then generate
the keysfor useinthe encapsulating process sothateach
encapsulated version of the shared secret will be subject
to decapsulation with the private key, the paired public
key of which is known to the arrangement of fig. 3.
[0045] Thekeysforuseinthe encapsulationareshown
with reference designators 309, 310, and 311infig. 3. For
reasons described in more detail later, these keys are
called ephemeral keys 309, 310, and 311. The first
ephemeral key 309 is conceptually associated with the
first useridentifier 306, the second ephemeral key 310is
conceptually associated with the second user identifier
307, and so on.

[0046] Reference designator 312 shows the encapsu-
lator functionality in the arrangement. As already indi-
cated above, the encapsulator functionality 312 is con-
figured to digitally encapsulate the shared secret 302ina
firstversion 313andone or more further versions 314 and
315, each time with the respective one of the ephemeral
keys 309, 310, and 311. As the shared secret may be

10

15

20

25

30

35

40

45

50

55

called by the acronym SS, eachiith encapsulated version
thereof may be designated
ENC(SS) #i, where

[0047] Each iith encapsulated version 313, 314, and
315 is subject to decapsulation with a private key, a
corresponding public key of which is known to the ar-
rangement as being a public key of the respective iith
client.

[0048] As shown with reference designator 316, the
arrangement is configured to store the first version 313
and the one or more further versions 314 and 315 in
association with the common identifier or DATA-ID 304. It
is possible but not mandatory that each stored version is
also separately identifiable by the associated user iden-
tifier 306, 307, or 308. An association to a useridentifier of
an i:th client means that the i:th stored encapsulated
version of the shared secret is known to be subject to
decapsulation with a private key, the corresponding
paired public key of which is known to be a public key
of the i:th client.

[0049] Above in the description of figs. 1 and 2 it was
explained how the trust provider transmits its response
104 or 203, respectively, to client A. As also explained
already, whether this response contains the encapsu-
lated version 313 that is subject decapsulation with a
private key held by client A depends on whether the
shared secret 302 was generated by the trust provider
(asin fig. 1) or by client A themselves (as in fig. 2) . The
same applies to the common identifier or DATA-ID 304. If
the operation proceeded as in fig. 1, also the DATA-ID
304 was only generated for the first time by the trust
provider and needs to be transmitted to client A in the
response 104. If, however, the operation proceeded asin
fig. 2, client A could have generated also the DATA-ID and
transmitted it to the trust provider already in the first
request 202. Alternatively, if the algorithm used to gen-
erate the DATA-ID is known to both client A and the trust
provider, they can generate the same DATA-ID 304 in-
dependently. Inthese latter cases, the trust provider does
not need to transmit the DATA-ID to client A in the
response 203.

[0050] When the arrangement then receives the so-
called second request 106 from one ofthe further clients,
it may note that the originator of the request is identifiable
as a holder of one of the further private keys. Here, the
further private keys are those that the arrangement
knows to enable their holders to decapsulate a corre-
sponding encapsulated version of the shared secret.
Advantageously, the arrangement requires the originator
of each such second request to authenticate themselves
using a strong and reliable authentication mechanism
before responding to the respective second request.
Each such second request should also refer to the com-
mon identifier or DATA-ID 304. Hence, the arrangement
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knows to respond to the second request by transmitting
that of further versions 314 or 315 that is subject to
decapsulation with the private key, the paired public
key of which is known to the arrangement as being a
public key of the respective one of said further clients.
[0051] Above it was pointed out that it is possible but
not mandatory that each stored version 313, 314, and
315 of the encapsulated shared secretis also separately
identifiable by the associated user identifier 306, 307, or
308. If the stored versions are not identifiable by the
associated useridentifier, the trust provider cannot know,
which of them it should transmit to the originator of the
second request. It is possible, however, that the trust
provider simply transmits every versionin its response to
the second request. It remains then the responsibility of
the client receiving the bunch of versions to try decapsu-
lating each of them in turn with their appropriate private
key. The decapsulation will only succeed in the case of
the correct version.

[0052] Asaspecial case,thearrangementmay receive
a request like the one called the second request above
also from client A. It may happen, for example, that client
A has somehow lost their previously obtained copy ofthe
shared secret and must ask the trust provider to transmit
it anew. The arrangement should respond to such an
exceptional second request similarly asitresponds to the
actual second requests, i.e. by transmitting the first en-
capsulated version 313 that is subject to decapsulation
with the private key, the paired public key of which is
known to the arrangement as being a public key of client
A. What was said above about the trust provider possibly
transmitting all versions of the encapsulated shared se-
cretin response to a second request, applies also here.
[0053] An obfuscator functionality 317 is shownin fig. 3
as an advantageous further feature of the arrangement.
The arrangement may be configured to permanently
obfuscate the plaintext form of the shared secret 302,
as well as the ephemeral keys 309, 310, and 311 after
using them for the generation of the encapsulated ver-
sions 313, 314, and 315, respectively. In such a case,
even if the arrangement has the encapsulated versions
313, 314, and 315 stored as indicated with reference
designator 316, it cannot even itself later find out the
plaintext form of the shared secret 302. This provides an
additional layer of security in case the security measures
of the trust provider’s arrangement were later success-
fully penetrated by an unauthorized party who tried to
gain access to the previously distributed shared secrets
of clients. Yet, any of the clients among which the shared
secret was originally distributed can download their dedi-
cated encapsulated version of the shared secret also at
any later moment, for decapsulating with their respective
private key.

[0054] Fig. 4 shows another embodiment of the ex-
change of transmissions and execution of some opera-
tions in an arrangement for distributing a shared secret
among clients. The parties shown are the same as in figs.
1 and 2, and the shared secret is generated by the trust
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provider like in fig. 1. As a difference to the embodiments
offigs. 1and 2, infig. 4theinitiator of communications, i.e.
client A, has already some data that they wish to be
transmitted to client (s) B, (C, D,...) in a cryptographically
protected way. When, how, or where such data actually
originated is immaterial to the following description, but
for the sake of example fig. 4 shows the generation of the
data as step 401.

[0055] Similar to figs. 1 and 2, the arrangement of the
trust provider receives a first request 402 from client A.
The communications connection between client A and
the trust provider is assumed to be cryptographically
protected (irrespective of the actual method used) and
the trust provider is assumedto have required client Ato
use a strong authentication method, so this initial trans-
action should involve a reasonable level of security
against any unauthorized access to the data by third
parties.

[0056] The generation of a shared secret by the trust
provider atstep 102 takes place inthe same way as in fig.
1. At step 403, the trust provider uses the shared secret
(or a further cryptoproduct derived therefrom) as an en-
cryption key to encrypt the data it received from client A.
[0057] Client A may have also transmitted a common
identifier called DATA-ID in the first request 402. Alter-
natively, the arrangement of the trust provider may have
calculated a DATA-ID from the received data already
before step 403. In any case, a common identifier
DATA-ID may be either generated or updated at step
404. As a non-limiting example, the DATA-ID formed at
step 404 may be a hash or other cryptoproduct derived
fromthe shared secretthatthe arrangement generated at
step 102.

[0058] Encapsulating the shared secret at step 103
takes place inthe same way asin figs. 1 and 2 (for details,
see fig. 3 andits associated description). As a difference
to figs. 1 to 3, the arrangement of the trust provider is
configured to store also the encrypted data (and not only
the encapsulated versions of the shared secret) in asso-
ciation with the common identifier DATA-ID. Thus, after
the compiletion of steps 102 - 103 in fig. 4, the common
identifier DATA-ID may be considered as a kind of pointer
in the arrangement of the trust provider, pointing to a
dedicated data storage where the encrypted data and the
encapsulatedversions of the shared secret are waiting to
be distributed to the clients that are to communicate with
each other.

[0059] The response 405 from the trust provider to
client A contains at least an acknowledgement that the
trust provider has completed steps 102 - 103, as well as
the (updated) common identifier DATA-ID. It may also
contain the first version of the encapsulated shared se-
cret (i.e. the one subject to decapsulation with a private
key of client A) and/or the encrypted data that the ar-
rangement of the trust provider generated at step 403.
Transmitting the encrypted data back to client A at this
point is not necessary, as client A possesses the data
already as a result of having generated it themselves at



13 EP 4 757 236 A1 14

step 401. Also, transmitting the encapsulated shared
secret to client A is only necessary if client A needs the
shared secret for some further use, like for such com-
munications between client(s) B, (C, D,...) that are not
shown in fig. 4.

[0060] Client Atransmits an invitation 406 to client (s)
B, (C, D,...) . The invitation 406 contains at least the
commonidentifier DATA-ID in the (updated) form inwhich
client A received it from the trust provider in the first
response 405. Equipped with knowledge of the common
identifier DATA-ID, any of clients B, C, D,... who received
the invitation 406 may then approach the trust provider
with the so-called second request 407, referring to the
commonidentifier DATA-ID. The arrangement ofthe trust
provider is configured to respondto receiving the second
request(s) 407 by transmitting the encrypted data (and
the appropriate encapsulated version of the shared se-
cret, likeinfigs. 1 and 2) in the response 408 to the client
B, C, and/or D who sentthe second request(s) 407. After
successful decapsulation of the shared secret, the client
who received the response 408 is able to decrypt the
transmitted data at step 409.

[0061] Fig. 5 shows another embodiment of the ex-
change of transmissions and execution of some opera-
tions in an arrangement for distributing a shared secret
among clients. Steps and actions with reference desig-
nators 401, 402, 102, 403, 404, and 103 are the same as
infig. 4. As a differencetofig. 4, the response 501 to client
A now mandatorily contains also the encrypted data that
the arrangement of the trust provider generated at step
403. When client A then transmits an invitation 502 to
client(s) B, (C, D,...) itincludes the encrypted data in the
invitation. Consequently, the client(s) who received the
invitation 502 need not download the encrypted data from
the trust provider asin fig. 4. It suffices to transmit the so-
calledsecondrequest 503 to the trust provider to receive,
in the response 504, the required version(s) of the en-
capsulated shared secret. After decapsulatingthe appro-
priate version, the clientin question may decrypt, at step
409, the encrypted data it received in the invitation 502.
[0062] Fig. 6 shows another embodiment of the ex-
change of transmissions and execution of some opera-
tions in an arrangement for distributing a shared secret
among clients. Steps and actions with reference desig-
nators 101, 102, 103, and 104 are the same as in fig. 1.
Similar to figs. 4 and 5, also in fig. 6 it is assumed that
client A wishes to securely transmit some data to client(s)
B, (C, D,...). When, how, or where such data actually
originatedis againimmaterial to the following description,
but for the sake of example fig. 6 shows the generation of
the data as step 601. At step 602, client A encrypts the
data using the shared secret it received (as the appro-
priate encapsulated version) fromthe trust providerin the
firstresponse 104. Client Aincludes the encrypted datain
the invitation 603 it transmits to client (s) B, (C, D,...). The
actions of the recipient (s) of the invitation 603 in steps
106, 107, and 409 are the same as in figs. 1 and 4,
respectively.
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[0063] Fig. 7 shows another embodiment of the ex-
change of transmissions and execution of some opera-
tions in an arrangement for distributing a shared secret
among clients. Steps and actions with reference desig-
nators 401, 402, 102, 403, 404, and 103 may be the same
asin fig. 4, however with some possible differences. For
example, the request 402 does not necessarily contain
any identifiers of any other clients. Namely, one possible
application of the invention is for individual clients to use
the trust provider as a secure storage of data that they
might need later but that they do not want to store in their
own possession in the meantime, for example because
they have no sufficiently secure form of data storage
available in their own device (s) . A non-limiting example
of such data is an encryption key to be used in symmetric
cryptography when communicating later with other cli-
ents, or a seed to be used in later re-generating such a
key.

[0064] In conformity with that above, the data gener-
ated by client A at step 401 may already contain (also) the
shared secret, like at step 201 of fig. 2 earlier. In such a
case, step 102 is not needed and the encryption of the
data - if there is also other data than the shared secret
itself - at step 403 takes place usingthe shared secretthat
the trust provider received from client A at step 402.
[0065] Asillustratedwith the use of parentheses, steps
405, 406, 407, and 408, and 409 are optional in fig. 7.
They may be included if the purpose is to eventually
establish a situation where client A as well as at least
oneofclients B, C, D,... possess the same shared secret.
The steps are not needed, however, if the purpose is only
to ensure that client A can later retrieve data that they
generated at step 401 and transmitted to the trust provi-
der at step 402 but obfuscated (or simply lost) thereafter
at step 701. Basically, the trust provider does not even
need to respond to client A at step 405 if, at that stage,
client A does not need any confirmation that the trust
provider completed the required ones of steps 102, 403,
404, and 103 as intended. However, if the trust provider
updated the so-called common identifier at step 404
(instead of using an identifier that would have come from
client A atstep 402), it may transmitthe updated common
identifier to client A in the response transmitted at step
405.

[0066] Notable is that if the trust provider is to act only
as a secure data storage for client A, without any need to
ever respond to any of clients B, C, D,... in association
with this particular stored data, the encapsulation at step
103 only needs to take place using one ephemeral key.
Comparing to fig. 3 earlier, there would be only the first
user identifier 306, only the first ephemeral key 309, and
only the first version 313 of the encapsulated shared
secret.

[0067] Later, atstep 702, client Amay sendtothe trust
provider a second request that may be quite like those
"second” requests that other clients may transmit and
that are shown with reference designator 407 in fig. 7.
The trust provider will then note that the request of step
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702 comes from the first client A identifiable as a holder
ofthe key that was called the first private key earlierin this
text. The trust provider will also note that the request
refers to the so-called common identifier mentioned
above. The trust provider will then respond by transmit-
ting, at step 703, (both the encrypted data and) that
version of the encapsulated version of the shared secret
that is subject to decapsulation with the private key, the
paired public key of which itknows to be a public key of the
first client A. At step 704, client A decapsulates the
encapsulated shared secret using their private key. If
there was also other data that came encrypted in the
response 703, client A decrypts the received encrypted
data at step 704.

[0068] The methods and arrangements described
above can advantageously be applied when one wishes
to use communications and/or information distribution
channels that already exist between users to also ex-
change confidential information. Such already existing
channels include, but are not limited to, emails, instant
messaging, VolP (Voice over IP) communications, and
packet data networks. The possibility of using previously
existing channels is a significant advantage, as it miti-
gates any needto establish newinfrastructure and brings
secure digital communications within reach of a vast
number of existing devices with only minimal needs to
update existing software. Securely distributing shared
secrets according to the foregoing description allows
the communicating parties to maintain high levels of
security against even the most advanced attacking at-
tempts while requiring only moderate amounts of proces-
sing capacity. This makes the methods and arrange-
ments described above readily applicable to, for exam-
ple, 10T (Internet of Things) solutions where the nature
and physical implementation of at least some of the
devices involved may set strict limitations on critical
resources such as power consumption, computing ca-
pacity, and/or available memory.

[0069] Inall embodiments above, concerning all infor-
mation transmitted by the trust provider, the trust provider
may digitally sign the transmitted information before
transmitting. This applies in particular to the encapsu-
lated versions of the shared secret: the trust provider may
digitally sign each encapsulated version of the shared
secret before transmitting. The use of a digital signature
provides an additional aspect of security because the
recipient of a digitally signed information can check the
signature against a known public key of the assumed
originator of the information to ensure authenticity and
integrity of the information.

Claims
1. An arrangement for distributing a shared secret

(302) among clients, the arrangement being config-
ured to:
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- in response to receiving a first request (101,
202, 402) from afirst client, generate (305) afirst
ephemeral key (309) and one or more further
ephemeral keys (310, 311),

- digitally encapsulate (103) the shared secret
(302) in a first version (313) and one or more
further versions (314, 315), using a key encap-
sulation mechanism (312) so that

--saidfirstversion (313)isthe shared secret
(302) encapsulated with the first ephemeral
key (309) and subject to decapsulation with
a first private key, a paired public key of
which is known to the arrangement as being
a public key of the first client, and

-- each said furtherversion (314, 315) isthe
shared secret (302) encapsulated with a
respective one of said one or more further
ephemeral keys (310, 311) and subject to
decapsulation with a respective further pri-
vate key, a paired public key of which is
knownto the arrangement as being a public
key of a respective further client,

-store (316) saidfirst(313) and said one or more
further versions (314, 315) in association with a
common identifier (304), and

- respond to receiving a second request (106,
407, 503, 702) from one of said first or further
clients identifiable as a holder of one of said first
or further private keys, said second request
(1086, 407, 503) referring said common identifier
(304), by transmitting (107, 408, 504, 703) that
of said first (313) or further versions (314, 315)
that is subject to decapsulation with the private
key, the paired public key of which is known to
the arrangement as being a public key of said
one of said first or further clients.

An arrangement according to claim 1, configured to
generate (305) said one or more further ephemeral
keys (310, 311) in association with respective client
identifiers revealed by said first request (101, 202,
402).

An arrangement according to any of claims 1 or 2,
comprising a hardened true random number gen-
erator subsystem (301) configured to generate said
shared secret (302).

An arrangement according to claim 3, configured to
transmit said first version (313) to said first clientin a
response transmission (104, 405, 501) responding
to said first request (101, 402).

An arrangement according to any of claims 1 or 2,
configured to use a value received in said first re-
quest (202) as said shared secret.
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An arrangement according to any of the preceding
claims, configured to generate said common identi-
fier (304) as a cryptoproduct derived from said
shared secret (302).

An arrangement according to any of the preceding
claims, configured to:

- use said shared secret or a cryptoproduct
derived therefrom as an encryption key to en-
crypt (403) digital data received from the first
client,

- store the encrypted digital data in association
with said common identifier (304), and
-respondto receiving said second request (407,
702) from said one of said further clients by
transmitting the encrypted digital data to said
one of said further clients.

8. A method for distributing a shared secret (302)

among clients, the method comprising:

- in response to receiving a first request (101,
202, 402) from a first client, generating (305) a
first ephemeral key (309) and one or more
further ephemeral keys (310, 311),

- digitally encapsulating (103) the shared secret
(302) in a first version (313) and one or more
further versions (314, 315), using a key encap-
sulation mechanism (312) so that

--saidfirstversion (313) isthe shared secret
(302) encapsulated with the first ephemeral
key (309) and subject to decapsulation with
a first private key, a paired public key of
which is known to the arrangement as being
a public key of the first client, and

-- each said further version (314, 315) is the
shared secret (302) encapsulated with a
respective one of said one or more further
ephemeral keys (310, 311) and subject to
decapsulation with a respective further pri-
vate key, a paired public key of which is
knowntothe arrangement as being a public
key of a respective further client,

- storing (316) said first (313) and said one or
more further versions (314, 315) in association
with a common identifier (304), and

- respondingto receiving a second request (106,
407, 503, 702) from one of said first or further
clients identifiable as a holder of one of said first
or further private keys, said second request
(108, 407, 503) referring said common identifier
(304), by transmitting (107, 408, 504, 703) that
of said first (313) or further versions (314, 315)
that is subject to decapsulation with the private
key, the paired public key of which is known to
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10

10.

1.

12.

13.

14.

15.

the arrangement as being a public key of said
one of said first or further clients.

A method according to claim 8, wherein the gener-
ating (305) of said one or more further ephemeral
keys (310, 311) takes place in association with re-
spective client identifiers revealed by said first re-
quest (101, 202, 402).

A method according to any of claims 8 or 9, compris-
ing generating said shared secret (302) in a har-
dened true random number generator subsystem
(301).

A method according to claim 10, wherein said first
version (313) is transmitted to said first client in a
response transmission (104, 405, 501) responding
to said first request (101, 402).

A methodaccordingtoany ofclaims 8 or9, wherein a
value received in said first request (202) is used as
said shared secret.

A method according to any of claims 8 to 12, com-
prising generating said common identifier (304) as a
cryptoproduct derived from said shared secret
(302) .

A method according to any of claims 8 to 13, com-
prising:

- using said shared secret or a cryptoproduct
derived therefrom as an encryption key to en-
crypt (403) digital data received from the first
client,

-storingthe encrypted digital data in association
with said common identifier (304), and

- responding to receiving said second request
(407, 702) from said one of said further clients by
transmitting the encrypted digital data to said
one of said further clients.

A computer program product comprising one or
more sets of one or more machine-executable in-
structions that are configured to, when executed by
one or more processors, cause the execution of a
method according to any of claims 8 to 14.
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