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(57) Tiivistelmä - Sammandrag - Abstract

Keksinnön mukainen järjestelmä (800) ja menetelmä (1000) turvallisen 
ryhmäviestinnän mahdollistamiseksi. Järjestelmä käsittää vähintään 
yhden luottamuksen tarjoajan (802) ja joukon asiakkaita (804, 806, 
808). Luottamuksen tarjoaja(t) on konguroitu: vastaanottamaan 
pyyntö viestintäistunnon muodostamiseksi ensimmäiseltä asiakkaalta 
(804); tuottamaan jaettu salaisuus (902) suorittamalla ensimmäinen 
satunnaislukugeneraattori (810); digitaalisesti kapseloimaan jaettu 
salaisuus useissa versioissa; ja jakamaan kukin versio vastaavalle 
asiakkaalle. Kukin asiakas on konguroitu: dekapseloimaan 
vastaava versio; hankkimaan tunnistautumistodiste, joka osoittaa 
käyttäjän valtuutuksen jaetun salaisuuden käyttämiseen, missä 
tunnistautumistodistetta käytetään salt-komponentin tuottamiseen, 
johtamaan yhtä tai useampaa kryptotuotetta (920, 930, 940), 
suorittamalla toinen satunnaislukugeneraattori (812, 814, 816) 
hyödyntämällä jaettua salaisuutta ja salt-komponenttia; sekä 
käyttämään kyseisiä kryptotuotteita salatakseen (916) kyseiseltä 
asiakkaalta lähtevän viestinnän ja purkaakseen (918) kyseiseltä 
asiakkaalta saapuvan viestinnän.

Disclosed is an arrangement (800) and a method (1000) for securely 
enabling a group communication. The arrangement comprises at least 
one trust provider (802) and a plurality of clients (804, 806, 808). The 
trust provider(s) is congured to: receive a request for establishing 
a session of said communication, from a rst client (804); generate a 
shared secret (902), by executing a rst random number generator 
(810); digitally encapsulate shared secret in a plurality of versions; 
and distribute a respective version to a corresponding client. Each 
client is congured to: decapsulate the respective version; obtain an 
identication credential that is indicative of a user's authorization for 
using the shared secret, wherein the identication credential is used 
to provide a salt component, derive one or more crypto-products (920, 
930, 940), by executing second random number generator (812, 814, 
816) utilising the shared secret and the salt component; and employ said 
crypto-products to encrypt (916) outgoing communication from said 
client, and decrypt (918) incoming communication at said client.



1

ARRANGEMENT AND METHOD FOR SECURELY ENABLING GROUP 

COMMUNICATION

FIELD OF THE INVENTION

The invention concerns generally the technical field of security5

needed in using digital services among two or more communicating par-

ties. The invention concerns the task of distributing a shared secret be-

tween two or more clients for later use in communications or other appli-

cations where cryptographic methods are utilized. In particular, the pre-

sent disclosure relates to arrangements for securely enabling group com-10

munications. Furthermore, the present disclosure also relates to methods 

for securely enabling group communications.

BACKGROUND OF THE INVENTION

Many applications of cryptography require two or more parties 

to have access to a so-called shared secret. Enabling secure group com-15

munications may, for example, have such a requirement for the two or 

more parties engaging in the group communications. In such applica-

tions, there are several challenges associated with delivery of the shared 

secret to the two or more parties, and with how the shared secret is 

utilised by the two or more parties for secure applications (such as secure 20

group communications).

A straightforward example is symmetric cryptography, in 

which a transmitting party uses the shared secret as such as an encryp-

tion key and a receiving party uses the same shared secret as a decryp-

tion key. Better security against certain attack vectors can be achieved 25

by not using the shared secret as such as a key but making the com-

municating parties use the shared secret as an input to some further 

cryptographic operations to derive the actual key or keys. Other exam-

ples of using a shared secret include, but are not limited to the use of 
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2

bots and/or robots, meaning artificial intelligence powered non-human 

actors or agents that operate under authorization of a party.

The task of distributing a shared secret among parties for cryp-

tographic applications is not a straightforward one, as it involves a kind 

of vicious circle: one would need a secure method to communicate the 5

shared secret, but the shared secret itself – or access to it by the parties 

– is the prerequisite of making the communications secure. Challenges in 

securely distributing a shared secret have led, for example, to introducing 

the principle of asymmetric cryptography, in which keys appear in pairs: 

a party can safely publish its public key and ask everyone to use that 10

public key for encrypting transmissions towards its known holder, as the 

only possible way to decrypt such encrypted transmissions is with the 

corresponding private key that the party holds strictly to itself. While 

asymmetric cryptography removes the need to distribute a shared secret, 

it has its drawbacks. For example, generating and using pairs of public 15

and private keys that are long enough to adequately resist brute force 

attacks is computationally intensive to a degree that may make it impos-

sible or at least commercially unattractive for use in simpler digital de-

vices like sensor nodes, digitally controlled household appliances, or the 

like. Furthermore, asymmetric key exchange protocols are particularly 20

vulnerable in quantum computing era.

There are also challenges associated with storing the shared

secrets or digital products generated using the shared secrets, at devices 

of the parties. These devices usually have a proprietary architecture to 

protect these secrets, but even if such solutions are certified, they are 25

still audited by a third party which is unknown to the parties. Further-

more, the devices of the parties do not offer complete security against 

entities that have sufficient technical understanding of the vulnerabilities 

hidden in the devices and possible backdoors that can be used to break 

the parties' confidentiality.30
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3

Utilizing the shared secret for secure applications also has its 

challenges. Some challenges may, for example, be that entropy sources 

(which generated the shared secret) may be unreliable or manipulatable, 

devices utilizing the shared secret may be faulty or malicious, random-

ness quality can be affected by external disturbances and environmental 5

changes, and ensuring compliance with standards and certification may 

be problematic.

Moreover, in some applications, the shared secret is used in 

random number generators (RNGs), to exploit deterministic randomness. 

However, in current RNGs, parties rarely have direct control over the pro-10

cess as said RNGs typically operate in the background without user in-

volvement. In such cases, unauthorized parties can attack and exploit 

RNGs for manipulation purposes, such as predicting outputs of the RNGs, 

thereby compromising security in applications. For example, in network 

communications, the RNGs can be triggered by messages originating 15

from external sources.

Furthermore, in current solutions, encryption keys are typi-

cally required to be stored in secure environments within the parties' de-

vices. Some examples of such secure environments include Trusted Exe-

cution Environment Operating System (TEEOS), Trusted Platform Module 20

(TPM), or Hardware Security Module (HSM). Such storage increases a risk 

of exposure of the encryption keys to physical attacks or malware on the 

devices.

Document US 7234058 B1 discloses group key management 

techniques that are applied to generating pair-wise keys for point-to-25

point secure communication applications. Nodes participating in a secure 

communication group each receive a group key and associated policy in-

formation. When a first node wishes to establish a secure point-to-point 

connection to a second node, the first node derives a pairwise key from 

the group key and policy information, for example, by hashing the group 30

key and information identifying the two nodes. As a result, a pairwise key 
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4

is generated without exchanging negotiation messages among the two 

nodes and without expensive asymmetric cryptographic computation ap-

proaches.

Document US 2015281185 A1 discloses a method for a key 

management service (KMS) to provide a conversation key over individu-5

ally established secure channels. The KMS establishes, with a first device, 

a first ephemerally secure communication channel over an unsecure net-

work. The KMS receives, over the first ephemerally secure communica-

tion channel, a first request for a conversation key. After obtaining the 

conversation key, the KMS transmits the conversation key to the first 10

device over the first ephemerally secure communication channel. The 

KMS establishes, with a second device, a second ephemerally secure 

communication channel over the unsecure network. The KMS receives, 

over the second ephemerally secure communication channel, a second 

request for the conversation key. The conversation key is transmitted to 15

the second device over the second ephemerally secure communication 

channel.

Document KRAWCZYK, H et al. “HMAC-based Extract-and-

Expand Key Derivation Function (HKDF).” INTERNET ENGINEERING TASK 

FORCE. RFC 5869; May 2010, discloses a simple Hashed Message 20

Authentication Code (HMAC)-based key derivation function (HKDF), 

which can be used as a building block in various protocols and 

applications. The key derivation function (KDF) is intended to support a 

wide range of applications and requirements, and is conservative in its 

use of cryptographic hash functions.25

Document BARKER, E “Guideline for Using Cryptographic 

Standards in the Federal Government: Cryptographic Mechanisms”. 

National Institute of Standards and Technology (NIST), NIST Special 

Publication 800-175B Revision 1, March 2020, discloses guidance to the 

Federal Government for using cryptography and NIST’s cryptographic 30

standards to protect sensitive but unclassified digitized information 
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5

during transmission and while in storage. The cryptographic methods and 

services to be used are discussed.  

Therefore, in light of the foregoing discussion, there exists a 

need to overcome the aforementioned drawbacks.

SUMMARY5

This summary is provided to introduce a selection of concepts 

in a simplified form that are further described below in the detailed 

description. This summary is not intended to identify key features or 

essential features of the claimed subject matter, nor is it intended to be 

used to limit the scope of the claimed subject matter.10

It is an objective to provide arrangements and methods for 

securely enabling group communications in a way that a shared secret 

between parties is processed securely, under the parties' control, to 

exploit trustworthy deterministic randomness. The arrangements and 

methods provide a quantum-resilient solution for cryptography. Other 15

objectives are to provide trust providers for securely enabling the group 

communications, and to provide clients for securely participating in the 

group communications.

It is also an objective to provide methods and arrangements 

for distributing shared secrets between parties in a way that only requires 20

reasonable complicatedness and computational capacity but is still secure 

enough to resist attacks of even the level that will become possible with 

quantum computers. A further objective is to provide a secure way of 

using symmetric cryptography on basis of preconditioned exchange of 

key-related information.25

According to a first aspect, there is provided an arrangement 

for securely enabling a group communication, the arrangement 

comprising at least one trust provider and a plurality of clients that are 

communicably coupled to each other and to their respective trust 

provider. The at least one trust provider is configured to: receive a 30
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6

request for establishing a session of the group communication, from a 

first client amongst the plurality of clients; generate a shared secret 

corresponding to the session, by executing a first random number 

generator, wherein the first random number generator is used as a source 

of true randomness to generate high entropy shared secret; digitally 5

encapsulate the shared secret in a plurality of versions, using respective 

ephemeral keys corresponding to the plurality of clients, the respective 

ephemeral keys being available with the at least one trust provider; and 

distribute a respective version amongst the plurality of versions of the 

shared secret, to a corresponding client amongst the plurality of clients, 10

prior to a start of the session. Each client amongst the plurality of clients 

is configured to: decapsulate the respective version of the shared secret, 

using their respective private key, wherein the respective private key 

used for decapsulation of the respective version of the shared secret at a 

client corresponds to the respective ephemeral key used for 15

encapsulation of the shared secret for said client; obtain an identification 

credential that is indicative of a user's authorization for using the shared 

secret, wherein the identification credential is to be used to provide a salt 

component, as an access/controlling means to get a salt from the trust 

provider or from the party which initiated the communication session, 20

resulting into the same salt component provided to each client amongst 

the plurality of clients; derive one or more crypto-products, by executing 

a second random number generator, wherein the shared secret and the 

salt component are used as inputs to the second random number 

generator; and employ the one or more crypto-products to encrypt 25

outgoing communication from said client, and decrypt incoming 

communication at said client, the incoming communication being received 

from at least one other client amongst the plurality of clients.

It should be appreciated that not all clients need to be 

communicably coupled to a same trust provider. The plurality of clients 30

can certainly be all connected to a same at least one trust provider or  
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7

some of the clients can be connected to a first trust provider while others 

are connected to a second trust provider. In a further example a first 

client is connected to a first trust provider and a second client is 

connected to a second trust provider.

According to an embodiment, when deriving the one or more 5

crypto-products, the shared secret is used as a seed component, and 

wherein each client is configured to: combine the seed component and 

the salt component using a first derivation function of the second random 

number generator, to derive a Pseudo-Random Key (PRK). 

Further optionally, hash the PRK using a nonce derivation 10

function, to derive a common nonce; and combine the PRK and contextual 

information associated with encryption, using a second derivation

function of the second random number generator, to derive an encryption 

key, wherein the encryption key and the common nonce are utilised for 

performing the encryption of the outgoing communication and the 15

decryption of the incoming communication.

Technical effect of calculating PRK as an intermediate key in 

memory protects the shared secret and crypto products. Since the PRK 

is calculated and stored into (protected secure) memory, then if this is 

revealed the attacker cannot go backwards to shared secret. An example 20

of a (first and/or second) derivation function is Key Derivation Function

(KDF).

According to an embodiment, the encryption key is 

dynamically re-computable without requiring its storage at said client.

According to an embodiment, each client is further configured 25

to: receive a start value (nonceStart) for stream nonce; and retrieve a 

group size value and a member index of said client, the group size value 

being equal to a number of clients in the plurality of clients,

wherein when encrypting the outgoing communication, said client is 

configured to: determine a stream sequence value for each data packet, 30

based on the start value for stream nonce, the group size value, the 
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8

member index, and a packet sequence number; define a stream nonce, 

based on the common nonce and the stream sequence value; create a 

cipher block with the encryption key; create an outgoing keystream with 

the cipher block and the stream nonce; combine each data packet with 

the outgoing keystream, using an exclusive OR (XOR) operation, to 5

generate encrypted data packets; and add the stream sequence value for 

each encrypted data packet into a header of said encrypted data packet, 

prior to transmitting said encrypted data packet.

As an example, when considering IPv4 and IPv6 related packet 

data communication a stream sequence value could be used. This way 10

shared secret can be distributed between N to N users or clients in IP 

connection with each other. This way an alternative way to implement for 

virtual private network (VPN) can be implemented for example by using 

TLS 1.3.

According to an embodiment, when decrypting the incoming 15

communication, said client is configured to: obtain the stream sequence 

value, from the header of each encrypted data packet that is received at 

said client; define the stream nonce, based on the common nonce and 

the stream sequence value; create a plaintext block with the encryption 

key; create an incoming keystream with the plaintext block and the 20

stream nonce, the incoming keystream being same as the outgoing 

keystream; and combine each encrypted data packet with the incoming 

keystream, using the XOR operation, to generate decrypted data packets.

According to an embodiment, the at least one trust provider is 

further configured to: detect when any one of the following occurs: a 25

duration of the session of the group communication exceeds a first 

predefined threshold, or a number of data packets exchanged during the 

group communication exceeds a second predefined threshold; generate 

a new shared secret corresponding to the session upon said detection, by 

executing the first random number generator; digitally encapsulate the 30

new shared secret in a plurality of new versions, using the respective 
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9

ephemeral keys corresponding to the plurality of clients; and distribute 

respective versions amongst the plurality of new versions of the shared 

secret to corresponding clients amongst the plurality of clients, during 

the session.

According to any of the preceding claims, wherein each client 5

is further configured to: detect when any one of the following occurs: a 

duration of the session of the group communication exceeds a first 

predefined threshold, or a number of data packets exchanged during the 

group communication exceeds a second predefined threshold; and 

refreshing at least one of: the shared secret or the salt component.10

According to an embodiment, each client amongst the plurality 

of clients is further configured to obfuscate the shared secret and the one 

or more crypto-products, upon an end of the session.

According to an embodiment, wherein when a next group 

communication is to be enabled amongst the plurality of clients, at least 15

one of: the shared secret, the salt component, is changed and distributed 

amongst the plurality of clients.

According to an embodiment, upon decapsulation of the 

respective version of the shared secret at each client, the shared secret 

is extracted into a programmatically protected memory, the 20

programmatically protected memory being one of: a segregated memory 

provided by Hardware Security Module (HSM), a secure enclave, a 

Trusted Platform Module (TPM), a secure element, or a guarded heap 

memory.

According to an embodiment, the identification credential is 25

obtained by at least one of: personal secret-based authentication, 

identity card-based authentication, cryptographic authentication, 

wireless communication-based authentication, token-based 

authentication, notification-based authentication, code-based 

authentication, digital identity-based authentication, biometric and/or 30

neural authentication, anti-spoofing authentication.

P
R

H
18

 -
12

- 
20

25
F

I2
02

55
07

4



10

According to an embodiment, the second random number 

generator employs a Deterministic Random Bit Generator (DRBG) 

algorithm when deriving the one or more crypto-products, the DRBG 

algorithm being one of: a counter mode DRBG (CTR-DRBG) algorithm, a 

Hash-based Message Authentication Code (HMAC)-based DRBG 5

algorithm, a HASH-DRBG algorithm.

According to an embodiment, the one or more crypto-products 

comprise at least one of: a symmetric key, an asymmetric key pair, one 

or more keys for encrypting and/or wrapping other key(s), a nonce value 

or initialization vector, a secure key from an identification credential, a 10

secure password, a derivative of the secure password, a session key, a 

one-time key, a pre-shared key (PSK) of a Transport Layer Security 

(TLS)-PSK model.

According to an embodiment, wherein the group 

communication is one of: a group audio call, a group conference call, a 15

group video call, a group chat, a group email conversation, a group 

workspace communication, a group broadcast or a group network. An 

additional group communication case is a packet data session. In that 

regards an embodiment comprises securing data packets in a 

communication session such as IPv4 or IPv6 based communication 20

session. The communication session can be considered to be any data 

transfer between two or more entities. 

According to a second aspect, there is provided a trust 

provider for securely enabling a group communication between a plurality 

of clients, the trust provider being communicably coupled to at least one 25

client of the plurality of clients, wherein the trust provider is configured 

to: receive a request for establishing a session of the group 

communication, from a first client amongst the plurality of clients; 

generate a shared secret corresponding to the session, by executing a 

first random number generator, wherein the first random number 30

generator is used as a source of true randomness to generate high 
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11

entropy shared secret; digitally encapsulate the shared secret in a 

plurality of versions, using respective ephemeral keys corresponding to 

the plurality of clients, one or more of the respective ephemeral keys 

being available with the trust provider; and distribute a respective version 

amongst the plurality of versions of the shared secret, to a corresponding 5

client amongst the plurality of clients, prior to a start of the session,

wherein the respective version of the shared secret is decapsulated at 

each client amongst the plurality of clients, using a respective private 

key, wherein the respective private key used for decapsulation of the 

respective version of the shared secret at a client corresponds to the 10

respective ephemeral key used for encapsulation of the shared secret for 

said client, the shared secret is used at each client to derive one or more 

crypto-products by executing a second random number generator, and 

the one or more crypto-products are employed at each client to encrypt 

outgoing communication from said client, and to decrypt incoming 15

communication at said client. As an example, the trust provider (such as 

a first trust provider) can be coupled to all of the plurality of clients, or it 

can serve a subset of the clients. In the latter scenario, rest of the clients 

are coupled to another trust provider (such as to a second trust provider). 

In a further example a first client is coupled to a first trust provider and 20

a second client is coupled to a second trust provider.

According to a third aspect, there is provided a client for 

securely participating in a group communication, the client being 

communicably coupled to a trust provider and at least one other client. 

The client is configured to: decapsulate a respective version of a shared 25

secret, using a respective private key, the respective version being 

received from the trust provider prior to a start of a session of the group 

communication, wherein the shared secret is generated by the trust 

provider using a first random number generator, wherein the respective 

private key used for decapsulation of the respective version of the shared 30

secret at a client corresponds to the respective ephemeral key used for 

P
R

H
18

 -
12

- 
20

25
F

I2
02

55
07

4



12

encapsulation of the shared secret for said client; obtain an identification 

credential that is indicative of a user's authorization for using the shared 

secret, wherein the identification credential is  used to provide a salt 

component, as an access/controlling means to get a salt from the trust 

provider or from the party which initiated the communication session, 5

resulting into the same salt component provided to each client amongst 

the plurality of clients; derive one or more crypto-products, by executing 

a second random number generator, wherein the shared secret and the 

salt component are used as inputs to the second random number 

generator; and employ the one or more crypto-products to encrypt 10

outgoing communication from said client, and decrypt incoming 

communication at said client, the incoming communication being received 

from  at least one other client.

According to a fourth aspect, there is provided a method for 

securely enabling a group communication, the method being 15

implemented by an arrangement comprising at least one trust provider 

and a plurality of clients that are communicably coupled to each other 

and their respective trust provider. The method comprises: receiving, at 

the at least one trust provider, a request for establishing a session of the 

group communication, from a first client amongst the plurality of clients; 20

generating a shared secret corresponding to the session, at the at least 

one trust provider, by executing a first random number generator, 

wherein the first random number generator is used as a source of true 

randomness to generate high entropy shared secret; digitally 

encapsulating the shared secret in a plurality of versions, at the at least 25

one trust provider, using respective ephemeral keys corresponding to the 

plurality of clients, the respective ephemeral keys being available with 

the at least one trust provider; distributing a respective version amongst 

the plurality of versions of the shared secret, from the at least one trust 

provider to a corresponding client amongst the plurality of clients, prior 30

to a start of the session; decapsulating the respective version of the 
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13

shared secret, at each client amongst the plurality of clients, using a 

respective private key, wherein the respective private key used for 

decapsulation of the respective version of the shared secret at a client 

corresponds to the respective ephemeral key used for encapsulation of 

the shared secret for said client; obtaining an identification credential that 5

is indicative of a user's authorization for using the shared secret, at each 

client, wherein the identification credential is used to provide a salt 

component, as an access/controlling means to get a salt from the trust 

provider or from the party which initiated the communication session, 

resulting into the same salt component provided to each client amongst 10

the plurality of clients; deriving one or more crypto-products at each 

client, by executing a second random number generator, wherein the 

shared secret and the salt component are used as inputs to the second 

random number generator; and employing the one or more crypto-

products, at each client, for encrypting outgoing communication from said 15

client, and decrypting incoming communication at said client, the 

incoming communication being received from at least one other client 

amongst the plurality of clients.

According to an embodiment, at the step of deriving the one 

or more crypto-products at each client, the shared secret is used as a 20

seed component, and wherein the step of deriving the one or more 

crypto-products comprises: combining the seed component and the salt 

component using a first derivation function  of the second random 

number generator, to derive a Pseudo-Random Key (PRK). 

Further optionally the method comprises hashing the PRK 25

using a nonce derivation function, for deriving a common nonce; and

combining the PRK and contextual information associated with 

encryption, using a second derivation function of the second random 

number generator, for deriving an encryption key;
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wherein the encryption key and the common nonce are utilised for 

performing the encryption of the outgoing communication and the 

decryption of the incoming communication.

An example of derivation functions is a key derivation function (KDF).

According to an embodiment, the method further comprising 5

dynamically re-computing the encryption key, without requiring its 

storage at said client.

According to an embodiment, the step of employing the one 

or more crypto-products, at each client, for encrypting the outgoing 

communication from said client comprises: receiving a start value 10

(nonceStart) for stream nonce; retrieving a group size value and a 

member index of said client, the group size value being equal to a number 

of clients in the plurality of clients; determining a stream sequence value 

for each data packet, based on the start value for stream nonce, the 

group size value, the member index, and a packet sequence number;15

defining a stream nonce, based on the common nonce and the stream 

sequence value; creating a cipher block with the encryption key; creating 

an outgoing keystream with the cipher block and the stream nonce;

combining each data packet with the outgoing keystream, using an 

exclusive OR (XOR) operation, for generating encrypted data packets; 20

and adding the stream sequence value for each encrypted data packet 

into a header of said encrypted data packet, prior to transmitting said 

encrypted data packet.

According to an embodiment, the step of employing the one 

or more crypto-products, at each client, for decrypting the incoming 25

communication at said client comprises: obtaining the stream sequence 

value, from the header of each encrypted data packet that is received at 

said client; defining the stream nonce, based on the common nonce and 

the stream sequence value; creating a plaintext block with the encryption 

key; creating an incoming keystream with the plaintext block and the 30

stream nonce, the incoming keystream being same as the outgoing 
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keystream; and combining each encrypted data packet with the incoming 

keystream, using the XOR operation, for generating decrypted data 

packets.

According to an embodiment, the method further comprises: 

detecting, at the at least one trust provider, when any one of the following 5

occurs: a duration of the session of the group communication exceeds a 

first predefined threshold, or a number of data packets exchanged during 

the group communication exceeds a second predefined threshold;

generating a new shared secret corresponding to the session upon said 

detection, by executing the first random number generator; digitally 10

encapsulating the new shared secret in a plurality of new versions, using 

the respective ephemeral keys corresponding to the plurality of clients; 

and distributing respective versions amongst the plurality of new versions 

of the shared secret to corresponding clients amongst the plurality of 

clients, during the session.15

According to an embodiment, the method further comprises:

detecting, at each client, when any one of the following occurs: a duration 

of the session of the group communication exceeds a first predefined 

threshold, or a number of data packets exchanged during the group 

communication exceeds a second predefined threshold; and refreshing at 20

least one of: the shared secret or the salt component.

According to an embodiment, the method further comprises

obfuscating the shared secret and the one or more crypto-products, at 

each client, upon an end of the session.

According to an embodiment, wherein when a next group 25

communication is to be enabled amongst the plurality of clients, the 

method further comprises changing and distributing amongst the plurality 

of clients, at least one of: the shared secret,  the salt component.

According to a fifth aspect, there is provided a computer 

program product comprising at least one non-transitory machine-30

readable data storage medium having stored thereon one or more sets 
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of one or more machine-executable instructions that are configured to, 

when executed by one or more processors, cause the execution of a 

method according to the fourth aspect.

The present disclosure also provides an arrangement for 

distributing a shared secret among clients. The arrangement is configured 5

to, in response to receiving a first request from a first client, generate a 

first ephemeral key and one or more further ephemeral keys, and to 

digitally encapsulate the shared secret in a first version and one or more 

further versions using a key encapsulation mechanism. Said first version 

is the shared secret encapsulated with the first ephemeral key and 10

subject to decapsulation with a first private key, a paired public key of 

which is known to the arrangement as being a public key of the first client. 

Each said further version is the shared secret encapsulated with a 

respective one of said one or more further ephemeral keys and subject 

to decapsulation with a respective further private key, a paired public key 15

of which is known to the arrangement as being a public key of a 

respective further client. The arrangement is configured to store said first 

and said one or more further versions in association with a common 

identifier, and to respond to receiving a second request from one of said 

first or further clients identifiable as a holder of one of said first or further 20

private keys, said second request referring said common identifier, by 

transmitting that of said first or further versions that is subject to 

decapsulation with the private key, the paired public key of which is 

known to the arrangement as being a public key of said one of said first 

or further clients.25

According to an embodiment, the arrangement is configured 

to generate said one or more further ephemeral keys in association with 

respective client identifiers revealed by said first request. This involves at 

least the advantage that in the continuation, the encapsulated versions 

will be identifiable and possible to associate with each respective client.30
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According to an embodiment, the arrangement comprises a 

hardened true random number generator subsystem configured to 

generate said shared secret. This involves at least the advantage that 

highest possible entropy and security of the shared secret can be 

ensured.5

According to an embodiment, the arrangement is configured 

to transmit said first version to said first client in a response transmission 

responding to said first request. This involves at least the advantage that 

the initiator client can be given large freedom concerning how to handle 

the shared secret in the continuation.10

According to an embodiment, the arrangement is configured 

to use a value received in said first request as said shared secret. This 

involves at least the advantage that the operation of the arrangement 

can be adapted to the handling of shared secrets in a very versatile way.

According to an embodiment, the arrangement is configured 15

to generate said common identifier as a cryptoproduct derived from said 

shared secret. This involves at least the advantage that the generation of 

additional digital data can be kept at minimum.

According to an embodiment, the arrangement is configured 

to use said shared secret or a cryptoproduct derived therefrom as an 20

encryption key to encrypt digital data received from the first client, store 

the encrypted digital data in association with said common identifier, and 

respond to receiving said second request from said one of said further 

clients by transmitting the encrypted digital data to said one of said 

further clients. This involves at least the advantage that the arrangement 25

can be used to securely store, forward, and play back digital data for the 

needs of clients.

The present disclosure also provides a method for distributing 

a shared secret among clients. The method comprises, in response to 

receiving a first request from a first client, generating a first ephemeral 30

key and one or more further ephemeral keys. The method comprises 

P
R

H
18

 -
12

- 
20

25
F

I2
02

55
07

4



18

digitally encapsulating the shared secret in a first version and one or more 

further versions using a key encapsulation mechanism. Said first version 

is the shared secret encapsulated with the first ephemeral key and 

subject to decapsulation with a first private key, a paired public key of 

which is known to the arrangement as being a public key of the first client. 5

Each said further version is the shared secret encapsulated with a 

respective one of said one or more further ephemeral keys and subject 

to decapsulation with a respective further private key, a paired public key 

of which is known to the arrangement as being a public key of a 

respective further client. The method comprises storing said first and said 10

one or more further versions in association with a common identifier, and 

responding to receiving a second request from one of said first or further 

clients identifiable as a holder of one of said first or further private keys, 

said second request referring said common identifier, by transmitting that 

of said first or further versions that is subject to decapsulation with the 15

private key, the paired public key of which is known to the arrangement 

as being a public key of said one of said first or further clients.

According to an embodiment, the generating of said one or 

more further ephemeral keys takes place in association with respective 

client identifiers revealed by said first request. This involves at least the 20

advantage that in the continuation, the encapsulated versions will be 

identifiable and possible to associate with each respective client.

According to an embodiment, the method comprises 

generating said shared secret in a hardened true random number 

generator subsystem. This involves at least the advantage that highest 25

possible entropy and security of the shared secret can be ensured.

According to an embodiment, said first version is transmitted 

to said first client in a response transmission responding to said first 

request. This involves at least the advantage that the initiator client can 

be given large freedom concerning how to handle the shared secret in 30

the continuation.
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According to an embodiment, a value received in said first 

request is used as said shared secret. This involves at least the advantage 

that the operation of the arrangement can be adapted to the handling of 

shared secrets in a very versatile way.

According to an embodiment, the method comprised 5

generating said common identifier as a cryptoproduct derived from said 

shared secret. This involves at least the advantage that the generation of 

additional digital data can be kept at minimum.

According to an embodiment, the method comprises using said 

shared secret or a cryptoproduct derived therefrom as an encryption key 10

to encrypt digital data received from the first client, storing the encrypted 

digital data in association with said common identifier, and responding to 

receiving said second request from said one of said further clients by 

transmitting the encrypted digital data to said one of said further clients. 

This involves at least the advantage that the arrangement can be used 15

to securely store, forward, and play back digital data for the needs of 

clients.

The present disclosure also provides a computer program 

product comprising one or more sets of one or more machine-executable 

instructions that are configured to, when executed by one or more 20

processors, make said one or more processors execute a method of for 

distributing a shared secret among clients, as described above.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings:25

Fig. 1 illustrates a sequence of events between two clients and 

a trusted third party, for exchange of transmissions and execution of 

some operations in an arrangement for distributing a shared secret 

among clients, 
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Fig. 2 illustrates another sequence of events between two 

clients and a trusted third party, for exchange of transmissions and 

execution of some operations in an arrangement for distributing a shared 

secret among clients,

Fig. 3 illustrates a method executed by some functional units 5

at an arrangement operated as the trust provider in a sequence of events 

like those in figs. 1 and 2,

Fig. 4 illustrates yet another sequence of events between 

clients and a trusted third party, for exchange of transmissions and 

execution of some operations in an arrangement for distributing a shared 10

secret among clients,

Fig. 5 illustrates still another sequence of events between 

clients and a trusted third party, for exchange of transmissions and 

execution of some operations in an arrangement for distributing a shared 

secret among clients, 15

Fig. 6 illustrates yet another sequence of events between 

clients and a trusted third party, for exchange of transmissions and 

execution of some operations in an arrangement for distributing a shared 

secret among clients,

Fig. 7 illustrates still another sequence of events between 20

clients and a trusted third party, for exchange of transmissions and 

execution of some operations in an arrangement for distributing a shared 

secret among clients,

Fig. 8 illustrates an arrangement for enabling a group 

communication,25

Fig. 9 illustrates an example of how each client in the group 

communication may use a shared secret to derive one or more crypto-

products, and

Fig. 10 illustrates steps of a method for securely enabling the 

group communication, in accordance with one or more embodiments of 30

the present disclosure.
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DETAILED DESCRIPTION

In the following description, reference is made to the 

accompanying drawings, which form part of the disclosure, and in which 

are shown, by way of illustration, specific aspects in which the present 

disclosure may be placed. It is understood that other aspects may be 5

utilised, and structural or logical changes may be made without departing 

from the scope of the present disclosure. The following detailed 

description, therefore, is not to be taken in a limiting sense, as the scope 

of the present disclosure is defined by the appended claims. 

For instance, it is understood that a disclosure in connection 10

with a described method may also hold true for a corresponding device 

or system configured to perform the method and vice versa. For example, 

if a specific method step is described, a corresponding device may include 

a unit to perform the described method step, even if such unit is not 

explicitly described or illustrated in the figures. On the other hand, for 15

example, if a specific apparatus is described based on functional units, a 

corresponding method may include a step performing the described 

functionality, even if such step is not explicitly described or illustrated in 

the figures. Further, it is understood that the features of the various 

example aspects described herein may be combined with each other, 20

unless specifically noted otherwise.

Concerning terminology, in this description the term 

cryptoproduct (or crypto-product) means the output of a cryptographic 

operation. Examples of cryptoproducts include but are not limited to 

encryption keys, sets of keys, certificates, and digital signatures.25

Cryptographic operations (or crypto-operations for short) can in many 

cases be further characterised as either encrypting operations or 

decrypting operations.

Fig. 1 illustrates the exchange of transmissions and execution 

of some operations in an arrangement for distributing a shared secret 30

among clients. In Fig. 1 it is assumed that there are at least two clients 
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A and B who would benefit from getting hold of a common shared secret. 

There may be more clients C, D, … with the same intentions. The parties 

that are called clients may be client devices that are operated by human 

users, or may be human users, in which case the operations described in 

the following take place in respective user devices operated by their 5

human users. Yet further option is that the clients are bots and/or robots, 

meaning artificial intelligence powered non-human actors or agents that 

operate under authorization of a human user. In this regard, when any 

client is described to perform any processing step, it will be appreciated 

that said processing step is performed by a client device or a user device. 10

The client device is a device acting as a client in a client-server 

architecture, meaning that it interacts with a server or a centralized 

system to request or consume services or data. Examples of the client 

devices include, but are not limited to, computing devices (such as 

desktop computers, laptop computers, tablet computers, and similar), 15

smartphones, Internet of Things (IoT) devices, gaming devices, media 

devices, streaming devices, and industrial and enterprise devices (such 

as workstations). Additionally, or alternatively, at least some of the 

clients may be independently operating electronic devices, examples of 

which include but are not limited to node devices of a communications 20

network, sensor devices of a sensor network, and devices operating as a 

part of a building automation network. As a difference to user devices, 

independently operating electronic devices operate without direct user 

interaction, executing one or more computer programs stored therein 

and/or at their disposal. As a further example, at least some of the clients 25

may be software processes executing in some execution environment 

that may be centralized or distributed.

Concerning the following description of Figs 1-7, it is not 

important what purpose the shared secret is to be used for, but as an 

illustrative and non-limiting example it could be used as a cryptographic 30

key (or, as a seed for deriving a cryptographic key) for use in further 
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communications protected with symmetric encryption between the 

clients. While both symmetric and asymmetric encryption involve their 

respective advantages, symmetric encryption is more preferable for use 

in devices that only have limited amounts of power and/or computational 

capacity because it consumes less these resources. 5

In addition to the clients, fig. 1 illustrates a party called a trust 

provider. The trust provider is, as the name suggests, a party that can 

be trusted, for example, to reliably identify clients that communicate with 

it and to produce random numbers of high entropy. The trust provider is 

typically a party who maintains and operates a server or an arrangement 10

of linked servers that have been objectively and impartially evaluated and 

certified for secure operation. The trust provider may also be any device 

which can perform computations in a secure manner. For example, 

devices having Trusted Execution Environments (TEEs), hardware 

security modules (HSMs), secure enclaves, and similar, may be employed 15

as a trust provider in the embodiments disclosed herein. When the trust 

provider is described to perform any processing step, it will be 

appreciated that said processing step is performed by said server or said 

arrangement of linked servers. In other words, the trust provider can be 

understood to be at least one server that has been objectively and 20

impartially evaluated and certified for secure operation. The trust 

provider can be implemented as a single server or as a plurality of servers 

which are communicably coupled to each other. A digital certificate issued 

by the trust provider can be relied upon as a proof of the respective piece 

of digital information being authentic and having unchallenged integrity. 25

At the first step shown in fig. 1, the trust provider receives a 

request 101 from the client marked as client A in fig. 1. The request 101 

contains some kind of an indication that client A wants to establish a 

secret that is to be shared between them and at least one other client B, 

(C, D…). The request 101 may also be assumed to contain identifier(s) of 30

the other client(s) with which the secret is to be shared. This is not 
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necessary in all cases, however. One may also imagine cases where a 

client A asks the trust provider to establish a secret to be shared with 

other client(s) B, (C, D…) so routinely that already the reception of the 

request 101 tells the trust provider, which other client(s) should be 

involved.5

In response to receiving the request 101, the trust provider 

generates a shared secret at step 102. Preferably, the trust provider uses 

a certified source of true randomness for generating the shared secret at 

step 102. Examples of suitable sources of true randomness include, but 

are not limited to, specialized hardware known as hardware random 10

number generators (HRNG), true random number generators (TRNG), 

non-deterministic random bit generators (NRBG), or physical random 

number generators. Physical phenomena that may serve as sources of 

randomness include, but are not limited to, electrical noise, chained free-

running oscillators, nuclear decay, shot noise, and quantum optical 15

phenomena.

Step 103 in fig. represents digitally encapsulating the shared 

secret using a key encapsulation mechanism. Here, it is assumed that an 

intended recipient possesses a key pair consisting of a private key and 

the corresponding public key. Usually designated with the acronym KEM, 20

according to a general definition a key encapsulation mechanism allows 

a sender who knows the public key of the intended recipient to 

simultaneously generate a short random secret key and an encapsulation 

or ciphertext of the secret key by the KEM's encapsulation algorithm. The 

recipient who knows the private key corresponding to the public key can 25

recover the same random secret key from the encapsulation by the KEM's 

decapsulation algorithm. In the present context, the shared secret 

generated at step 102 is considered as the “random secret key” in the 

general definition of a KEM.

In particular, at step 103 the trust provider encapsulates the 30

shared secret in a first version and one or more further versions. The first 
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version is the shared secret encapsulated so that it is subject to 

decapsulation with a private key held by client A. Each further version is 

the shared secret encapsulated so that it is subject to decapsulation with 

a respective private key held by one of the other clients B, (C, D,…). 

At the next step in fig. 1, the trust provider transmits a 5

response 104 to client A. In this embodiment, the trust provider transmits 

the first version mentioned above to client A in the response 104. In other 

words, the response 104 responds to the request 101 that the trust 

provider received from client A earlier and delivers the shared secret 

generated at step 102 to client A in an encapsulated form that client A is 10

able to decapsulate with a private key known to client A.

At the next step in fig. 1, client A sends an invitation 105 to 

the other client B who they wish to get hold of the same shared secret. 

If there are several such other clients B, C, D,…, client A sends a 

respective invitation to each one of them. The purpose of the invitation 15

105 is to make the other client(s) aware that there is a respective 

encapsulated version of the shared secret waiting for them at the trust 

provider. Exact ways in which this information is conveyed to the other 

client(s) are described in more detail later in this text. In general, we may 

assume that a common identifier exists that identifies all encapsulated 20

versions of the shared secret at the trust provider.

At the next step in fig. 1, client B sends what can be called 

here a second request 106 to the trust provider. Essentially, with the 

second request 106 client B asks to get the respective encapsulated 

version of the shared secret. If other clients C, D,… also received an 25

invitation from client A, they too may send their respective second 

requests to the trust provider. Every client who sends requests to the 

trust provider should authenticate themselves to the trust provider and 

be capable of making reference to the shared secret that is to be 

distributed. Advantageous ways in which such reference can be made are 30

described in detail later in this text.
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At the last step shown in fig. 1, the trust provider responds to 

the second request 106 with a further response 107, in which the trust 

provider transmits one of the further versions of the encapsulated shared 

secret. The trust provider knows who was the client from which it received 

the second request 106, so the version included in the further response 5

107 is the one that is subject to decapsulation with the private key held 

by the originator of the second request 106.

Fig. 2 shows another embodiment of the exchange of 

transmissions and execution of some operations in an arrangement for 

distributing a shared secret among clients. The parties shown are the 10

same as in fig. 1. As a difference to the embodiment of fig. 1, in fig. 2 

the shared secret is not generated by the trust provider but by the client 

that was called client A in the description of fig. 1. The step of generating 

the shared secret is shown with reference designator 201 in fig. 2. 

While there occurs the transmission of the so-called first 15

request 202 from client A to the trust provider also in fig. 2, there is the 

difference that in fig. 2 the indication included in the first request 202 

that client A wants to establish a secret (that is to be shared) actually 

contains the shared secret itself. Step 103 is the same as the similarly 

designated step in fig. 1 and involves the trust provider digitally 20

encapsulating the shared secret in a first version and one or more further 

versions, using a key encapsulation mechanism. Similar to fig. 1, the first 

version is subject to decapsulation with a private key held by client A. 

Each further version is subject to decapsulation with a respective further 

private key held by respective one of the other client(s) B, (C, D,…).25

At the next step in fig. 2, the trust provider transmits a 

response 203 to client A. In this embodiment, the trust provider may 

transmit the first version mentioned above to client A in the response 

203, but this is not obligatory as client A knows the shared secret already 

(because they generated it themselves at step 201). In any case, the 30

response 203 responds to the request 202 that the trust provider received 
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from client A earlier and may also deliver the shared secret generated at 

step 201 to client A in an encapsulated form that client A is able to 

decapsulate with a private key known to client A. At least, the response 

203 is a confirmation for client A that the further encapsulated versions 

of the shared secret are ready at the trust provider, waiting for the other 5

client(s) B, (C, D,…).

The invitation(s) 105 transmitted by client A, the request(s) 

106 transmitted by the other client(s), and the response(s) 107 by the 

trust provider are the same as in the embodiment of fig. 1 above, as 

indicated by the same reference designators.10

Fig. 3 illustrates some functional units and their operation at 

an arrangement operated as the trust provider in a sequence of events 

like those in figs. 1 and 2. The arrangement may comprise a so-called 

hardened true random generator subsystem 301 that is configured to 

generate shared secrets of maximal entropy. An advantage of having a 15

hardened true random generator subsystem 301 in (or at least at the 

disposal of) the trust provider is that the generation of shared secret is 

not prone to hacking in some way that may be possible if one had to rely 

upon a random number generator operating in a user device of unknown 

(or not completely known) origin. If the arrangement is to be used only 20

for operation in accordance with fig. 2, the hardened true random 

generator subsystem 301 is naturally not needed, at least not for the 

purpose described here, as the shared secret will then always come from 

the client initiating the distribution of the shared secret.

A shared secret generated by the hardened true random 25

generator subsystem 301 is shown with reference designator 302 in fig. 

3. The shared secret 302 may be called a strong one due to the 

guaranteed security of and high entropy associated with the hardened 

true random generator subsystem 301. If operation according to fig. 2 is 

considered, there is only the difference that the arrangement would 30
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receive the shared secret in a request from the initiating client and not 

generate it by itself.

Block 303 in fig. 3 represents the generation of a common 

identifier, called the DATA-ID 304, using the shared secret 302 as input 

data. Generating the DATA-ID 304 in block 303 may involve calculating 5

a hash or otherwise generating a cryptoproduct that has a one-to-one 

correspondence to the shared secret 302. The method used in block 303 

should be cryptographically unidirectional, meaning that from a 

generated DATA-ID 304 it is impossible to go backwards or find out the 

shared secret 302. Many widely used hashing methods have this 10

characteristic, for which reason block 303 is marked as a hash in fig. 3.

The arrangement comprises a key generator 305, the purpose 

of which is to generate the keys to be used in encapsulating the shared 

secret. As many keys for encapsulating should be generated as there are 

clients among which the shared secret is to be distributed. Additionally, 15

it is important to generate the keys for encapsulating so that each 

encapsulated version of the shared secret is subject to decapsulation with 

a private key held by the client for which that version is meant. 

In fig. 3, it is assumed that there are N clients, where N is a 

positive integer equal to or larger than 2, among which the shared secret 20

is to be distributed. It is further assumed that user identifiers (UID’s) 

306, 307, and 308 of those clients are known to the key generator 305. 

Knowing the user identifiers 306, 307, and 308 of the clients enables the 

arrangement of fig. 3 to find out at least one respective public key of each 

client. When a public key of a client is known, the arrangement knows 25

that a corresponding paired private kay is held by the same client. The 

key generator 305 may then generate the keys for use in the 

encapsulating process so that each encapsulated version of the shared 

secret will be subject to decapsulation with the private key, the paired 

public key of which is known to the arrangement of fig. 3.30
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The keys for use in the encapsulation are shown with reference 

designators 309, 310, and 311 in fig. 3. For reasons described in more 

detail later, these keys are called ephemeral keys 309, 310, and 311. The 

first ephemeral key 309 is conceptually associated with the first user 

identifier 306, the second ephemeral key 310 is conceptually associated 5

with the second user identifier 307, and so on.

Reference designator 312 shows the encapsulator functionality 

in the arrangement. As already indicated above, the encapsulator 

functionality 312 is configured to digitally encapsulate the shared secret 

302 in a first version 313 and one or more further versions 314 and 315, 10

each time with the respective one of the ephemeral keys 309, 310, and 

311. As the shared secret may be called by the acronym SS, each i:th 

encapsulated version thereof may be designated 

ENC(SS) #i, where 

i  [1,…,N]. 15

Each i:th encapsulated version 313, 314, and 315 is subject to 

decapsulation with a private key, a corresponding public key of which is 

known to the arrangement as being a public key of the respective i:th 

client.

As shown with reference designator 316, the arrangement is 20

configured to store the first version 313 and the one or more further 

versions 314 and 315 in association with the common identifier or DATA-

ID 304. It is possible but not mandatory that each stored version is also 

separately identifiable by the associated user identifier 306, 307, or 308. 

An association to a user identifier of an i:th client means that the i:th 25

stored encapsulated version of the shared secret is known to be subject 

to decapsulation with a private key, the corresponding paired public key 

of which is known to be a public key of the i:th client.

Above in the description of figs. 1 and 2 it was explained how 

the trust provider transmits its response 104 or 203, respectively, to 30

client A. As also explained already, whether this response contains the 
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encapsulated version 313 that is subject decapsulation with a private key 

held by client A depends on whether the shared secret 302 was generated 

by the trust provider (as in fig. 1) or by client A themselves (as in fig. 2). 

The same applies to the common identifier or DATA-ID 304. If the 

operation proceeded as in fig. 1, also the DATA-ID 304 was only 5

generated for the first time by the trust provider and needs to be 

transmitted to client A in the response 104. If, however, the operation 

proceeded as in fig. 2, client A could have generated also the DATA-ID 

and transmitted it to the trust provider already in the first request 202. 

Alternatively, if the algorithm used to generate the DATA-ID is known to 10

both client A and the trust provider, they can generate the same DATA-

ID 304 independently. In these latter cases, the trust provider does not 

need to transmit the DATA-ID to client A in the response 203.

When the arrangement then receives the so-called second 

request 106 from one of the further clients, it may note that the originator 15

of the request is identifiable as a holder of one of the further private keys. 

Here, the further private keys are those that the arrangement knows to 

enable their holders to decapsulate a corresponding encapsulated version 

of the shared secret. Advantageously, the arrangement requires the 

originator of each such second request to authenticate themselves using 20

a strong and reliable authentication mechanism before responding to the 

respective second request. Each such second request should also refer to 

the common identifier or DATA-ID 304. Hence, the arrangement knows 

to respond to the second request by transmitting that of further versions 

314 or 315 that is subject to decapsulation with the private key, the 25

paired public key of which is known to the arrangement as being a public 

key of the respective one of said further clients.

Above it was pointed out that it is possible but not mandatory 

that each stored version 313, 314, and 315 of the encapsulated shared 

secret is also separately identifiable by the associated user identifier 306, 30

307, or 308. If the stored versions are not identifiable by the associated 
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user identifier, the trust provider cannot know, which of them it should 

transmit to the originator of the second request. It is possible, however, 

that the trust provider simply transmits every version in its response to 

the second request. It remains then the responsibility of the client 

receiving the bunch of versions to try decapsulating each of them in turn 5

with their appropriate private key. The decapsulation will only succeed in 

the case of the correct version.

As a special case, the arrangement may receive a request like 

the one called the second request above also from client A. It may 

happen, for example, that client A has somehow lost their previously 10

obtained copy of the shared secret and must ask the trust provider to 

transmit it anew. The arrangement should respond to such an exceptional 

second request similarly as it responds to the actual second requests, i.e. 

by transmitting the first encapsulated version 313 that is subject to 

decapsulation with the private key, the paired public key of which is 15

known to the arrangement as being a public key of client A. What was 

said above about the trust provider possibly transmitting all versions of 

the encapsulated shared secret in response to a second request, applies 

also here.

An obfuscator functionality 317 is shown in fig. 3 as an 20

advantageous further feature of the arrangement. The arrangement may 

be configured to permanently obfuscate the plaintext form of the shared 

secret 302, as well as the ephemeral keys 309, 310, and 311 after using 

them for the generation of the encapsulated versions 313, 314, and 315, 

respectively. In such a case, even if the arrangement has the 25

encapsulated versions 313, 314, and 315 stored as indicated with 

reference designator 316, it cannot even itself later find out the plaintext 

form of the shared secret 302. This provides an additional layer of 

security in case the security measures of the trust provider’s arrangement 

were later successfully penetrated by an unauthorized party who tried to 30

gain access to the previously distributed shared secrets of clients. Yet, 
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any of the clients among which the shared secret was originally 

distributed can download their dedicated encapsulated version of the 

shared secret also at any later moment, for decapsulating with their 

respective private key.

Fig. 4 shows another embodiment of the exchange of 5

transmissions and execution of some operations in an arrangement for 

distributing a shared secret among clients. The parties shown are the 

same as in figs. 1 and 2, and the shared secret is generated by the trust 

provider like in fig. 1. As a difference to the embodiments of figs. 1 and 

2, in fig. 4 the initiator of communications, i.e. client A, has already some 10

data that they wish to be transmitted to client(s) B, (C, D,…) in a 

cryptographically protected way. When, how, or where such data actually 

originated is immaterial to the following description, but for the sake of 

example fig. 4 shows the generation of the data as step 401.

Similar to figs. 1 and 2, the arrangement of the trust provider 15

receives a first request 402 from client A. The communications connection 

between client A and the trust provider is assumed to be 

cryptographically protected (irrespective of the actual method used) and 

the trust provider is assumed to have required client A to use a strong 

authentication method, so this initial transaction should involve a 20

reasonable level of security against any unauthorized access to the data 

by third parties. 

The generation of a shared secret by the trust provider at step 

102 takes place in the same way as in fig. 1. At step 403, the trust 

provider uses the shared secret (or a further cryptoproduct derived 25

therefrom) as an encryption key to encrypt the data it received from 

client A.

Client A may have also transmitted a common identifier called 

DATA-ID in the first request 402. Alternatively, the arrangement of the 

trust provider may have calculated a DATA-ID from the received data 30

already before step 403. In any case, a common identifier DATA-ID may 

P
R

H
18

 -
12

- 
20

25
F

I2
02

55
07

4



33

be either generated or updated at step 404. As a non-limiting example, 

the DATA-ID formed at step 404 may be a hash or other cryptoproduct

derived from the shared secret that the arrangement generated at step 

102.

Encapsulating the shared secret at step 103 takes place in the 5

same way as in figs. 1 and 2 (for details, see fig. 3 and its associated 

description). As a difference to figs. 1 to 3, the arrangement of the trust 

provider is configured to store also the encrypted data (and not only the 

encapsulated versions of the shared secret) in association with the 

common identifier DATA-ID. Thus, after the completion of steps 102 –10

103 in fig. 4, the common identifier DATA-ID may be considered as a kind 

of pointer in the arrangement of the trust provider, pointing to a 

dedicated data storage where the encrypted data and the encapsulated 

versions of the shared secret are waiting to be distributed to the clients 

that are to communicate with each other. Indeed, the dedicated data 15

storage is a part of trust provider architecture. The dedicated data 

storage of the trust provider can be used to store all or some of the 

encrypted data and the encapsulated versions of the shared secret. This 

way said data and encapsulated versions of the shared secrets can be 

arranged to be waiting to be distributed to the clients that are to start a 20

communication session with each others.

The response 405 from the trust provider to client A contains 

at least an acknowledgement that the trust provider has completed steps 

102 – 103, as well as the (updated) common identifier DATA-ID. It may 

also contain the first version of the encapsulated shared secret (i.e. the 25

one subject to decapsulation with a private key of client A) and/or the 

encrypted data that the arrangement of the trust provider generated at 

step 403. Transmitting the encrypted data back to client A at this point 

is not necessary, as client A possesses the data already as a result of 

having generated it themselves at step 401. Also, transmitting the 30

encapsulated shared secret to client A is only necessary if client A needs 
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the shared secret for some further use, like for such communications 

between client(s) B, (C, D,…) that are not shown in fig. 4.

Client A transmits an invitation 406 to client(s) B, (C, D,…). 

The invitation 406 contains at least the common identifier DATA-ID in the 

(updated) form in which client A received it from the trust provider in the 5

first response 405. Equipped with knowledge of the common identifier 

DATA-ID, any of clients B, C, D,… who received the invitation 406 may 

then approach the trust provider with the so-called second request 407, 

referring to the common identifier DATA-ID. The arrangement of the trust 

provider is configured to respond to receiving the second request(s) 407 10

by transmitting the encrypted data (and the appropriate encapsulated 

version of the shared secret, like in figs. 1 and 2) in the response 408 to 

the client B, C, and/or D who sent the second request(s) 407. After 

successful decapsulation of the shared secret, the client who received the 

response 408 is able to decrypt the transmitted data at step 409.15

Fig. 5 shows another embodiment of the exchange of 

transmissions and execution of some operations in an arrangement for 

distributing a shared secret among clients. Steps and actions with 

reference designators 401, 402, 102, 403, 404, and 103 are the same as 

in fig. 4. As a difference to fig. 4, the response 501 to client A now 20

mandatorily contains also the encrypted data that the arrangement of the 

trust provider generated at step 403. When client A then transmits an 

invitation 502 to client(s) B, (C, D,…) it includes the encrypted data in 

the invitation. Consequently, the client(s) who received the invitation 502 

need not download the encrypted data from the trust provider as in fig. 25

4. It suffices to transmit the so-called second request 503 to the trust 

provider to receive, in the response 504, the required version(s) of the 

encapsulated shared secret. After decapsulating the appropriate version, 

the client in question may decrypt, at step 409, the encrypted data it 

received in the invitation 502.30
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Fig. 6 shows another embodiment of the exchange of 

transmissions and execution of some operations in an arrangement for 

distributing a shared secret among clients. Steps and actions with 

reference designators 101, 102, 103, and 104 are the same as in fig. 1. 

Similar to figs. 4 and 5, also in fig. 6 it is assumed that client A wishes to 5

securely transmit some data to client(s) B, (C, D,…). When, how, or 

where such data actually originated is again immaterial to the following 

description, but for the sake of example fig. 6 shows the generation of 

the data as step 601. At step 602, client A encrypts the data using the 

shared secret it received (as the appropriate encapsulated version) from 10

the trust provider in the first response 104. Client A includes the 

encrypted data in the invitation 603 it transmits to client(s) B, (C, D,…). 

The actions of the recipient(s) of the invitation 603 in steps 106, 107, 

and 409 are the same as in figs. 1 and 4, respectively.

Fig. 7 shows another embodiment of the exchange of 15

transmissions and execution of some operations in an arrangement for 

distributing a shared secret among clients. Steps and actions with 

reference designators 401, 402, 102, 403, 404, and 103 may be the same 

as in fig. 4, however with some possible differences. For example, the 

request 402 does not necessarily contain any identifiers of any other 20

clients. Namely, one possible application of the invention is for individual 

clients to use the trust provider as a secure storage of data that they 

might need later but that they do not want to store in their own 

possession in the meantime, for example because they have no 

sufficiently secure form of data storage available in their own device(s). 25

A non-limiting example of such data is an encryption key to be used in 

symmetric cryptography when communicating later with other clients, or 

a seed to be used in later re-generating such a key.

In conformity with that above, the data generated by client A 

at step 401 may already contain (also) the shared secret, like at step 201 30

of fig. 2 earlier. In such a case, step 102 is not needed and the encryption 
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of the data – if there is also other data than the shared secret itself – at 

step 403 take place using the shared secret that the trust provider 

received from client A at step 402.

As illustrated with the use of parentheses, steps 405, 406, 

407, and 408, and 409 are optional in fig. 7. They may be included if the 5

purpose is to eventually establish a situation where client A as well as at 

least one of clients B, C, D,… possess the same shared secret. They are 

not needed, however, if the purpose is only to ensure that client A can 

later retrieve data that they generated at step 401 and transmitted to the 

trust provider at step 402 but obfuscated (or simply lost) thereafter at 10

step 701. Basically, the trust provider does not even need to respond to 

client A at step 405 if, at that stage, client A does not need any 

confirmation that the trust provider completed the required ones of steps 

102, 403, 404, and 103 as intended. However, if the trust provider 

updated the so-called common identifier at step 404 (instead of using an 15

identifier that would have come from client A at step 402), it may transmit 

the updated common identifier to client A in the response transmitted at 

step 405.

Notable is that if the trust provider is to act only as a secure 

data storage for client A, without any need to ever respond to any of 20

clients B, C, D,… in association with this particular stored data, the 

encapsulation at step 103 only needs to take place using one ephemeral 

key. Comparing to fig. 3 earlier, there would be only the first user 

identifier 306, only the first ephemeral key 309, and only the first version 

313 of the encapsulates shared secret.25

Later, at step 702, client A may send to the trust provider a 

second request that may be quite like those “second” requests that other 

clients may transmit and that are shown with reference designator 407 

in fig. 7. The trust provider will then note that the request of step 702 

comes from the first client A, identifiable as a holder of the key that was 30

called the first private key earlier in this text. The trust provider will also 
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note that the request refers to the so-called common identifier mentioned 

above. The trust provider will then respond by transmitting, at step 703, 

(both the encrypted data and) that version of the encapsulated version 

of the shared secret that is subject to decapsulation with the private key, 

the paired public key of which it knows to be a public key of the first client 5

A. At step 704, client A decapsulates the encapsulated shared secret 

using their private key. If there was also other data that came encrypted 

in the response 703, client A decrypts the received encrypted data at step 

704.

The methods and arrangements described above can 10

advantageously be applied when one wishes to use communications 

and/or information distribution channels that already exist between users 

to also exchange confidential information. Such already existing channels 

include, but are not limited to, emails, instant messaging, VoIP (Voice 

over IP) communications, and packet data networks. The possibility of 15

using previously existing channels is a significant advantage, as it 

mitigates any need to establish new infrastructure and brings secure 

digital communications within reach of a vast number of existing devices 

with only minimal needs to update existing software. Securely 

distributing shared secrets according to the foregoing description allows 20

the communicating parties to maintain high levels of security against 

even the most advanced attacking attempts while requiring only 

moderate amounts of processing capacity. This makes the methods and 

arrangements described above readily applicable to, for example, IoT 

(Internet of Things) solutions where the nature and physical 25

implementation of at least some of the devices involved may set strict 

limitations on critical resources such as power consumption, computing 

capacity, and/or available memory.   

According to one embodiment, an implementation of so-called 

disposable devices (such as disposable phones, disposable tablets, 30

disposable personal digital assistants, disposable wearable devices, 
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disposable IoT devices, and similar) can be envisioned, for example. We 

may assume that a user with a smartphone or some other kind of digital 

communications device wants to use their device repeatedly for an 

application that requires a high level of digital security, like making 

encrypted phone calls. Yet, between calls the device should be wiped 5

clean of any traces that such phone calls ever took place. One or more of 

the methods explained above may be used to generate and/or distribute 

a shared secret for use only for the exact duration of a call. For example, 

the setup phase of the call may involve the device automatically 

transmitting the first request 101 of Fig. 1 or the first request 202 of Fig. 10

2, so that before the call actually proceeds, a shared secret has been 

generated and delivered to not only the device in question but also to a 

device of the intended recipient of the call. The shared secret can then 

be used for cryptographic purposes, like encrypting transmitted 

communications and decrypting received communications between the 15

parties of the call. If the setup phase of the call involved the device 

transmitting the second request 106 of any of Figs. 1 or 2, for example if 

the intended recipient of the call should not be bothered to download their 

version of the shared secret anew, the initiating device just downloads a 

previously generated shared secret, and the call may then proceed using 20

the previously generated shared secret for the cryptographic purposes. 

When the call ends, the device may use a built-in obfuscator functionality 

to permanently obfuscate all traces that the call took place, including the 

shared secret and any possible cryptographic derivatives thereof. 

Such applications of cryptography are enabled by the aspects 25

of the present disclosure, which will now be specifically discussed in 

detail. Fig. 8 illustrates an arrangement 800 for enabling a group 

communication. The arrangement 800 comprises at least one trust 

provider (depicted as a trust provider 802) and a plurality of clients 

(depicted, for example, as clients 804, 806, and 808) that are 30

communicably coupled to each other and to the trust provider 802.
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It will be appreciated that the at least one trust provider could 

be implemented as a single trust provider (such as the trust provider 

802) or a plurality of trust providers that serve as linked vaults, namely 

trust providers. It should be noted that the trust provider may also be 

called a vault, emphasizing the assumption that it represents an 5

institution with exceptionally high level of digital security. In this regard, 

the plurality of clients need not necessarily be linked to a same trust 

provider. Furthermore, the plurality of clients can include N clients, where 

N is a positive integer equal to or larger than 2. Let us consider, for 

example only, that the client 804 initiates the group communication and 10

is thus a first client (or the initiator client).

The "group communication" involves 2 or more members (i.e., 

2 or more clients). In an embodiment, the group communication is one 

of: a group audio call, a group video call, a group chat, a group email 

conversation, a group workspace communication, a group conference 15

call, a group broadcast, a group network, a packet data session. Such 

various types of group communications can be securely enabled using the 

arrangement 800. It will be appreciated that one or more sessions of the 

group communication may be enabled between the same clients. The 

arrangement 800 provides security in such group communications, to 20

ensure privacy, protect sensitive information, and maintain trust amongst 

the plurality of clients 804, 806, and 808.

The trust provider 802 is configured to: receive a request for 

establishing a session of the group communication, from the first client 

804 amongst the clients 804, 806, and 808; generate (at the step 102) 25

a shared secret corresponding to the session, by executing a first random 

number generator 810; digitally encapsulate (at the step 103) the shared 

secret in a plurality of versions (such as the encapsulated versions 313, 

314, and 315), using respective ephemeral keys (such as the ephemeral 

keys 309, 310, and 311) corresponding to the clients 804, 806, and 808, 30

the respective ephemeral keys being available with the trust provider
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802; and distribute a respective version amongst the plurality of versions 

313, 314, and 315 of the shared secret, to a corresponding client 

amongst the clients 804, 806, and 808, prior to a start of the session. In 

this regard, for example, the version 313 may be distributed to the client 

804, the version 314 may be distributed to the client 806, and the version 5

315 may be distributed to the client 808. Notably, each client receives a 

single respective version of the shared secret, in the encapsulated form.

In the above regard, the processing steps performed by the 

trust provider 802 relate primarily to establishing the group 

communication in a secure manner. The distribution of shared secret is 10

essential for enabling each client 804, 806, and 808 to join and participate 

in the group communication, and the digital encapsulation of the shared 

secret ensures that the secret is properly secured before being shared, in 

a manner that only the intended client is able to decapsulate it, thus 

providing security when establishing the group communication. The 15

shared randomness (i.e., the shared secret) is strongly protected and 

verified, ensuring prevention of their manipulation or misuse. The 

processing steps performed by the trust provider 802 have been 

discussed in detail earlier in the description.

The request received from the first client 804 may be the first 20

request 101, the first request 202, or the first request 402. The first 

random number generator (RNG) 810 may be the hardened true random 

generator subsystem (TRNG) 301, or may be a Hardware random number 

generator (HRNG). The first RNG 810 serves as a first phase of a 

Deterministic Trust Random Number Generator (DTRNG), which is a two-25

phase hybrid RNG. A distributed architecture of the plurality of trust 

providers is implementable if the first RNG 810 can be guaranteed to 

operate in a trusted environment.

In the arrangement 800, the shared secret has high entropy, 

which ensures reliability, protection against manipulation, provides 30

resistance to physical attacks, resists malicious clients, protects against 
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external disturbances and environmental changes by securely generating 

high-quality entropy in a trusted entropy service (i.e., the trust provider). 

This high-quality entropy can be short or long term and is sent as 

encrypted to the clients, ensuring that both data authentication and high-

entropy's trustworthiness and integrity are maintained.5

Each client 804, 806, and 808 is configured to: decapsulate 

the respective version of the shared secret, using a respective private 

key; obtain an identification credential that is indicative of a user's 

authorization for using the shared secret, wherein the identification 

credential is used to provide a salt component; derive one or more 10

crypto-products, by executing a second random number generator 812, 

814, 816, respectively, wherein the shared secret and the salt component 

are used as inputs to the second random number generator 812, 814, 

and 816; and employ the one or more crypto-products to encrypt 

outgoing communication from said client, and decrypt incoming 15

communication at said client, the incoming communication being received 

from at least one other client amongst the plurality of clients. In this 

regard, for example, the client 804 derives the one or more crypto-

products by executing the second RNG 812, the client 806 derives the 

one or more crypto-products by executing the second RNG 814, and the 20

client 808 derives the one or more crypto-products by executing the 

second RNG 816.

The identification credential is used, in providing a salt 

component, as an access/controlling means to get the salt from the trust 

provider or from the party which initiated the communication session, or 25

it can be formulated by trust provider using proprietary algorithms. This 

way same salt component can be provided to each client amongst the 

plurality of clients.

In the above regard, the processing steps performed by each 

client 804, 806, and 808 relate primarily to maintaining the group 30
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communication in a secure manner. These processing steps will now be 

discussed in more detail.

The respective private key (which is used for decapsulation of 

the respective version of the shared secret, at each client), corresponds 

to the respective ephemeral key which is employed for encapsulating the 5

shared secret for said client. This ensures that only an intended client is 

able to decapsulate the shared secret. In an embodiment, upon 

decapsulation of the respective version of the shared secret at each client

804, 806, and 808, the shared secret is extracted into a programmatically 

protected memory, the programmatically protected memory being one 10

of: a segregated memory provided by Hardware Security Module (HSM), 

a secure enclave, a Trusted Platform Module (TPM), a secure element, a 

guarded heap memory. This programmatically protected memory works 

in a memory area that protects the high-entropy randomness (i.e., the 

shared secret) from being exposed to various attacks and buffer 15

overflows during execution. The programmatically protected memory 

enables safe extraction and storage of the shared secret, at each client 

804, 806, and 808. Optionally, the shared secret is retrieved from the 

programmatically protected memory, when the user provides the 

identification credential to the client device. In this way, the shared secret20

is prevented from being accessed and/or used without the user's explicit 

consent, giving the user full control over the process of using the shared 

secret. This solution provides a new layer of security, which is not present 

in conventional systems. Such provision of the identification credential by 

the user signifies the user's explicit authorization (i.e., consent) to use 25

the shared secret.

In an embodiment, the identification credential is at each client 

804, 806, and 808 an input provided by a corresponding user of said 

client. Optionally, the shared secret is used at any client 804, 806, and 

808 only after the identification credential is obtained. Providing the 30

identification credential is a way of enabling users to authorize usage of 
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the second RNGs for enabling controlled generation of the one or more 

crypto-products at runtime, which can prevent unauthorized entities from 

exploiting the second RNGs for manipulation purposes. The requirement 

for  the identification credential for using the shared secret prevents 

deterministic random number generator attack reproduction attempts. 5

The identification credential protects against modeling (backtracking 

resistance) and forward prediction (prediction resistance), to provide an 

additional layer of security in enabling the group communication.

Therefore, even though the shared secret is used outside of the trust 

provider 802, security in its usage is ensured reliably.10

In an embodiment, the identification credential can be for 

example one or more of: personal secret-based authentication, identity 

card-based authentication, cryptographic authentication, wireless 

communication-based authentication, token-based authentication, 

notification-based authentication, , user identifier, code-based 15

authentication, digital identity-based authentication, biometric and/or 

neural authentication, anti-spoofing authentication. The personal secret-

based authentication may be in the form of a password, a PIN code (for 

example personal secret), a pattern, biometric data, private key, 

recovery phrase, one-time password (OTP), security key, two-factor 20

authentication (2FA), certificate, an application password, or similar. The 

identity card-based authentication may utilize identity cards readable via 

NFC technology, radio technology or similar, such as identity cards, 

passport chips, smartcards, or similar for convenient and high-security 

authorization. The cryptographic authentication may include Fast Identity 25

Online (FIDO) standards authentication. The wireless communication-

based authentication may, for example, be Bluetooth Low Energy (BLE)-

based, Wi-Fi-based, or similar. It provides an additional layer of security, 

particularly for IoT and mobile devices. The token-based authentication 

may, for example, be USB security key-based. The notification-based 30

authentication may, for example, employ push notifications. The code-
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based authentication may, for example, employ Quick Response (QR) 

codes. The digital identity-based authentication may be based on digital 

wallets, digital profiles, or similar. The biometric and/or neural 

authentication may enable authorization for example by fingerprint, facial 

or iris recognition or through a brain-computer interface, where the user's 5

thoughts or neurological signals act as a personal secret. The anti-

spoofing authentication may employ liveness detection, based on video 

and audio, for enhancing security by ensuring the user is physically 

present and alive during the authentication process.

The one or more crypto-products are derived at each client10

804, 806, and 808, by executing the second RNG 812, 814, and 816 

corresponding to said client. The second RNGs 812, 814, and 816 serve 

as a second phase of the DTRNG, which is performed in untrusted 

environment to ensure the trustworthiness of randomness by repeating 

the high-quality randomness generated from the first phase using user 15

authorization. Revealing the shared secret does not compromise the 

derived randomness without an additional secret, the salt, being provided 

by the user. The salt is obtained using the user’s identification credential, 

before using the second RNGs 812, 814, and 816. Each of the second 

RNGs 812, 814, and 816 may, for example, be a Pseudo random number 20

generator (PRNG), a Deterministic Random Bit Generator (DRBG), or 

similar. The second RNG exploits trustworthy deterministic randomness, 

by using the shared secret. The second RNGs 812, 814, and 816 are 

optionally implemented as a set of one or more modules. Optionally, each 

module of the set is specialized for generating specific types of random 25

values, corresponding to specific types of crypto-products. This modular 

approach allows for providing flexibility, security, and performance 

optimization, in cryptographic systems such as the arrangement 800 for 

enabling the group communication.

In the DTRNG, two opposite RNG components are combined, 30

meaning that the first RNG 810 generates the shared secret (using a 
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trusted service such as the trust provider 802), which is used 

deterministically in the second RNGs 812, 814, and 816. The first RNG 

810 and the second RNGs 812, 814, and 816 meet the requirements set 

for randomness generators, for example, according to standards such as 

FIPS, NIST, ENISA, or similar. The DTRNG provides deterministically 5

reproducible numbers that appear as if they are randomly generated. This 

is achieved by using the first RNG 810 as the source of true randomness 

to generate high entropy shared secret, which is then utilized in 

deterministic algorithms of the second RNGs 812, 814, and 816 to 

produce pseudorandom numbers deterministically in a controlled 10

environment. The DTRNG provides user-specific random numbers which 

can be used widely. The DTRNG employs centralized security for 

decentralized use (for example, in European Digital Identity (EUDI) 

solutions, decentralized identity (DID) solutions, self-sovereign identity 

(SSI) solutions, or similar, for self-sufficient identity management). Such 15

identity solutions benefit from the use of distributed randomness, 

especially in key generation, DID identifiers creation, verifiable 

credentials management, zero-knowledge proofs solutions and secure 

communication, because they can utilize reliable shared sources of 

randomness to ensure the security and reliability of an identity system. 20

The decentralized or distributed use enables cost-effective distributed 

service architecture solutions, wherever feasible technologically. The 

DTRNG has various applications such as cryptography, AI systems, 

communication protocols, authentication and identity management, 

information security systems, lotteries and gaming applications, arts, 25

simulations, and scientific experiments, IoT and closed systems, cloud 

and distribution systems, and financial applications. In addition, the 

DTRNG method can be additionally applied in 3GPP 5G & LTE solutions, 

since distributed randomness plays an important role in cryptographic 

operations such as key exchange, authentication and encryption, the 30

security of which largely depends on the quality of randomness. The 
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method enables distributing encryption keys for each participants in the 

group call, e.g.  using SRTP-DTLS protocol for VoIP.

In an embodiment, the second random number generator 812, 

814, and 816 employs a Deterministic Random Bit Generator (DRBG) 

algorithm when deriving the one or more crypto-products, the DRBG 5

algorithm being one of: a counter mode DRBG (CTR-DRBG) algorithm, a 

Hash-based Message Authentication Code (HMAC)-based DRBG 

algorithm, a HASH-DRBG algorithm. These DRBG algorithms use a key 

derivation function to combine the shared secret (i.e., seed) and the salt 

component (which is obtained or provided by utilizing respective user’s10

identification credential) in a way that preserves the randomness of the 

seed and ensures that the final result meets the requirements of 

standards. These DRBG algorithms can maintain quantum durability with 

a security level of 128-bits. This means that as the seed comes from a 

trusted source (i.e., the trust provider 802), the initial state of the DRBG 15

is as random as possible, due to which these methods enable 128-bit 

security against quantum attacks. 

According to one embodiment, the DRBG algorithm is the CTR-

DRBG algorithm. This implementation is based on a symmetric block 

cipher, which is used in counter mode. The symmetric block cipher may, 20

for example, be an AES block cipher, which encrypts consecutive counters 

and produces random bit strings. The CTR-DRBG algorithm is very secure 

if the security of the block cipher is reliable. The CTR-DRBG algorithm

generates randomness quickly and is easily scalable, and can be used in 

performance-critical applications that require high performance, such as 25

cryptographic libraries and cryptographic tools.

According to another embodiment, the DRBG algorithm is the 

HMAC-based DRBG algorithm. In this implementation, the HMAC-based 

DRBG algorithm is used to generate deterministic random data using 

HMAC. HMAC is a combination of a hash function (for example, such as 30

SHA-256) and a symmetric key. The HMAC-based DRBG algorithm is also 
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very secure, especially in applications where key-protected deterministic 

randomness is required. HMAC is resistant to various attacks because it 

combines the hash function and the secret of the key. The HMAC-based 

DRBG algorithm can be used, for example in software-based 

implementations such as cryptographic libraries, where a simple and 5

secure random number generator is needed and is suitable for 

deterministic generation of encryption keys and cryptographic identifiers. 

According to yet another embodiment, the DRBG algorithm is 

the HASH-DRBG algorithm. This implementation directly uses a 

cryptographic hash function (for example, SHA-256) to generate random 10

bit strings. The shared secret and the provided salt component are 

processed through a hash function that produces randomness. The 

HASH-DRBG algorithm is very secure, especially if the hash function used 

is secure and unknown to attacks. However, the HASH-DRBG algorithm

is slightly simpler than the HMAC-based DRBG algorithm because it does 15

not contain key material and is used for applications where simplicity and 

easy implementation are important. For this reason, it is suitable for 

situations where a deterministic random number is needed without the 

need for a symmetric key (e.g. testing and validation). 

Pseudocodes for each of the aforementioned DRBG algorithms 20

are provided in the APPENDIX herein later. The DTRNG described herein 

is based on symmetric cryptography and can be used far into the future 

by updating the hash algorithms. For example, the SHA3 algorithm can 

already be used instead of the SHA2 algorithm, which can be used to 

increase the 256-bit output to 512-bit. 25

In an embodiment, the one or more crypto-products comprise 

at least one of: a symmetric key, an asymmetric key pair, one or more 

keys for encrypting and/or wrapping other key(s), a nonce value or 

initialization vector, a secure key from an identification credential, a 

secure password, a derivative of the secure password, a session key, a 30

one-time key, a pre-shared key (PSK) of a Transport Layer Security 
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(TLS)-PSK model. Such crypto-products can be utilized in one or more 

cryptographic applications. Pseudocodes for generating the one or more 

crypto-products are provided in the APPENDIX herein later.

The asymmetric key pair comprises a public key and a private 

key. Optionally, the asymmetric key pair may be generated using a 5

Rivest-Shamir-Adleman (RSA) algorithm, an Elliptic Curve Digital 

Signature Algorithm (ECDSA), a Curve25519 algorithm, an Ed25519 

algorithm, a Kyber1024 algorithm, a Dilithium5 algorithm, or similar. The 

one or more keys for encrypting and/or wrapping other key(s) enable 

secure key sharing. The nonce value or initialization vector may be 10

needed in cryptographic algorithms (for example, such as AES-GCM, 

ChaCha20 or AES-CBC. The secure password or its derivative may be 

used in cryptographic applications such as password managers. The 

session key may be used to create secure sessions, using cryptographic 

protocols (for example, such as TLS). Optionally, the one-time key is a 15

part of a secure messaging protocol. The secure messaging protocol may, 

for example, be a Signal Protocol, a Matrix Protocol, or similar.

The PSK for the TLS-PSK model provides several security 

advantages, and it mitigates certain vulnerabilities compared to a 

traditional certificate-based TLS model. As a first example, the traditional 20

certificate-based TLS model relies on asymmetric cryptography, which is 

vulnerable to quantum computer attacks. Using the PSK for the TLS-PSK 

model ensures quantum resilience by generating a sufficiently large 

encryption key through a one-way hash from the shared secret. As a

second example, the traditional certificate-based TLS model places trust 25

in certificate authorities (CAs) that issue certificates. If any certificate 

authority is compromised or a client accepts an invalid certificate, an 

attacker can create unauthorized certificates, breaking the trust chain 

e.g., through MitM (Man in the middle) attacks with certificates. As an 

example of such attacks, SSL strip downgrades HTTPS connections to 30

HTTP, enabling attackers to intercept and manipulate traffic while 
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bypassing secure certificate validation (due to the shared secret being 

insecurely protected). As a third example, the PSK is provided based 

directly on trust relationship between the at least one trust provider and 

clients, so there is no need of relying on third-party certificate services 

to verify revoking or compromise of certificates. As a fourth example, the 5

traditional certificate-based TLS model relies on certificate stores on local 

systems to maintain accepted certificates and CA roots. If a certificate 

store is compromised, an attacker can add malicious CAs or invalid 

certificates. the TLS-PSK model does not use certificate stores, 

eliminating this attack vector. As a fifth example, the TLS-PSK model 10

avoids certificate exchange or verification (as it does not utilize the CA 

infrastructure), thereby simplifying and speeding up connection process 

of the group communication.

Using the method pursuant to the disclosure, the PSK for the 

TLS-PSK model can be leveraged to enable a new layer of protection for 15

group communications over the internet, achieving so called “Internet 

2.0”. For example, protocols for such communication may be 

strengthened  for providing a quantum-resilient solution while ensuring 

default mutual authentication. For example, such protocols may be HTTP 

Secure (HTTPS), Transport Layer Security (TLS), Secure Shell (SSH), File 20

Transfer Protocol Secure (FTPS), Simple Mail Transfer Protocol Secure 

(SMTPS), Internet Message Access Protocol Secure (IMAPS), Post Office 

Protocol Secure (POP3S), Lightweight Directory Access Protocol Secure 

(LDAPS), Message Queue Telemetry Transport Secure (MQTTS), and 

similar.25

The TLS-PSK model enables real-time authentication of clients, 

resembling an Identity and Access Management (IAM) model. This is 

because interaction with the at least one trust provider always requires 

strong user authentication, ensuring the confidentiality of clients 804, 

806, and 808 in the arrangement 800. For example, retrieving the shared 30

secret always requires strong user authentication and verification based 
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on encryption keys and signed attributes (i.e., strong digital identifiers). 

As a result, clients can trust that the usage of the shared seed - namely

the secret - is limited to authorized clients only. Moreover, the at least 

one trust provider 802 can utilize strong electronic identification 

compliant with requisite standards (such as the eIDAS standard). The 5

implementation of the at least one trust provider 802 can be based on a 

Public Key Authentication (PKA) model, where the user’s digital identity 

is verified as belonging to the user logging into a trusted service.

The one or more crypto-products are employed to secure 

communications between the plurality of clients 804, 806, and 808. Each 10

client 804, 806, and 808 secures the outgoing communication therefrom, 

by encrypting said communication using the one or more crypto-

products. Furthermore, each client 804, 806, and 808 receives incoming 

communication in a secure encrypted form from  at least one other client 

who is a sender of said communication, and decrypts the incoming 15

communication using the one or more crypto-products. In this way, 

secure communications are exchanged between the plurality of clients 

804, 806, and 808 engaging in the group communication.

Fig. 9 shows an example of how each client 804, 806, and 808

may use a shared secret 902 to derive one or more crypto-products 920, 20

930 and 940, in this example for use in symmetric encryption in group 

communications with at least one other client. The shared secret 902 may 

be a shared secret that came to the knowledge of each client 804, 806, 

and 808 as a result of executing the processes that are described 

elsewhere in this text. However, it should be noted that Fig. 9 is equally 25

applicable in any case where a shared secret exists at the disposal of each

client 804, 806, and 808.

In an embodiment, when deriving the one or more crypto-

products 920, 930 and 940, the shared secret 902 is used as a seed 

component. Each client 804, 806, and 808 is configured to combine the 30

seed component and the salt component 904 using a first Key Derivation 
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Function (KDF) 906 of the second random number generator 812, 814, 

and 816, respectively, to derive a Pseudo-Random Key (PRK) 920. 

Examples of functions that may be used in the first KDF 906 include, but 

are not limited to, the known PBKDF2 (Password-Based Key Derivation 

Function 2) and HKDF (HMAC-based Key Derivation Function) functions. 5

Such key derivation functions ensure that the shared secret 902 and the 

salt component 904 are combined securely, and that the PRK 920 is 

resistant to attacks. The output of the first KDF 906 is the PRK 920, which 

is unique combination of the shared secret 902 and the salt component 

904. Repeatedly using same inputs, such as the same shared secret 902 10

and the same salt component 904, will always produce the same PRK 920

for group. However, the PRK 920 is unique for each session.

If the salt 403 is used in the process, and if the key (and/or 

other cryptoproduct) that is to be derived with the method of fig. 3 should 

yield the same result for a known group of two or more clients, like a key 15

for use in symmetric encryption for example, the clients in the group 

must have a way of sharing the salt 403 among them. If the method of 

fig. 4 is executed by client(s) B, (C, D,…) as shown in figs. 1 and 2, one 

possible way of sharing the salt involves client A transmitting the salt to 

client(s) B, (C, D,…) in encrypted form in the invitation 105. Another 20

possibility is that the salt is included in what client(s) B, (C, D,…) get from 

the trust provider in the response 107. Further examples of conveying a 

salt and/or other data from client A to client(s) B, (C, D,…) are described 

later in this text.

Each client 804, 806, and 808 is configured to hash the PRK25

920 using a nonce derivation function 908, to derive a common nonce 

930. In the process shown in fig. 9, the PRK 920 is not used as such as 

an encryption or decryption key. It is an intermediate crypto-product that 

is used as an input to the nonce derivation function 908 (an output of 

which is the common nonce 930) as well as to a second key derivation 30

function 910. The common nonce 930 may be derived by using SHA-256 
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hashing, for example. The common nonce 930 ensures every encryption 

operation, for example, in AES-CTR mode, is unique and unpredictable. 

The common nonce 930 could also be called the initial nonce, as an 

advantageous way of using it is to combine it with a streamNonce value 

during actual use. The advantage of such practice is that it makes each 5

encryption operation secure and unpredictable.

Each client 804, 806, and 808 is configured to combine the 

PRK 920 and contextual information 912 associated with encryption, 

using the second KDF 910 of the second random number generator 812, 

814, and 816, respectively, to derive an encryption key 940. In addition 10

to the PRK 920, another possible input to the second key derivation 

function 910 is the contextual information 912 (which is so-called 

Keyinfo). If used, Keyinfo may contain contextual information associated 

with the encryption, like a message identifier and/or information about 

the type of encoded information (audio, video, control, etc.). The 15

contextual information may enable any client to differentiate between 

different encryption sessions/different sessions of the group 

communication. The output of the second key derivation function 910 is 

the encryption key 940 that the client may then use for selected 

cryptographic operations. For example, the PRK 920 is expanded using 20

the second KDF 910, to produce the encryption key 940. The encryption 

key 940 and the common nonce 930 are utilised for performing the 

encryption 916 of the outgoing communication and the decryption 918 of 

the incoming communication, as depicted by block 914.

In an embodiment, the encryption key 940 is dynamically re-25

computable without requiring its storage at said client. An important 

advantage of using a method like that in fig. 9 is that the encryption key 

940 is derived dynamically and deterministically, hence, it does not need 

to remain stored in the memory of any client 804, 806, and 808 any 

longer than what is needed for an individual session of communications 30

(or other kind of utilization of the encryption key 940). The encryption 
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key 940 can thus be re-computed deterministically, as required, using 

the identification credential. This simplifies security requirements related 

to key management. By avoiding the storage of the encryption key 940, 

the risk of exposure, whether from physical attacks or malware on the 

client, is reduced. This capability to re-compute keys dynamically 5

enhances both the flexibility and security of the provided solution.

In an embodiment, each client 804, 806, and 808 is further 

configured to: receive a start value (nonceStart) for stream nonce; and 

retrieve a group size value and a member index of said client, the group 

size value being equal to a number of clients in the plurality of clients10

804, 806, and 808,

wherein when encrypting 916 the outgoing communication, said client is 

configured to: determine a stream sequence value for each data packet, 

based on the start value for stream nonce, the group size value, the 

member index, and a packet sequence number; define a stream nonce, 15

based on the common nonce 930 and the stream sequence value; create 

a cipher block with the encryption key; create an outgoing keystream 

with the cipher block and the stream nonce; combine each data packet 

with the outgoing keystream, using an exclusive OR (XOR) operation, to 

generate encrypted data packets; and add the stream sequence value for 20

each encrypted data packet into a header of said encrypted data packet, 

prior to transmitting said encrypted data packet.

In this regard, the start value for stream nonce is received 

when the group communication is established. The group size value and 

the member index of said client, may also be then received at said client. 25

For example, when 3 clients 804, 806, and 808 participate in the group 

communication, the group size value is 3. The group size value may be 

received from an invitation to join to group communication, the invitation 

being shared by the trust provider 802 or the first client 804. The stream 

sequence value for each data packet to be sent by a client is built to be 30

unique, as it is based on the member index (which is unique for each
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client) and on the packet sequence number (which is also unique for each 

packet). The XOR operation is computationally efficient and reversible, 

which allows it to beneficially be used for both encryption and decryption. 

Furthermore, the outgoing keystream is created using the encryption key 

940, wherein the encryption key 940 serves as an input to a 5

cryptographic algorithm or stream cipher which produces the outgoing 

keystream. XORing the outgoing keystream with each data packet (i.e., 

plaintext) produces the encrypted data packets (i.e., ciphertext).

In an embodiment, when decrypting 918 the incoming 

communication, said client 804, 806, and 808 is configured to: obtain the 10

stream sequence value, from the header of each encrypted data packet 

that is received at said client; define the stream nonce, based on the 

common nonce 930 and the stream sequence value; create a plaintext 

block with the encryption key 940; create an incoming keystream with 

the plaintext block and the stream nonce, the incoming keystream being 15

same as the outgoing keystream; and combine each encrypted data 

packet with the incoming keystream, using the XOR operation, to 

generate decrypted data packets.

In this regard, the decryption happens correspondingly to the 

encryption. Upon decryption, the data packets received from the at least 20

one other client are readable at said client. The use of symmetric 

cryptography and the shared secret provides a quantum-resilient 

solution. Symmetric cryptography removes attack vectors associated 

with key exchange. In particular, the DTRNG provides a secure way to 

use symmetric cryptography, by employing the shared secret and the salt 25

component for providing security and user-control, thus eliminating the 

need for asymmetric key exchange protocols, which are particularly 

vulnerable in the quantum computing era.

The term "data packet" refers to a chunk of data which can be 

transmitted as a single unit, for transmission over a communication 30

network. The plurality of clients may exchange data packets with each 
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other during the group communication. A given data packet can include 

one or more types of data. Some examples of data packets are audio 

packets, video packets, text/message packets, file packets, IoT 

device/sensor data packets, gaming packets, health data, transaction 

related data, tokens and the like.5

As an example, in fig. 9 the client may operate in an AES-CTR 

(Advanced Encryption Standard – CounTeR) mode for communications as 

shown with block 914. The encryption key 940, the (initial) common 

nonce 930, and the possible streamNonce value derived from the above-

mentioned encryption process as part of the AES-CTR mode is used for 10

encryption 916 of plaintext information that is to be transmitted as 

ciphertext. The key 940 is also used for decryption 918 of received 

ciphertext into plaintext information. 

In pseudocode phrases, the operations shown in fig. 9 may be 

described as follows:15

block 920: PRK = First KDF(Salt component, PSS)

where PSS means Pre-Shared Seed and is equal to the shared secret 

902 in fig. 9.

block 930: nonce(common) = head(16).sha256(PRK)

block 940: EncryptionKey = Second KDF(PRK,Keyinfo)20

where KeySize = 32 bytes.

block 916:

define unique streamSequence based on nonceStart, group size, 

member index, and packet sequence number 

streamNonce = head(8),nonce(common)streamSequence25

AES_block = cipher(EncryptionKey)

AES_CTR_keystream = cipher(AES_block, streamNonce)

encrypt stream packet with AES_CTR_keystream (XOR)

encryptedpacket.header["streamSequence"] = streamSequence.

block 918:30

take streamSequence from received encryptedpacket.header
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streamNonce = head(8),nonce(common)streamSequence

AES_block = cipher(EncryptionKey)

AES_CTR_keystream = cipher(AES_block, streamNonce)

decrypt streamed data packets with AES_CTR_keystream (XOR).

The nonceStart value is an initialization value which the 5

communicating parties may have received from the trust provider, for 

example. Alternatively, the communicating parties may preparatorily 

agree upon the nonceStart value using some other method and/or 

channel, as will be described in more detail later in this text. Member 

index is a value related to the number and order of members in the group 10

of clients that are to communicate with each other: each client (i.e., a 

member of the group communication) 804, 806, and 808 has a unique 

member index corresponding to them in the list of members of the group

communication. The member indices may be defined by the first client 

804 who is the initiator of the group communication, at the time when 15

the first client 804 sends the first request for establishing the group 

communication to the trust provider 802, or by the trust provider 802 at 

the time when it generates the client-specific encapsulated versions of 

the shared secret. Additionally, or alternatively, the members 804, 806, 

and 808 of the group communication may know their respective member 20

index from other sources, like from previous group communications that 

have been practiced among the same members of the group, or from a 

data repository where member indices are pre-stored, or similar. A value 

streamSequence is an integer calculated as a sum of nonceStart + 

member_index + n*(group size value), where n=0,1,2,… is increased by 25

one for each packet in the stream. As a consequence, every member has 

always a different streamSequence value for each packet. The value 

streamNonce consist of the first 8 bytes of 

nonce(common)||streamSequence, making streamNonce always unique. 

Specifically, the first 8 bytes of the common nonce 930 are concatenated 30

with the stream sequence value. The stream nonce is unique for each 
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client, as it is based on stream sequence value which is determined based 

on client-specific data (like the member index). In transmitting, the 

device adds the streamSequence value into the packet header. 

In an embodiment, when a next group communication is to be 

enabled amongst the plurality of clients 804, 806, and 808, at least one 5

of: the shared secret 902, the salt component 904, is changed and 

distributed amongst the plurality of clients 804, 806, and 808. In this 

regard, when the shared secret 902 is to be changed, the trust provider 

802 generates a new shared secret and distributes corresponding 

encapsulated versions of the new shared secret to the plurality of clients 10

804, 806, and 808. Furthermore, when the salt component 904 is to be 

changed, each of the plurality of clients 804, 806, and 808 receive a new 

salt component. The new salt component may be received using a same 

authentication system which was utilized earlier at the time of receiving

it. It will be appreciated that changing the at least one of: the shared 15

secret 902, the salt component 904, for the next group communication 

is a simple, easy to implement, and reliable way of providing security in 

subsequent group communications. If the clients use a method like that 

in fig. 9 for cryptographically protected communications, they can 

arrange for the distribution of a new shared secret for each call or other 20

individual session of communications. Additionally, or alternatively, they 

may arrange for the distribution of a new common salt 904 for each call 

or other individual session of communications. Using the shared secret 

902 and salt component 904 guarantees that the PRK 920 will be unique 

cryptoproduct described above, capable of being used for 25

cryptographically protecting any communications session.

Also, as in the preferable embodiment the seed (i.e. the shared 

secret 902) comes from the first RNG 810 (such as the hardened true 

random number generator) of the trust provider 802, the described 

method is immune to so-called RNG manipulation, namely a security 30

breach based on an unauthorized party being able to access and/or 
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manipulate the second random number generator 812, 814, and 816 of 

any client 804, 806, and 808. Further, use of sufficiently long values as 

shared secrets makes the method even quantum resistant, meaning that 

brute force attacks are not likely to succeed even if attempted with 

quantum computers of the kind envisioned at the time of writing this text. 5

The length of the shared secret 902 can be defined essentially freely by 

using a suitably programmed, hardened true random generator as the 

first RNG 810. 

In an embodiment, each client amongst the plurality of clients 

804, 806, and 808 is further configured to obfuscate the shared secret 10

902 and the one or more crypto-products 920, 930 and 940, upon an end 

of the session. This provides an additional layer of security in case the 

security measures of any client 804, 806, or 808 were later successfully 

penetrated by an unauthorized party who tried to gain access to the 

shared secret and the one or more crypto-products. This feature enables 15

the plurality of clients 804, 806, and 808 to be implemented as disposable 

devices.

In an embodiment, the at least one trust provider 802 is 

further configured to:

- detect when any one of the following occurs:20

- a duration of the session of the group communication 

exceeds a first predefined threshold, or

- a number of data packets exchanged during the group 

communication exceeds a second predefined threshold;

- generate a new shared secret corresponding to the session upon said 25

detection, by executing the first random number generator 810;

- digitally encapsulate the new shared secret in a plurality of new 

versions, using the respective ephemeral keys corresponding to the 

plurality of clients 804, 806, and 808; and
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- distribute respective versions amongst the plurality of new versions of 

the shared secret to corresponding clients amongst the plurality of clients

804, 806, and 808, during the session.

In this regard, detection of any of such conditions indicates 

that the high-entropy shared secret 902 has been utilized sufficiently and 5

that it should be refreshed to generate the new shared secret (also having 

high entropy), to maintain security in the group communication. The 

digital encapsulation and distribution of the new shared secret is 

performed in a similar manner as that for the (previous) shared secret.

The new shared secret may be utilized for the remaining duration of the 10

session or for exchanging remaining data packets, or the new shared 

secret may be further refreshed to generate one or more newer shared 

secrets subsequently.

Additionally, or alternatively, in an embodiment, each client is 

further configured to:15

- detect when any one of the following occurs:

- a duration of the session of the group communication 

exceeds a first predefined threshold, or

- a number of data packets exchanged during the group 

communication exceeds a second predefined threshold;20

and refreshing at least one of: the shared secret or the salt component.

Optionally, the first predefined threshold can be configured 

based on the expected session duration. If the duration of the group 

communication session exceeds this threshold, it signifies that the 25

session has been active long enough to generate an adequate level 

of randomness for the session. Further optionally the second 

predefined threshold can be set based on the expected volume of 

data exchanged, for example if the number of data packets 

exchanged during the group communication surpasses this 30
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threshold, it indicates that a substantial amount of communication 

has occurred within the session.

Fig. 10 illustrates steps of a method 1000 for securely enabling 

the group communication. The method 1000 is implemented by the 

arrangement 800 comprising at least one trust provider 802 and the 5

plurality of clients 804, 806, and 808 that are communicably coupled to 

each other and to the at least one trust provider 802. At step 1002, there 

is received, at the at least one trust provider 802, a request for 

establishing a session of the group communication, from a first client 804 

amongst the plurality of clients 804, 806, and 808. At step 1004, there 10

is generated a shared secret 902 corresponding to the session, at the at 

least one trust provider 802, by executing the first random number 

generator 810. At step 1006, the shared secret 902 is digitally 

encapsulated in the plurality of versions 313, 314, and 315, at the at 

least one trust provider 802, using respective ephemeral keys 309, 310, 15

and 311 corresponding to the plurality of clients 804, 806, and 808, the 

respective ephemeral keys being available with the at least one trust 

provider 802. According to an example the encapsulated keys are 

available only in that trust provider which created those. Other trust 

providers may request them against respective group member user’s20

public encryption key from their respective trust provider.  At step 1008, 

a respective version amongst the plurality of versions of the shared secret 

902 is distributed from the at least one trust provider 802 to a 

corresponding client amongst the plurality of clients 804, 806, and 808, 

prior to a start of the session. At step 1010, the respective version of the 25

shared secret 902 is decapsulated at each client amongst the plurality of 

clients 804, 806, and 808, using a respective private key. At step 1012, 

the identification credential that is indicative of the user's authorization 

for using the shared secret 902, is obtained at each client, wherein the 

identification credential is used to provide the salt component 904. At 30

step 1014, the one or more crypto-products 920, 930, and 940 are 
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derived at each client, by executing the second random number generator

812, 814, and 816, respectively, wherein the shared secret 902 and the 

salt component 904 are used as inputs to the second random number 

generator. At step 1016, the one or more crypto-products 920, 930, and 

940 are employed, at each client, for encrypting outgoing communication 5

from said client, and decrypting incoming communication at said client, 

the incoming communication being received from at least one other client 

amongst the plurality of clients 804, 806, and 808.

The aforementioned steps are only illustrative and other alternatives can 

also be provided where one or more steps are added, one or more steps 10

are removed, or one or more steps are provided in a different sequence 

without departing from the scope of the claims.

APPENDIX15

1. Hereinbelow, there is provided an example pseudocode for a CTR-

DRBG algorithm.

FUNCTION CTR_DRBG (seed, salt component):

    # Step 1: Combine the seed and salt component using a 

first key derivation function (KDF), seed is the shared secret20

    key = First KDF (seed, salt component)

    # Step 2: Define the counter (nonce) 

    counter = GenerateRandomCounter()

    # Step 3: Initialize AES block cipher with the key

    aes_cipher = InitializeAES(key)25

    # Step 4: Generate the random bit stream using AES in 

counter mode

    random_output = AES_CTR_Mode (aes_cipher, counter)

    # Return the random bit stream

    RETURN random output30
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END FUNCTION

2. Hereinbelow, there is provided an example pseudocode for a HMAC-

based DRBG algorithm.

FUNCTION HMAC_DRBG (seed, salt component):

    # Step 1: Combine the seed and salt component using a 5

first key derivation function (KDF), seed is the shared secret

    key = First KDF(seed, salt component)

    # Step 2: Initialize HMAC with the key

    hmac_instance = InitializeHMAC(key)

    # Step 3: Input the original seed into the HMAC function10

    hmac_instance.Update(seed)

    # Step 4: Generate the random bit stream from HMAC

    random_output = hmac_instance.Generate()

    # Return the random bit stream

    RETURN random_output15

END FUNCTION

3. Hereinbelow, there is provided an example pseudocode for a HASH-

DRBG algorithm.

FUNCTION HASH_DRBG (seed, salt component):

    # Step 1: Combine the seed and salt component using a 20

first key derivation function (KDF), seed is the shared secret

    combined_input = First KDF (seed, salt component)

    # Step 2: Initialize the hash function (e.g., SHA256)

    hash_instance = InitializeHashFunction(SHA256)

    # Step 3: Input the combined seed into the hash function25

    hash_instance.Update(combined_input)

    # Step 4: Generate the random bit stream from the hash 

function

    random_output = hash_instance.Generate()

    # Return the random bit stream30

    RETURN random_output
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END FUNCTION

4. Hereinbelow, there is provided an example pseudocode for deriving a 

symmetric key.

FUNCTION GenerateSymmetricKeyUsingDRBG(shared secret, 

salt component):5

    # Step 1: Generate random bytes using a DRBG (e.g., CTR-

DRBG, HMAC-DRBG, or HASH-DRBG)

    random_bytes = DRBG(shared secret, salt component)

    # Step 2: Truncate or use the generated bytes as the 

symmetric key10

    symmetric_key = random_bytes[:key_length]

    # Return the symmetric key

    RETURN symmetric_key

END FUNCTION

5. Hereinbelow, there is provided an example pseudocode for deriving an15

asymmetric key pair.

FUNCTION GenerateKeyPairUsingDRBG(shared secret, salt 

component):

    # Step 1: Generate random bytes using a DRBG for the 

private key seed20

    private_key_seed = DRBG(shared secret, salt component)

    # Step 2: Derive the private key from the shared secret 

(e.g., Curve25519, Ed25519, ECDSA, RSA, Kyber1024, or 

Dilithium5)

    private_key = DerivePrivateKey(private_key_seed)25

    # Step 3: Derive the corresponding public key from the 

private key

    public_key = DerivePublicKey(private_key)

    # Return the key pair

    RETURN (public_key, private_key)30

END FUNCTION
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6. Hereinbelow, there is provided an example pseudocode for deriving 

one or more keys for encrypting and/or wrapping other key(s).

FUNCTION GenerateKeyWrappingKey(shared secret, salt 

component):

    # Step 1: Generate random bytes using DRBG for the 5

wrapping key

    wrapping_key = DRBG(shared secret, salt component)

    # Step 2: Use the wrapping key to encrypt another key

    wrapped_key = EncryptKey(wrapping_key, key_to_wrap)

    # Return the wrapped key10

    RETURN wrapped_key

END FUNCTION

7. Hereinbelow, there is provided an example pseudocode for deriving a

nonce value or initialization vector.

FUNCTION GenerateNonceUsingDRBG(shared secret, salt 15

component):

    # Step 1: Generate random bytes using DRBG for the 

nonce/IV

    nonce = DRBG(shared secret, salt component)

    # Return the nonce20

    RETURN nonce

END FUNCTION

8. Hereinbelow, there is provided an example pseudocode for deriving a 

secure key from an identification credential

FUNCTION DeriveKeyUsingDRBG(shared secret, identification 25

credential):

    # Step 1: Combine the shared secret and the identification 

credential with a KDF

    derived_key = KDF(DRBG(shared secret, identification 

credential))30

    # Return the derived key
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    RETURN derived_key

END FUNCTION

9. Hereinbelow, there is provided an example pseudocode for deriving a 

secure password or a derivative of the secure password.

FUNCTION GeneratePasswordUsingDRBG(shared secret, salt 5

component):

    # Step 1: Generate random bytes using DRBG

    password_bytes = DRBG(shared secret, salt component)

    # Step 2: Optionally encode the bytes into a user-friendly 

format (e.g., base64 or hex)10

    password = EncodeToReadableFormat(password_bytes)

    # Return the password

    RETURN password

END FUNCTION

10. Hereinbelow, there is provided an example pseudocode for deriving 15

a session key.

FUNCTION GenerateSessionKeyUsingDRBG(shared secret, 

salt component):

    # Step 1: Generate random bytes using DRBG for session 

key20

    session_key = DRBG(shared secret, salt component)

    # Return the session key

    RETURN session_key

END FUNCTION

11. Hereinbelow, there is provided an example pseudocode for deriving 25

a one-time key.

FUNCTION GenerateOneTimeKeyUsingDRBG(shared secret, 

salt component):

    # Step 1: Generate random bytes using DRBG for one-time 

key30

    one_time_key = DRBG(shared secret, salt component)
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    # Return the one time key

    RETURN one_time_key

END FUNCTION
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CLAIMS

1. An arrangement (800) for securely enabling a group communication, 

the arrangement comprising at least one trust provider (802) and a plu-

rality of clients (804, 806, 808) that are communicably coupled to each 5

other and to their respective trust provider

wherein the at least one trust provider is configured to:

- receive a request for establishing a session of the group communication, 

from a first client (804) amongst the plurality of clients;

- generate a shared secret (902) corresponding to the session, by exe-10

cuting a first random number generator (810), wherein the first random 

number generator (810) is used as a source of true randomness to gen-

erate high entropy shared secret;

- digitally encapsulate the shared secret in a plurality of versions, using 

respective ephemeral keys corresponding to the plurality of clients, the 15

respective ephemeral keys being available with the at least one trust pro-

vider; and

- distribute a respective version amongst the plurality of versions of the 

shared secret, to a corresponding client amongst the plurality of clients, 

prior to a start of the session; and20

wherein each client amongst the plurality of clients is configured to:

- decapsulate the respective version of the shared secret, using their re-

spective private key, wherein the respective private key used for decap-

sulation of the respective version of the shared secret at a client corre-

sponds to the respective ephemeral key used for encapsulation of the 25

shared secret for said client;

- obtain an identification credential that is indicative of a user's authori-

zation for using the shared secret, wherein the identification credential is 

used to provide a salt component (904), as an access/controlling means 

to get a salt from the trust provider or from the party which initiated the 30
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communication session, resulting into the same salt component provided 

to each client amongst the plurality of clients;

- derive one or more crypto-products (920, 930, 940), by executing a 

second random number generator (812, 814, 816), wherein the shared 

secret and the salt component are used as inputs to the second random 5

number generator; and

- employ the one or more crypto-products to

- encrypt (916) outgoing communication from said client, and

- decrypt (918) incoming communication at said client, the incom-

ing communication being received from at least one other client 10

amongst the plurality of clients.

2. An arrangement (800) according to claim 1, wherein when deriving the 

one or more crypto-products (920, 930, 940), the shared secret (902) is 

used as a seed component, and wherein each client (804, 806, 808) is 

configured to:15

- combine the seed component and the salt component (904) using: a 

first derivation function (906) of the second random number generator

(812, 814, 816), to derive a Pseudo-Random Key (PRK) (920).

3. An arrangement according to claim 2, wherein each client is further 20

configured to

- hash the PRK using a nonce derivation function (908), to derive a com-

mon nonce (930); and

- combine the PRK and contextual information (912) associated with en-

cryption, using a second derivation function (910) of the second random 25

number generator, to derive an encryption key (940);

wherein the encryption key and the common nonce are utilised for per-

forming the encryption (916) of the outgoing communication and the de-

cryption (918) of the incoming communication.
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4. An arrangement (800) according to claim 3, wherein the encryption 

key (940) is dynamically re-computable without requiring its storage at 

said client (804, 806, 808).

5. An arrangement (800) according to claim 3 or 4, wherein each client 

(804, 806, 808) is further configured to:5

- receive a start value (nonceStart) for stream nonce; and

- retrieve a group size value and a member index of said client, the group 

size value being equal to a number of clients in the plurality of clients;

wherein when encrypting (916) the outgoing communication, said client 

is configured to:10

- determine a stream sequence value for each data packet, based on the 

start value for stream nonce, the group size value, the member index, 

and a packet sequence number;

- define a stream nonce, based on the common nonce (930) and the 

stream sequence value;15

- create a cipher block with the encryption key (940);

- create an outgoing keystream with the cipher block and the stream 

nonce;

- combine each data packet with the outgoing keystream, using an ex-

clusive OR (XOR) operation, to generate encrypted data packets; and20

- add the stream sequence value for each encrypted data packet into a 

header of said encrypted data packet, prior to transmitting said encrypted 

data packet.

6. An arrangement (800) according to claim 5, wherein when decrypting 

(918) the incoming communication, said client (804, 806, 808) is config-25

ured to:

- obtain the stream sequence value, from the header of each encrypted 

data packet that is received at said client;

- define the stream nonce, based on the common nonce (930) and the 

stream sequence value;30
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- create a plaintext block with the encryption key (940);

- create an incoming keystream with the plaintext block and the stream 

nonce, the incoming keystream being same as the outgoing keystream; 

and

- combine each encrypted data packet with the incoming keystream, us-5

ing the XOR operation, to generate decrypted data packets.

7. An arrangement (800) according to any of the preceding claims, 

wherein the at least one trust provider (802) is further configured to:

- detect when any one of the following occurs:

- a duration of the session of the group communication exceeds a 10

first predefined threshold, or

- a number of data packets exchanged during the group communi-

cation exceeds a second predefined threshold;

- generate a new shared secret corresponding to the session upon said 

detection, by executing the first random number generator (810);15

- digitally encapsulate the new shared secret in a plurality of new ver-

sions, using the respective ephemeral keys corresponding to the plurality 

of clients (804, 806, 808); and

- distribute respective versions amongst the plurality of new versions of 

the shared secret to corresponding clients amongst the plurality of cli-20

ents, during the session.

8. An arrangement (800) according to any of the preceding claims, 

wherein each client (804, 806, 808) is further configured to:

- detect when any one of the following occurs:

- a duration of the session of the group communication exceeds a 25

first predefined threshold, or

- a number of data packets exchanged during the group communi-

cation exceeds a second predefined threshold; 

and 

- refresh at least one of: the shared secret or the salt component.30
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9. An arrangement (800) according to any of the preceding claims, 

wherein each client amongst the plurality of clients (804, 806, 808) is 

further configured to obfuscate the shared secret (902) and the one or 

more crypto-products (920, 930, 940), upon an end of the session.5

10. An arrangement (800) according to any of the preceding claims, 

wherein when a next group communication is to be enabled amongst the 

plurality of clients (804, 806, 808), at least one of: the shared secret 

(902), the salt component (904), is changed and distributed amongst the 

plurality of clients.10

11. An arrangement (800) according to any of the preceding claims, 

wherein upon decapsulation of the respective version of the shared secret 

(902) at each client, the shared secret is extracted into a programmati-

cally protected memory, the programmatically protected memory being 

one of: a segregated memory provided by Hardware Security Module 15

(HSM), a secure enclave, a secure element, a Trusted Platform Module 

(TPM), a guarded heap memory.

12. An arrangement (800) according to any of the preceding claims, 

wherein the identification credential is  at least one of: personal secret-

based authentication, identity card-based authentication, cryptographic 20

authentication, wireless communication-based authentication, token-

based authentication, notification-based authentication, user identifier, 

code-based authentication, digital identity-based authentication, bio-

metric and/or neural authentication, anti-spoofing authentication.

13. An arrangement (800) according to any of the preceding claims, 25

wherein the second random number generator (812, 814, 816) employs 

a Deterministic Random Bit Generator (DRBG) algorithm when deriving 

the one or more crypto-products (920, 930, 940), the DRBG algorithm 

being one of: a counter mode DRBG (CTR-DRBG) algorithm, a Hash-
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based Message Authentication Code (HMAC)-based DRBG algorithm, a 

HASH-DRBG algorithm.

14. An arrangement (800) according to any of the preceding claims, 

wherein the one or more crypto-products (920, 930, 940) comprise at 

least one of: a symmetric key (940), an asymmetric key pair, one or 5

more keys for encrypting and/or wrapping other key(s), a nonce value 

(930) or initialization vector, a secure key from an identification creden-

tial, a secure password, a derivative of the secure password, a session 

key, a one-time key, a pre-shared key (PSK) of a Transport Layer Secu-

rity (TLS)-PSK model.10

15. An arrangement (800) according to any of the preceding claims, 

wherein the group communication is one of: a group audio call, a group 

video call, a group chat, a group email conversation, a group workspace 

communication, a group conference call, a group broadcast, a group net-

work, a packet data session.15

16. A trust provider (802) for securely enabling a group communication

between a plurality of clients, the trust provider being communicably cou-

pled to at least one client (804, 806, 808) of the plurality of clients, 

wherein the trust provider is configured to: 

- receive a request for establishing a session of the group communication, 20

from a first client (804) amongst the plurality of clients;

- generate a shared secret (902) corresponding to the session, by exe-

cuting a first random number generator (810), wherein the first random 

number generator (810) is used as a source of true randomness to gen-

erate high entropy shared secret; 25

- digitally encapsulate the shared secret in a plurality of versions, using 

respective ephemeral keys corresponding to the plurality of clients, one 

or more of the respective ephemeral keys being available with the trust 

provider; and
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- distribute a respective version amongst the plurality of versions of the 

shared secret, to a corresponding client amongst the plurality of clients, 

prior to a start of the session,

wherein the respective version of the shared secret is decapsulated at 

each client amongst the plurality of clients, using a respective private 5

key, wherein the respective private key used for decapsulation of the re-

spective version of the shared secret at a client corresponds to the re-

spective ephemeral key used for encapsulation of the shared secret for 

said client, the shared secret is used at each client to derive one or more 

crypto-products (920, 930, 940) by executing a second random number 10

generator (812, 814, 816), and the one or more crypto-products are em-

ployed at each client to encrypt (916) outgoing communication from said 

client, and to decrypt (918) incoming communication at said client.

17. A client (804, 806, 808) for securely participating in a group commu-

nication, the client being communicably coupled to a trust provider (802) 15

and at least one other client, wherein the client is configured to:

- decapsulate a respective version of a shared secret (902), using a re-

spective private key, the respective version being received from the trust 

provider prior to a start of a session of the group communication, wherein 

the shared secret is generated by the trust provider using a first random 20

number generator (810), wherein the respective private key used for de-

capsulation of the respective version of the shared secret at a client cor-

responds to the respective ephemeral key used for encapsulation of the 

shared secret for said client;

- obtain an identification credential that is indicative of a user's authori-25

zation for using the shared secret, wherein the identification credential is 

used to provide a salt component (904), as an access/controlling means 

to get a salt from the trust provider or from the party which initiated the 

communication session, resulting into the same salt component provided

to each client amongst the plurality of clients;30
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- derive one or more crypto-products (920, 930, 940), by executing a 

second random number generator (812, 814, 816), wherein the shared 

secret and the salt component are used as inputs to the second random 

number generator; and

- employ the one or more crypto-products to5

- encrypt (916) outgoing communication from said client, and

- decrypt (918) incoming communication at said client, the incom-

ing communication being received from the at least one other cli-

ent.

18. A method (1000) for securely enabling a group communication, the 10

method being implemented by an arrangement (800) comprising at least 

one trust provider (802) and a plurality of clients (804, 806, 808) that 

are communicably coupled to each other and to their respective trust 

provider, wherein the method comprises:

- receiving, at the at least one trust provider, a request for establishing 15

a session of the group communication, from a first client (804) amongst 

the plurality of clients;

- generating a shared secret (902) corresponding to the session, at the 

at least one trust provider, by executing a first random number generator

(810), wherein the first random number generator (810) is used as a20

source of true randomness to generate high entropy shared secret;

- digitally encapsulating the shared secret in a plurality of versions, at 

the at least one trust provider, using respective ephemeral keys corre-

sponding to the plurality of clients, the respective ephemeral keys being 

available with the at least one trust provider;25

- distributing a respective version amongst the plurality of versions of the 

shared secret, from the at least one trust provider to a corresponding 

client amongst the plurality of clients, prior to a start of the session;

- decapsulating the respective version of the shared secret, at each client 

amongst the plurality of clients, using a respective private key, wherein 30

the respective private key used for decapsulation of the respective 
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version of the shared secret at a client corresponds to the respective 

ephemeral key used for encapsulation of the shared secret for said client;

- obtaining an identification credential that is indicative of a user's au-

thorization for using the shared secret, at each client, wherein the iden-

tification credential is used provide a salt component (904), as an ac-5

cess/controlling means to get a salt from the trust provider or from the 

party which initiated the communication session, resulting into the same 

salt component provided to each client amongst the plurality of clients;

- deriving one or more crypto-products (920, 930, 940) at each client, by 

executing a second random number generator (812, 814, 816), wherein 10

the shared secret and the salt component are used as inputs to the sec-

ond random number generator; and

- employing the one or more crypto-products, at each client, for

- encrypting (916) outgoing communication from said client, and

- decrypting (918) incoming communication at said client, the in-15

coming communication being received from at least one other client 

amongst the plurality of clients.

19. A method according to claim 18, wherein at the step of deriving the 

one or more crypto-products (920, 930, 940) at each client (804, 806, 

808), the shared secret (902) is used as a seed component, and wherein 20

the step of deriving the one or more crypto-products comprises:

- combining the seed component and the salt component (904) using a 

first derivation function (906) of the second random number generator

(812, 814, 816), to derive a Pseudo-Random Key (PRK) (920).

20. A method according to claim 19, wherein deriving the one or more 25

crypto-products further comprises:

- hashing the PRK using a nonce derivation function (908), for deriving a 

common nonce (930); and
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- combining the PRK and contextual information (912) associated with 

encryption, using a second derivation function (910) of the second ran-

dom number generator, for deriving an encryption key (940);

wherein the encryption key and the common nonce are utilised for per-

forming the encryption (916) of the outgoing communication and the de-5

cryption (918) of the incoming communication.

21. A method according to claim 20, further comprising dynamically re-

computing the encryption key (940), without requiring its storage at said 

client (804, 806, 808).

22. A method according to claim 18 to 21, wherein the step of employing 10

the one or more crypto-products (920, 930, 940), at each client (804, 

806, 808), for encrypting (916) the outgoing communication from said 

client comprises:

- receiving a start value (nonceStart) for stream nonce;

- retrieving a group size value and a member index of said client, the 15

group size value being equal to a number of clients in the plurality of 

clients;

- determining a stream sequence value for each data packet, based on 

the start value for stream nonce, the group size value, the member index, 

and a packet sequence number;20

- defining a stream nonce, based on the common nonce (930) and the 

stream sequence value;

- creating a cipher block with the encryption key (940);

- creating an outgoing keystream with the cipher block and the stream 

nonce;25

- combining each data packet with the outgoing keystream, using an ex-

clusive OR (XOR) operation, for generating encrypted data packets; and

- adding the stream sequence value for each encrypted data packet into 

a header of said encrypted data packet, prior to transmitting said en-

crypted data packet.30
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23. A method according to claim 22, wherein the step of employing the 

one or more crypto-products (920, 930, 940), at each client (804, 806, 

808), for decrypting (918) the incoming communication at said client 

comprises:

- obtaining the stream sequence value, from the header of each en-5

crypted data packet that is received at said client;

- defining the stream nonce, based on the common nonce (930) and the 

stream sequence value;

- creating a plaintext block with the encryption key (940);

- creating an incoming keystream with the plaintext block and the stream 10

nonce, the incoming keystream being same as the outgoing keystream; 

and

- combining each encrypted data packet with the incoming keystream, 

using the XOR operation, for generating decrypted data packets.

24. A method according to any of claims 18-23, further comprising:15

- detecting, at the at least one trust provider (802), when any one of the 

following occurs:

- a duration of the session of the group communication exceeds a 

first predefined threshold, or

- a number of data packets exchanged during the group communi-20

cation exceeds a second predefined threshold;

- generating a new shared secret corresponding to the session upon said 

detection, by executing the first random number generator (810);

- digitally encapsulating the new shared secret in a plurality of new ver-

sions, using the respective ephemeral keys corresponding to the plurality 25

of clients (804, 806, 808); and

- distributing respective versions amongst the plurality of new versions 

of the shared secret to corresponding clients amongst the plurality of cli-

ents, during the session.

25. A method according to any of claims 18-24, further comprising:30
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- detecting, at each client (804, 806, 808), when any one of the following 

occurs:

- a duration of the session of the group communication exceeds a 

first predefined threshold, or

- a number of data packets exchanged during the group communi-5

cation exceeds a second predefined threshold;

and 

- refreshing at least one of: the shared secret or the salt component.

26. A method according to any of claims 18-25, further comprising ob-10

fuscating the shared secret (902) and the one or more crypto-products 

(920, 930, 940), at each client (804, 806, 808), upon an end of the ses-

sion.

27. A method according to any of claims 18-26, wherein when a next 

group communication is to be enabled amongst the plurality of clients15

(804, 806, 808), the method further comprises changing and distributing 

amongst the plurality of clients, at least one of: the shared secret (902), 

the salt component (904).

28. A computer program product comprising at least one non-transitory 

machine-readable data storage medium having stored thereon one or 20

more sets of one or more machine-executable instructions that are con-

figured to, when executed by one or more processors, cause the execu-

tion of a method according to any of claims 18-27.
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PATENTTIVAATIMUKSET

1. Järjestely (800), jolla suojatusti mahdollistetaan ryhmäviestintä, 

jolloin järjestely käsittää ainakin yhden luottamuspalveluntarjoajan 

(802) ja useita asiakaslaitteita (804, 806, 808), jotka on yhdistetty 

viestintäyhteydellä toisiinsa ja kunkin asiakaslaitteen vastaavaan luotta-5

muspalveluntarjoajaansa,

jolloin kyseinen ainakin yksi luottamuspalveluntarjoaja on konfiguroitu:

- vastaanottamaan pyyntö ryhmäviestintäistunnon muodosta-

miseksi ensimmäiseltä asiakaslaitteelta (804) useiden asiakaslaitteiden 

joukosta;10

- luomaan istuntoa vastaava jaettu salaisuus (902) suorittamalla 

ensimmäinen satunnaislukugeneraattori (810), jolloin ensimmäistä sa-

tunnaislukugeneraattoria (810) käytetään todellisen satunnaisuuden 

lähteenä korkean entropian jaetun salaisuuden luomiseksi;

- kapseloimaan jaettu salaisuus digitaalisesti useiksi versioiksi 15

käyttäen useita asiakaslaitteita vastaavia lyhytaikaisia avaimia, jolloin 

vastaavat lyhytaikaiset avaimet ovat saatavilla ainakin yhdellä luotta-

muspalveluntarjoajalla, ja

- jakamaan vastaava versio jaetusta salaisuudesta useiden versioi-

den joukosta vastaavalle asiakaslaitteelle useiden asiakaslaitteiden jou-20

kosta ennen istunnon alkua; ja

jolloin kukin asiakaslaite useiden asiakaslaitteiden joukosta on kon-

figuroitu:

- purkamaan jaetun salaisuuden vastaavan version kapseloinnin

käyttäen vastaavaa yksityistä avainta, jolloin vastaava yksityinen avain, 25

jota käytetään vastaavan jaetun salaisuuden version kapseloinnin 
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purkamiseen asiakaslaitteella, vastaa mainitun asiakaslaitteen jaetun 

salaisuuden kapselointiin käytettyä vastaavaa lyhytaikaista avainta;

- hankkimaan tunnistautumisvaltuustieto, joka osoittaa käyttäjän 

valtuutuksen käyttää jaettua salaisuutta, jolloin tunnistautumisvaltuus-

tietoa käytetään suolakomponentin (904) tuottamiseen pääsy-/ohjaus-5

keinona suolan hankkimiseksi luottamuspalveluntarjoajalta tai viestin-

täistunnon aloittaneelta osapuolelta, minkä seurauksena sama suola-

komponentti toimitetaan jokaiselle asiakaslaitteelle useiden asiakaslait-

teiden joukosta;

- johtamaan yksi tai useampi kryptotuote (920, 930, 940) suorit-10

tamalla toinen satunnaislukugeneraattori (812, 814, 816), jolloin jaet-

tua salaisuutta ja suolakomponenttia käytetään toisen satunnaislu-

kugeneraattorin syötteinä; ja

- käyttämään yhtä tai useampaa kryptotuotetta

- salaamaan (916) lähtevä viestintä mainitulta asiakaslaitteelta, ja15

- purkamaan (918) mainitun asiakaslaitteen saapuvan viestinnän 

salaus, jolloin saapuva viestintä vastaanotetaan ainakin yhdeltä muulta 

asiakaslaitteelta useiden asiakaslaitteiden joukosta.

2. Patenttivaatimuksen 1 mukainen järjestely (800), jossa yhtä tai 

useampaa kryptotuotetta (920, 930, 940) johdettaessa jaettua salai-20

suutta (902) käytetään siemenkomponenttina, ja jossa kukin asiakas-

laite (804, 806, 808) on konfiguroitu:

- yhdistämään siemenkomponentti ja suolakomponentti (904) 

käyttäen toisen satunnaislukugeneraattorin (812, 814, 816) ensim-

mäistä johdosfunktiota (906) pseudosatunnaisavaimen (PRK) (920) joh-25

tamiseksi.
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3. Patenttivaatimuksen 2 mukainen järjestely, jossa kukin asiakas-

laite on lisäksi konfiguroitu

- tiivistämään PRK käyttämällä nonce-johdosfunktiota (908) yhtei-

sen noncen (930) johtamiseksi; ja

- yhdistämään PRK ja salaukseen liittyvät kontekstitiedot (912) 5

käyttämällä toisen satunnaislukugeneraattorin toista johdosfunktiota 

(910) salausavaimen (940) johtamiseksi;

jolloin salausavainta ja yhteistä noncea käytetään lähtevän vies-

tinnän salaamiseen (916) ja saapuvan viestinnän salauksen purkami-

seen (918).10

4. Patenttivaatimuksen 3 mukainen järjestely (800), jossa salaus-

avain (940) on dynaamisesti uudelleenlaskettavissa ilman, että sitä tar-

vitsee tallentaa mainitulle asiakaslaitteelle (804, 806, 808).

5. Patenttivaatimuksen 3 tai 4 mukainen järjestely (800), jolloin 

kukin asiakaslaite (804, 806, 808) on lisäksi konfiguroitu:15

- vastaanottamaan aloitusarvo (nonceStart) virta-noncen muodos-

tamiseksi; ja

- noutamaan ryhmän koon arvo ja mainitun asiakaslaitteen jäse-

nindeksi, jolloin ryhmän koon arvo on yhtä suuri kuin asiakaslaitteiden 

lukumäärä useiden asiakaslaitteiden joukossa;20

jolloin lähtevän viestinnän salaamisen (916) yhteydessä mainittu 

asiakaslaite on konfiguroitu:

- määrittämään kullekin datapaketille virran järjestysarvo virta-

noncen aloitusarvon, ryhmän koon arvon, jäsenindeksin ja paketin jär-

jestysnumeron perusteella;25
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- määrittämään virta-noncen yhteisen noncen (930) ja virran jär-

jestysarvon perusteella;

- luomaan salauslohkon salausavaimella (940);

- luomaan lähtevän avainvirran salauslohkon ja virta-noncen

avulla;5

- yhdistämään kunkin datapaketin lähtevään avainvirtaan käyttäen

eksklusiivista TAI (XOR) -toimintoa salattujen datapakettien luomiseksi;

ja

- lisäämään kunkin salatun datapaketin virran järjestysarvon mai-

nitun salatun datapaketin otsakkeeseen ennen mainitun salatun datapa-10

ketin lähettämistä.

6. Patenttivaatimuksen 5 mukainen järjestely (800), jossa saapu-

van viestinnän salauksen purkamisen (918) yhteydessä mainittu asia-

kaslaite (804, 806, 808) on konfiguroitu:

- hankkimaan virran järjestysarvo mainitulla asiakaslaitteella vas-15

taanotetun kunkin salatun datapaketin otsakkeesta;

- määrittämään virta-noncen yhteisen noncen (930) ja virran jär-

jestysarvon perusteella;

- luomaan selkotekstilohkon salausavaimella (940);

- luomaan saapuvan avainvirran selkotekstilohkoa ja virta-noncea20

käyttäen, jolloin saapuva avainvirta on sama kuin lähtevä avainvirta; ja

- yhdistämään kukin salattu datapaketti saapuvaan avainvirtaan 

XOR-toiminnon avulla datapakettien, joiden salaus on purettu, muodos-

tamiseksi.
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7. Jonkin edellisen patenttivaatimuksen mukainen järjestely (800), 

jossa kyseinen ainakin yksi luottamuspalveluntarjoaja (802) on lisäksi 

konfiguroitu:

- havaitsemaan, kun jokin seuraavista tapahtuu:

- ryhmäviestintäistunnon kesto ylittää ensimmäisen ennalta mää-5

ritellyn kynnysarvon; tai

- ryhmäviestinnän aikana vaihdettujen datapakettien määrä ylittää 

toisen ennalta määritellyn kynnysarvon;

- luomaan istuntoa vastaavan uuden jaetun salaisuuden mainitun 

havaitsemisen yhteydessä suorittamalla ensimmäinen satunnaislu-10

kugeneraattori (810);

- kapseloimaan uuden jaetun salaisuuden digitaalisesti useiksi uu-

siksi versioiksi käyttäen useiden asiakaslaitteiden (804, 806, 808) vas-

taavia lyhytaikaisia avaimia; ja

- jakamaan jaetun salaisuuden useista uusista versioista vastaavat 15

versiot vastaaville asiakaslaitteille useiden asiakaslaitteiden joukosta is-

tunnon aikana.

8. Jonkin edellisen patenttivaatimuksen mukainen järjestely (800), 

jossa kukin asiakaslaite (804, 806, 808) on lisäksi konfiguroitu:

- havaitsemaan, kun jokin seuraavista tapahtuu:20

- ryhmäviestintäistunnon kesto ylittää ensimmäisen ennalta mää-

ritellyn kynnysarvon; tai

- ryhmäviestinnän aikana vaihdettujen datapakettien määrä ylittää 

toisen ennalta määritellyn kynnysarvon;

ja25
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- päivittämään ainakin toinen seuraavista: jaettu salaisuus tai suo-

lakomponentti.

9. Jonkin edellisen patenttivaatimuksen mukainen järjestely (800), 

jossa kukin asiakaslaite useista asiakaslaitteista (804, 806, 808) on li-

säksi konfiguroitu häivyttämään jaettu salaisuus (902) ja yksi tai use-5

ampi kryptotuote (920, 930, 940) istunnon päättyessä.

10. Jonkin edellisen patenttivaatimuksen mukainen järjestely (800), 

jossa, kun seuraava ryhmäviestintä on tarkoitus ottaa käyttöön usei-

den asiakaslaitteiden (804, 806, 808) kesken, ainakin yksi seuraa-

vista: jaettu salaisuus (902), suolakomponentti (904), muutetaan ja 10

jaetaan useiden asiakaslaitteiden kesken.

11. Jonkin edellisen patenttivaatimuksen mukainen järjestely (800), 

jossa jaetun salaisuuden (902) vastaavan version kussakin asiakaslait-

teessa tehtävän kapseloinnin purkamisen jälkeen jaettu salaisuus pure-

taan ohjelmallisesti suojattuun muistiin, jolloin ohjelmallisesti suojattu 15

muisti on yksi seuraavista: laitteiston suojausmoduulin (HSM) tarjoama 

eriytetty muisti, suojattu erillisalue (secure enclave), suojattu ele-

mentti, luotettu alustamoduuli (TPM), vartioitu (guarded) kekomuisti.

12. Jonkin edellisen patenttivaatimuksen mukainen järjestely (800), 

jossa tunnistautumisvaltuustieto on ainakin yksi seuraavista: henkilö-20

kohtaiseen salaisuuteen perustuva todennus, henkilökorttipohjainen to-

dennus, kryptografinen todennus, langattomaan viestintään perustuva 

todennus, tunnistepohjainen todennus, ilmoituspohjainen todennus, 

käyttäjätunniste, koodipohjainen todennus, digitaaliseen identiteettiin 

perustuva todennus, biometrinen ja/tai neuraalisiin signaaleihin perus-25

tuva todennus, huijausten estoon perustuva todennus.

13. Jonkin edellisen patenttivaatimuksen mukainen järjestely (800), 

jossa toinen satunnaislukugeneraattori (812, 814, 816) käyttää 
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deterministisen satunnaisbittigeneraattorin (DRBG) algoritmia johdetta-

essa yhtä tai useampaa kryptotuotetta (920, 930, 940), jolloin DRBG-

algoritmi on yksi seuraavista: laskuritilaan perustuva DRBG-algoritmi 

(CTR-DRBG), HMAC-pohjainen DRBG-algoritmi (HMAC-DRBG), HASH-

DRBG-algoritmi.5

14. Jonkin edellisen patenttivaatimuksen mukainen järjestely (800), 

jossa yksi tai useampi kryptotuote (920, 930, 940) käsittää ainakin yh-

den seuraavista: symmetrinen avain (940), epäsymmetrinen avainpari, 

yksi tai useampi avain muiden avainten salaamiseksi ja/tai kääri-

miseksi, nonce-arvo (930) tai alustusvektori, tunnistautumisvaltuustie-10

dosta saatu suojattu avain, suojattu salasana, suojatusta salasanasta

johdettu arvo, istuntoavain, kertakäyttöinen avain, Transport Layer Se-

curity (TLS)-PSK -mallin ennalta jaettu avain (PSK).

15. Jonkin edellisen patenttivaatimuksen mukainen järjestely (800), 

jossa ryhmäviestintä on yksi seuraavista: ryhmääänipuhelu, ryhmävi-15

deopuhelu, ryhmäkeskustelu, ryhmäsähköpostikeskustelu, ryhmätyöti-

laviestintä, ryhmäneuvottelupuhelu, ryhmälähetys, ryhmäverkko, pa-

kettidataistunto.

16. Luottamuspalveluntarjoaja (802) ryhmäviestinnän suojatuksi 

mahdollistamiseksi useiden asiakaslaitteiden välillä, luottamuspalvelun-20

tarjoajan ollessa yhdistetty viestintäyhteydellä ainakin yhteen asiakas-

laitteeseen (804, 806, 808) useiden asiakaslaitteiden joukosta, jolloin 

luottamuspalveluntarjoaja on konfiguroitu:

- vastaanottamaan pyyntö ryhmäviestintäistunnon muodosta-

miseksi ensimmäiseltä asiakaslaitteelta (804) useiden asiakaslaitteiden 25

joukosta;

- luomaan istuntoa vastaava jaettu salaisuus (902) suorittamalla 

ensimmäinen satunnaislukugeneraattori (810), jolloin ensimmäistä 
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satunnaislukugeneraattoria (810) käytetään todellisen satunnaisuuden 

lähteenä korkean entropian jaetun salaisuuden luomiseksi;

- kapseloimaan jaettu salaisuus digitaalisesti useisiin versioihin 

käyttäen useiden asiakaslaitteiden vastaavia lyhytaikaisia avaimia, jol-

loin yksi tai useampi vastaavista lyhytaikaisista avaimista on saatavilla 5

luottamuspalveluntarjoajalla; ja

- jakamaan vastaava versio jaetun salaisuuden useiden versioiden 

joukosta vastaavalle asiakaslaitteelle useiden asiakaslaitteiden joukosta 

ennen istunnon alkua,

jolloin jaetun salaisuuden vastaavan version kapselointi puretaan 10

kussakin asiakaslaitteessa useiden asiakaslaitteiden joukosta käyttäen 

vastaavaa yksityistä avainta, jolloin vastaava yksityinen avain, jota käy-

tetään vastaavan jaetun salaisuuden version kapseloinnin purkamiseen 

asiakaslaitteella, vastaa mainitun asiakaslaitteen jaetun salaisuuden 

kapselointiin käytettyä vastaavaa lyhytaikaista avainta, ja jolloin jaettua 15

salaisuutta käytetään kussakin asiakaslaitteessa yhden tai useamman 

kryptotuotteen (920, 930, 940) johtamiseen suorittamalla toinen satun-

naislukugeneraattori (812, 814, 816) ja yhtä tai useampaa kryptotuo-

tetta käytetään kussakin asiakaslaitteessa mainitusta asiakaslaitteesta 

lähtevän viestinnän salaamiseen (916) ja mainitulle asiakaslaitteelle 20

saapuvan viestinnän salauksen purkamiseen (918).

17. Asiakaslaite (804, 806, 808), jolla osallistutaan suojatusti ryh-

mäviestintään, asiakaslaitteen ollessa yhdistetty viestintäyhteydellä 

luottamuspalveluntarjoajaan (802) ja ainakin yhteen muuhun asiakas-

laitteeseen, jolloin asiakaslaite on konfiguroitu:25

- purkamaan jaetun salaisuuden (902) vastaavan version kapse-

loinnin käyttämällä vastaavaa yksityistä avainta, jolloin vastaava versio 

vastaanotetaan luottamuspalveluntarjoajalta ennen 
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ryhmäviestintäistunnon alkua, ja jolloin jaettu salaisuus on luotu luotta-

muspalveluntarjoajassa suorittamalla ensimmäistä satunnaislu-

kugeneraattoria (810), jolloin asiakaslaitteella jaetun salaisuuden vas-

taavan version kapseloinnin purkamiseen käytetty vastaava yksityinen 

avain vastaa vastaavaa lyhytaikaista avainta, jota käytetään jaetun sa-5

laisuuden kapselointiin mainitussa asiakaslaitteessa;

- hankkimaan tunnistautumisvaltuustiedon, joka osoittaa käyttä-

jän valtuutuksen käyttää jaettua salaisuutta, jolloin tunnistautumisval-

tuustietoa käytetään suolakomponentin (904) tuottamiseen pääsy-/oh-

jauskeinona suolan saamiseksi luottamuspalveluntarjoajalta tai viestin-10

täistunnon aloittaneelta osapuolelta siten, että sama suolakomponentti 

toimitetaan kullekin asiakaslaitteelle useiden asiakaslaitteiden joukosta;

- johtamaan yksi tai useampi kryptotuote (920, 930, 940) suorit-

tamalla toinen satunnaislukugeneraattori (812, 814, 816), jolloin jaet-

tua salaisuutta ja suolakomponenttia käytetään toisen satunnaislu-15

kugeneraattorin syötteinä; ja

- käyttämään yhtä tai useampaa kryptotuotetta

- salaamaan (916) mainitulta asiakaslaitteelta lähtevä vies-

tintä, ja

- purkamaan (918) mainitulle asiakaslaitteelle saapuvan vies-20

tinnän salauksen, jolloin saapuva viestintä vastaanotetaan ainakin yh-

deltä muulta asiakaslaitteelta.

18. Menetelmä (1000), jolla suojatusti mahdollistetaan ryhmävies-

tintä, jolloin menetelmän toteuttaa järjestely (800), joka käsittää aina-

kin yhden luottamuspalveluntarjoajan (802) ja useita asiakaslaitteita 25

(804, 806, 808), jotka on yhdistetty viestintäyhteydellä toisiinsa ja vas-

taavaan luottamuspalveluntarjoajaansa, jolloin menetelmä käsittää seu-

raavat vaiheet:
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- vastaanotetaan ainakin yhdellä luottamuspalveluntarjoajalla 

pyyntö ryhmäviestintäistunnon muodostamiseksi ensimmäiseltä asia-

kaslaitteelta (804) useiden asiakaslaitteiden joukosta;

- muodostetaan istuntoa vastaava jaettu salaisuus (902) ainakin 

yhdessä luottamuspalveluntarjoajassa suorittamalla ensimmäinen sa-5

tunnaislukugeneraattori (810), jolloin ensimmäistä satunnaislu-

kugeneraattoria (810) käytetään todellisen satunnaisuuden lähteenä 

korkean entropian jaetun salaisuuden luomiseksi;

- kapseloidaan jaettu salaisuus digitaalisesti useiksi versioiksi ai-

nakin yhdessä luottamuspalveluntarjoajassa käyttäen useita asiakaslait-10

teita vastaavia lyhytaikaisia avaimia, jolloin vastaavat lyhytaikaiset 

avaimet ovat saatavilla ainakin yhdellä luottamuspalveluntarjoajalla;

- jaetaan vastaava versio jaetusta salaisuudesta useiden versioi-

den joukosta ainakin yhdestä luottamuspalveluntarjoajasta vastaavalle 

asiakaslaitteelle useiden asiakaslaitteiden joukosta ennen istunnon al-15

kua;

- puretaan jaetun salaisuuden vastaavan version kapselointi kus-

sakin asiakaslaitteessa useiden asiakaslaitteiden joukosta käyttäen vas-

taavaa yksityistä avainta, jolloin vastaava yksityinen avain, jota käyte-

tään vastaavan jaetun salaisuuden version kapseloinnin purkamiseen 20

asiakaslaitteella, vastaa mainitun asiakaslaitteen jaetun salaisuuden 

kapselointiin käytettyä vastaavaa lyhytaikaista avainta;

- hankitaan tunnistautumisvaltuustieto, joka osoittaa käyttäjän 

valtuutuksen käyttää jaettua salaisuutta kullakin asiakaslaitteella, jol-

loin tunnistautumisvaltuustietoa käytetään suolakomponentin (904) 25

tuottamiseen pääsy-/ohjauskeinona suolan hankkimiseksi luottamuspal-

veluntarjoajalta tai viestintäistunnon aloittaneelta osapuolelta, minkä 
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seurauksena sama suolakomponentti toimitetaan jokaiselle asiakaslait-

teelle useiden asiakaslaitteiden joukosta;

- johdetaan yksi tai useampi kryptotuote (920, 930, 940) kussakin 

asiakaslaitteessa suorittamalla toinen satunnaislukugeneraattori (812, 

814, 816), jolloin jaettua salaisuutta ja suolakomponenttia käytetään 5

toisen satunnaislukugeneraattorin syötteinä; ja

- käytetään yhtä tai useampaa kryptotuotetta kussakin asiakaslait-

teessa

- salaamaan (916) lähtevä viestintä mainitulta asiakaslait-

teelta, ja10

- purkamaan (918) mainitulle asiakaslaitteelle saapuvan vies-

tinnän salauksen, jolloin saapuva viestintä vastaanotetaan ainakin yh-

deltä muulta asiakaslaitteelta useiden asiakaslaitteiden joukosta.

19. Patenttivaatimuksen 18 mukainen menetelmä, jossa yhden tai 

useamman kryptotuotteen (920, 930, 940) kullakin asiakaslaitteella 15

(804, 806, 808) tehtävän johtamisen vaiheessa jaettua salaisuutta 

(902) käytetään siemenkomponenttina ja jossa yhden tai useamman 

kryptotuotteen johtamisvaihe käsittää seuraavan vaiheen:

- yhdistetään siemenkomponentti ja suolakomponentti (904) käyt-

tämällä toisen satunnaislukugeneraattorin (812, 814, 816) ensimmäistä 20

johdosfunktiota (906) pseudosatunnaisavaimen (PRK) (920) johta-

miseksi.

20. Patenttivaatimuksen 19 mukainen menetelmä, jossa yhden tai 

useamman kryptotuotteen johtaminen käsittää lisäksi seuraavat vai-

heet:25

- tiivistetään PRK käyttämällä noncen johdosfunktiota (908) yhtei-

sen noncen (930) johtamiseksi; ja
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- yhdistetään PRK ja salaukseen liittyvät kontekstitiedot (912) 

käyttämällä toisen satunnaislukugeneraattorin toista johdosfunktiota 

(910) salausavaimen (940) johtamiseksi;

jolloin salausavainta ja yhteistä noncea käytetään lähtevän vies-

tinnän salaamiseen (916) ja saapuvan viestinnän salauksen purkami-5

seen (918).

21. Patenttivaatimuksen 20 mukainen menetelmä, joka käsittää li-

säksi salausavaimen (940) dynaamisen uudelleenlaskennan ilman, että 

salausavainta tarvitsee tallentaa mainitulle asiakaslaitteelle (804, 806, 

808).10

22. Patenttivaatimusten 18–21 mukainen menetelmä, jossa vaihe, 

jossa yhtä tai useampaa kryptotuotetta (920, 930, 940) käytetään kul-

lakin asiakaslaitteella (804, 806, 808) mainitulta asiakaslaitteelta lähte-

vän viestinnän salaamiseen (916), käsittää seuraavat vaiheet:

- vastaanotetaan aloitusarvo (nonceStart) virta-noncea varten;15

- noudetaan ryhmän koon arvo ja mainitun asiakaslaitteen jäse-

nindeksi, jolloin ryhmän koon arvo on yhtä suuri kuin asiakaslaitteiden 

lukumäärä useiden asiakaslaitteiden joukossa;

- määritetään kullekin datapaketille virran järjestysarvo aloitusar-

von (nonceStart), ryhmän koon arvon, jäsenindeksin ja paketin järjes-20

tysnumeron perusteella;

- määritetään virta-nonce yhteisen noncen (930) ja virran järjes-

tysarvon perusteella;

- luodaan salauslohko salausavaimella (940);

- luodaan lähtevä avainvirta käyttäen salauslohkoa ja virta-non-25

cea;
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- yhdistetään kukin datapaketti lähtevään avainvirtaan käyttä-

mällä eksklusiivista TAI (XOR) -toimintoa salattujen datapakettien muo-

dostamiseksi; ja

- lisätään kunkin salatun datapaketin virran järjestysarvo kyseisen

salatun datapaketin otsakkeeseen ennen kyseisen salatun datapaketin 5

lähettämistä.

23. Patenttivaatimuksen 22 mukainen menetelmä, jossa vaihe, jossa 

yhtä tai useampaa kryptotuotetta (920, 930, 940) käytetään kullakin 

asiakaslaitteella (804, 806, 808) mainitulle asiakaslaitteelle saapuvan

viestinnän salauksen purkamiseen (918), käsittää seuraavat vaiheet:10

- hankitaan virran järjestysarvo mainitulla asiakaslaitteella vas-

taanotetun kunkin salatun datapaketin otsakkeesta;

- määritetään virta-nonce yhteisen noncen (930) ja virran järjes-

tysarvon perusteella;

- luodaan selkotekstilohko salausavaimella (940);15

- luodaan saapuva avainvirta selkotekstilohkoa ja virta-noncea

käyttäen, jolloin saapuva avainvirta on sama kuin lähtevä avainvirta; ja

- yhdistetään kukin salattu datapaketti saapuvaan avainvirtaan 

käyttämällä eksklusiivista TAI (XOR) -toimintoa datapakettien, joiden 

salaus on purettu, muodostamiseksi.20

24. Jonkin patenttivaatimuksen 18–23 mukainen menetelmä, joka 

käsittää lisäksi seuraavat:

- havaitaan ainakin yhdessä luottamuspalveluntarjoajassa (802), 

kun jokin seuraavista tapahtuu:

- ryhmäviestintäistunnon kesto ylittää ensimmäisen ennalta mää-25

ritellyn kynnysarvon, tai
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- ryhmäviestinnän aikana vaihdettujen datapakettien määrä ylittää 

toisen ennalta määritellyn kynnysarvon;

- muodostetaan istuntoa vastaava uusi jaettu salaisuus mainitun 

havaitsemisen yhteydessä suorittamalla ensimmäinen satunnaislu-

kugeneraattori (810);5

- kapseloidaan uusi jaettu salaisuus digitaalisesti useisiksi uusiksi 

versioiksi käyttämällä vastaavia lyhytaikaisia avaimia, jotka vastaavat 

useita asiakaslaitteita (804, 806, 808); ja

- jaetaan vastaavat versiot jaetun salaisuuden useiden uusien ver-

sioiden joukosta vastaaville asiakaslaitteille useiden asiakaslaitteiden 10

joukosta istunnon aikana.

25. Jonkin patenttivaatimuksen 18–24 mukainen menetelmä, joka 

käsittää lisäksi seuraavat:

- havaitaan kullakin asiakaslaitteella (804, 806, 808), kun jokin 

seuraavista tapahtuu:15

- ryhmäviestintäistunnon kesto ylittää ensimmäisen ennalta mää-

ritellyn kynnysarvon, tai

- ryhmäviestinnän aikana vaihdettujen datapakettien määrä ylittää 

toisen ennalta määritellyn kynnysarvon;

ja20

- päivitetään ainakin yksi seuraavista: jaettu salaisuus tai suola-

komponentti.

26. Jonkin patenttivaatimuksen 18–25 mukainen menetelmä, joka 

käsittää lisäksi jaetun salaisuuden (902) ja yhden tai useamman kryp-

totuotteen (920, 930, 940) häivyttämisen kullakin asiakaslaitteella 25

(804, 806, 808) istunnon päättyessä.
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27. Jonkin patenttivaatimuksen 18–26 mukainen menetelmä, jossa, 

kun seuraava ryhmäviestintä on tarkoitus ottaa käyttöön useiden asia-

kaslaitteiden (804, 806, 808) kesken, menetelmä käsittää lisäksi aina-

kin yhden seuraavista muuttamisen ja jakamisen useiden asiakaslaittei-

den kesken: jaettu salaisuus (902), suolakomponentti (904).5

28. Tietokoneohjelmatuote, joka käsittää ainakin yhden pysyvän tie-

tokonekielisen koneellisesti luettavan tiedontallennusvälineen, jolle on 

tallennettu yksi tai useampi yhden tai useamman koneellisesti suoritet-

tavan käskyn joukko, jolloin käskyt on konfiguroitu siten, että ne yhden 

tai useamman prosessorin suorittamina saavat aikaan jonkin patentti-10

vaatimuksen 18–27 mukaisen menetelmän suorittamisen.
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Fig. 3
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Fig. 4

P
R

H
31

 -
01

- 
20

25
20

25
50

74



Fig. 5
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Fig. 6
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Fig. 9

KDF
(HKDF/PBKF2)

HASH
(SHA-256)

HKDF

AES-CTR MODE

ENCRYPTION

DECRYPTION

SALT

SHARED 
SECRET

KEYINFO

PRK

NONCE KEY

CIPHER

CIPHER

PLAIN

PLAIN

902

904

920

912

940930

916

918

914

910908

906

P
R

H
31

 -
01

- 
20

25
20

25
50

74



10/10

Fig. 10
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