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(57) Abstract: There is provided a method of facilitating a secure log-in procedure or a secure transaction procedure. The method
enables a given user or a person under custody of the given user to log-in to or perform a transaction with a service securely. User details
entered by the given user or said person at a user interface presented at a user device associated with the given user or said person are
received. Subsequently, an authorization-request message is sent to at least one mobile communication device of the given user, using
real-time push signalling. A response message indicating whether or not the authorization has been verified successfully is received
from the at least one mobile communication device. If the authorization has been verified successfully, the given user or said person is
allowed to log-in to or perform a transaction with the service from the user device.
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SECURE LOG-IN OR TRANSACTION PROCEDURE

TECHNICAL FIELD

The present disclosure relates to systems for facilitating a secure log-in or
transaction procedure. Moreover, the present disclosure concerns methods
of facilitating a secure log-in or transaction procedure. Furthermore, the
present disclosure also relates to computer program products comprising a
non-transitory computer-readable storage medium having computer-
readable instructions stored thereon, the computer-readable instructions
being executable by a computerized device comprising processing hardware

to execute the aforementioned methods.

BACKGROUND

Various types of secure transactions, for example financial transactions,
implemented using chip-enabled debit cards, Internet-based payment
services (for example, Paypal® and similar), and wirelessly-connected
mobile communication devices (for example, smart phones) executing
software applications (namely “Apps’), have become widely employed in
contemporary commerce. However, there has been a corresponding
increase in third-party hostile hacking and malware for acquiring sensitive
information, for example passwords, personal identification number (PIN)
codes and debit/credit card details, of users. Such acquired sensitive
information enables malicious third parties to steal money, or make
purchases for their own benefit, at an expense of the users, by the third
parties masquerading as the users. For example, sensitive information of a
given debit/credit card includes a card number, a username, a term of
validity and a verification number of that debit/credit card. A malicious
party can easily make financial transactions using this sensitive information
of the given debit/credit card on the Internet. A PIN code associated with
the given debit/credit card is usually needed only at Point-Of-Sale (POS)
terminals, namely when shopping in retail stores. Moreover, strong

customer authentication via the PIN code is needed very rarely in online
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charged from a debit account.

There exist conventional techniques for performing financial transactions in
a secure manner. In one conventional technique, a financial institution, for
example such as a bank, offers to its customers a software application
(namely, an “App”) for mobile authorization, wherein the App is to be
downloaded and installed at the customers’ mobile communication devices.
In this conventional technique, a given customer is required to open the
App on his/her mobile communication device manually, so as to initiate an
authorization process using the App. This technique is not just user-
unfriendly, but also drains a battery of the given customer’s mobile
communication device, as the given customer’s mobile communication

device has to be kept active for a long duration.

In light of the foregoing, there exists a need for a mobile authorization

technique that is user-friendly and that consumes less power.

SUMMARY

The present disclosure seeks to provide an improved system for facilitating
a secure log-in or transaction procedure that is highly robust and relatively
easy for users to employ, for example, when implementing financial

transactions or other types of transactions.

Moreover, the present disclosure seeks to provide an improved method of

facilitating a secure log-in or transaction procedure.

A further aim of the present disclosure is to at least partially overcome at

least some of the problems of the prior art, as described in the foregoing.

In a first aspect, embodiments of the present disclosure provide a method
of facilitating a secure log-in procedure or a secure transaction procedure,
to enable a given user or a person under custody of the given user to log-in
to or perform a transaction with a service securely, wherein the service is

provided by a server arrangement that is coupled via a data communication
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network to at least one mobile communication device of the given user,

characterized in that the method includes:

(i) receiving user details entered at a user interface by the given user
or the person under custody of the given user, the user interface
being presented at a user device associated with the given user or
said person for enabling the given user or said person to log-in to

or perform the transaction with the service;

(ii) sending, to the at least one mobile communication device of the
given user, an authorization-request message to be presented to
the given user for requesting the given user to provide a personal
identification code and/or at least one bio-credential of the given
user for verifying an authorization, wherein the authorization-
request message is sent using real-time push signalling for
activating the at least one mobile communication device or an
application in the at least one mobile communication device to

present the authorization-request message thereat;

(iii) receiving, from the at least one mobile communication device of
the given user, a response message indicating whether or not the

authorization has been verified successfully; and

(iv) allowing the given user or said person to log-in to or perform the
transaction with the service from the user device, if the

authorization has been verified successfully.

Embodiments of the present disclosure are of advantage in that the
aforementioned method facilitates a quick, robust and uncomplicated

approach for performing strongly-secured customer authorization.

In a second aspect, embodiments of the present disclosure provide a
system for facilitating a secure log-in procedure or a secure transaction
procedure, to enable a given user or a person under custody of the given
user to log-in to or perform a transaction with a service securely, wherein

the system includes a server arrangement providing the service, the server
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arrangement being coupled via a data communication network to at least

one mobile communication device of the given user, characterized in that

the server arrangement is operable to:

(i)

(iii)

receive user details entered at a user interface by the given user or
the person under custody of the given user, the user interface
being presented at a user device associated with the given user or
said person for enabling the given user or said person to log-in to

or perform the transaction with the service;

send, to the at least one mobile communication device of the given
user, an authorization-request message to be presented to the
given user for requesting the given user to provide a personal
identification code and/or at least one bio-credential of the given
user for verifying an authorization, wherein the authorization-
request message is to be sent using real-time push signalling for
activating the at least one mobile communication device or an
application in the at least one mobile communication device to

present the authorization-request message thereat;

receive, from the at least one mobile communication device of the
given user, a response message indicating whether or not the

authorization has been verified successfully; and

allow the given user or said person to log-in to or perform the
transaction with the service from the user device, if the

authorization has been verified successfully.

In a third aspect, embodiments of the present disclosure provide a

computer program product comprising a non-transitory computer-readable

storage medium having computer-readable instructions stored thereon, the

computer-readable instructions being executable by a computerized device

comprising processing hardware to execute a method of the aforementioned

first aspect.
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Additional aspects, advantages, features and objects of the present
disclosure would be made apparent from the drawings and the detailed
description of the illustrative embodiments construed in conjunction with

the appended claims that follow.

It will be appreciated that features of the present disclosure are susceptible
to being combined in various combinations without departing from the

scope of the present disclosure as defined by the appended claims.

BRI EF DESCRIPTION OF THE DRAWINGS

The summary above, as well as the following detailed description of
illustrative embodiments, is better understood when read in conjunction
with the appended drawings. For the purpose of illustrating the present
disclosure, exemplary constructions of the disclosure are shown in the
drawings. However, the present disclosure is not limited to specific methods
and apparatus disclosed herein. Moreover, those in the art will understand
that the drawings are not to scale. Wherever possible, like elements have
been indicated by identical numbers.

Embodiments of the present disclosure will now be described, by way of

example only, with reference to the following diagrams wherein:

FIG. 1 is a schematic illustration of a network environment wherein a
system for facilitating a secure log-in procedure or a secure
transaction procedure is implemented pursuant to
embodiments of the present disclosure;

FIG. 2 is a sequence diagram depicting an example implementation of
a method of facilitating a secure log-in procedure or a secure
transaction procedure, in accordance with an embodiment of
the present disclosure;

FIGs. 3A and 3B are process flows of example implementations of the
aforementioned method for enabling a given user (or a person

under custody of the given user) to log-in to or perform a
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transaction with a service, respectively, pursuant to
embodiments of the present disclosure;

FIGs. 4A-D are schematic illustrations of example views of user interfaces
presented to a given user or a person under custody of the
given user at various steps of the example implementation of
the aforementioned method; and

FIGs. 5A-B is a collection of exemplary views of screenshots of an
authorization-request message at the user’s mobile
communication devices, in accordance with an embodiment of

the present disclosure.

In the accompanying drawings, an underlined number is employed to
represent an item over which the underlined number is positioned or an
item to which the underlined number is adjacent. When a number is non-
underlined and accompanied by an associated arrow, the non-underlined

number is used to identify a general item at which the arrow is pointing.

DETAILED DESCRIPTION OF EMBODIMENTS

The following detailed description illustrates embodiments of the present
disclosure and ways in which they can be implemented. Although some
modes of carrying out the present disclosure have been disclosed, those
skilled in the art would recognize that other embodiments for carrying out

or practising the present disclosure are also possible.

In a first aspect, embodiments of the present disclosure provide a method
of facilitating a secure log-in procedure or a secure transaction procedure,
to enable a given user or a person under custody of the given user to log-in
to or perform a transaction with a service securely, wherein the service is
provided by a server arrangement that is coupled via a data communication
network to at least one mobile communication device of the given user,

characterized in that the method includes:

(i) receiving user details entered at a user interface by the given user

or the person under custody of the given user, the user interface
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being presented at a user device associated with the given user or
said person for enabling the given user or said person to log-in to

or perform the transaction with the service;

(ii) sending, to the at least one mobile communication device of the
given user, an authorization-request message to be presented to
the given user for requesting the given user to provide a personal
identification code and/or at least one bio-credential of the given
user for verifying an authorization, wherein the authorization-
request message is sent using real-time push signalling for
activating the at least one mobile communication device or an
application in the at least one mobile communication device to

present the authorization-request message thereat;

(iii) receiving, from the at least one mobile communication device of
the given user, a response message indicating whether or not the

authorization has been verified successfully; and

(iv) allowing the given user or said person to log-in to or perform the
transaction with the service from the user device, if the

authorization has been verified successfully.

It will be appreciated that the user interface can be presented to the given
user or said person via a web browser or a software application running on
the user device. It will be further appreciated that the user interface can be
presented at any device other than the given user’s mobile communication

device, for example such as a personal computer or a smartwatch.

Optionally, the method includes sending, to the user device, a notification to
be presented to the given user or said person for instructing the given user
or said person to wait until the authorization via the at least one mobile
communication device of the given user has been verified successfully.
Optionally, the sending of this notification is performed substantially
simultaneously with the sending of the aforementioned authorization-

request message at (ii).
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Alternatively, optionally, the method includes configuring the user device to
inform the given user or said person to wait, without a need for the
notification to be received from the server arrangement. In other words, the
user device is optionally configured to inform the given user or said person
on its own, as the user device knows that the authorization is required to be

verified.

Yet alternatively, optionally, the given user or said person is not required to
be informed at all, as the given user or said person already knows that

he/she has to wait until the authorization is verified successfully.

Moreover, it will be appreciated that the real-time push signalling is
beneficial for sending the authorization-request message at (ii), because
such push signalling activates (namely, awakens) the at least one mobile
communication device of the given user or the application therein, and
displays the authorization-request message to the given user even when a

display screen of the at least one mobile communication device is locked.

According to an embodiment of the present disclosure, in order to be able to
awaken the at least one mobile communication device or the application
therein via such push signalling, a push notification service provided by an
ecosystem of the at least one mobile communication device is required to
be enabled on the at least one mobile communication device. Examples of
such push notification services include, but are not limited to, Apple® Push
Notification service (APNs), Google® Cloud Messaging (GCM), and Windows®
Notification Service (WNS).

Optionally, in this regard, such push signalling activates (namely, awakens)
a trusted software application (namely, the aforesaid application) on the at
least one mobile communication device, wherein the trusted software
application is previously provided to the at least one mobile communication
device by the server arrangement. This allows the given user to provide the
personal identification code and/or the at least one bio-credential of the
given user without wasting any time (namely promptly), and thus, without

draining a battery of the at least one mobile communication device
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unnecessarily, because the aforementioned method requires that the at
least one mobile communication device of the given user is active only for
the time needed for performing the authorization. Notably, contemporary
known techniques are based on pull technology, and require an end user to
open a software application (namely, App) manually on his/her mobile
communication device, prior to initiating an authorization process. Such
contemporary known techniques are not only inconvenient to the end user,
but also drain a battery of the end user’s mobile communication device for a
longer time, as compared to the method pursuant to embodiments of the

present disclosure.

According to another embodiment of the present disclosure, the
aforementioned push signalling is implemented by way of a trusted software
application that is executing in the background at the at least one mobile
communication device, wherein the trusted software application is operable
to receive a push signal from the server arrangement to awaken the at least
one mobile communication device, and to present the authorization-request
message at the at least one mobile communication device in real time or

near real time.

Regardless of any specific embodiment of the present disclosure, a service
provider can generate at the at least one mobile communication device an
event, for example, such as an image or a link, acting as a request for the

user to confirm.

Moreover, according to an embodiment of the present disclosure, the at
least one mobile communication device of the given user includes a plurality
of mobile communication devices of the given user that are registered with
the server arrangement. Optionally, in such a case, the authorization-
request message is sent to each of the plurality of mobile communication

devices of the given user at (ii).

Optionally, in such a case, when the response message is received from any
one of the plurality of mobile communication devices at (iii), the method

includes sending, to rest of the plurality of mobile communication devices,
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an instruction to ignore the authorization-request message that was

previously sent at (ii).

Moreover, optionally, the method includes keeping a track of which mobile
communication device has been used to perform the authorization.
Optionally, in this regard, the method includes maintaining a log of a given
mobile communication device that was used to perform the authorization

and its associated timestamp.

Maintaining such a log over a period of time is particularly beneficial for
investigative purposes, for example, in a case when the given user did not
perform the authorization himself or herself. Optionally, in this regard, the
method includes blocking a given mobile communication device of the given
user from which an unauthorized party has made an attempt to perform the

authorization, so as to avoid any further abuse.

Optionally, in order to register the at least one mobile communication
device with the server arrangement, the method includes providing a
trusted software application (for example, an “App”’) to the at least one
mobile communication device, wherein the trusted software application is
then installed at the at least one mobile communication device. More
optionally, the trusted software application is provided to the at least one

mobile communication device in an encrypted form.

Optionally, in the method, the trusted software application is operable to
compare the personal identification code and/or the at least one bio-
credential provided by the given user with a previously-registered personal
identification code and/or at least one bio-credential of the given user,
namely a personal identification code and/or at least one bio-credential of
the given user previously registered with the trusted software application.
Alternatively, optionally, the comparison is performed by the ecosystem of

the at least one mobile communication device.
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Optionally, the trusted software application is then operable to determine
whether or not the authorization has been verified successfully, based upon

the comparison.

Optionally, in the method, the trusted software application is operable to
employ at least one key that is stored in a key store of the at least one

mobile communication device to encrypt the response message.

Additionally or alternatively, optionally, the trusted software application is
operable to employ a certificate that is stored in the key store of the at least

one mobile communication device to sign digitally the response message.

In other words, the response message may be any one of:

(i) encrypted using the at least one key,

(i) digitally signed using the certificate, or

(iii)  both encrypted (using the at least one key) and digitally signed

(using the certificate).

Optionally, by providing the personal identification code and/or the at least
one bio-credential, the given wuser authorizes the trusted software
application to sign digitally the content of the response message using
his/her own private key (for example, for a Public Key Infrastructure (PKI)
equivalent usage). This enables the server arrangement to verify the given

user as its registered client, using a public key registered for the given user.

Optionally, the content of the response message is the same as the content
of the authorization-request message. Optionally, in such a case, when the
response message is digitally signed using a private key and/or a certificate
of the key store, the server arrangement is operable to verify that the
content of the response message that is delivered back is unchanged from
the content of the authorization-request message that was previously sent
at (ii).
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It will be appreciated that when the response message is received in

encrypted form, the method includes decrypting the response message.

Moreover, optionally, the response message is received from the at least
one mobile communication device, via secured transportation. Such secured
transportation can be implemented, for example, via HyperText Transport

Protocol Secure (HTTPS) protocol or Secure Sockets Layer (SSL).

Optionally, the method includes providing the at least one mobile
communication device with the key store including keys and/or certificates
to be used for encryption and/or decryption purposes and/or signing
purposes, respectively. The key store may, for example, be provided by the

server arrangement or a trusted third party.

Optionally, in the method, the usage of the key store is protected in
operation, such that the contents of the key store are accessible to the
trusted software application only. Optionally, in the method, the usage of
the key store is protected in operation by a kernel layer of the at least one
mobile communication device. Optionally, the kernel layer of the at least
one mobile communication device is implemented as a mixture of hardware
and software, and is proprietary to the at least one mobile communication
device, for example is proprietary to a manufacturer of the at least one
mobile communication device. However, it will be appreciated that a
protected key store is optionally provided by using other security methods,
for example by employing heavy data encryption, or by employing a
combination of heavy data encryption following by data obfuscation for
securing data, and an inverse of such heavy encryption when recovering
data. Obfuscation is optionally achieved by inverting and/or swapping

specific bits of data bytes.

Optionally, the aforementioned trusted software application is operable to
interface with other software applications executing in other software layers
hosted, in operation, in the at least one mobile communication device. In
other words, in operation, various data exchanges occur between the

trusted software application executing in the kernel layer and the other
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software applications executing in the software layers. Optionally, in such a
case, the aforementioned trusted software application is protected by
security provisions of the kernel layer that are typically more secure than

the software layers.

Optionally, in this regard, the trusted software application is executed in a
secure area of processing hardware of the at least one mobile
communication device. More optionally, the secure area of the processing
hardware is implemented by way of Trusted Execution Environment (TEE;

see reference [1]).

Moreover, optionally, the method includes aborting the secure log-in
procedure or the secure transaction procedure, if no response message is
received from the at least one mobile communication device of the given
user within a predefined time period. In some examples, the predefined
time period optionally is in a range of a few seconds to tens of seconds. In
other examples, the predefined time period is optionally longer, and is
optionally in a range of tens of seconds to a few minutes. In such cases, an
additional feature is optionally provided in the authorization-request
message that enables the given user to decline the authorization request,
for example, when the given user no longer wants to make the financial

transaction.

It will be appreciated that when the predefined time period is shorter, there
is no need for providing the aforementioned feature, as the at least one
mobile communication device is useable again within a short time period,
without a need to decline the authorization request. On the other hand,
when the predefined time period is too short, there potentially arises a
situation where the given user is not able to respond to the authorization
request within the time period, even when the given user is interested in
logging-in to or performing the transaction with the service. However, for
security purposes, it is desirable to define the predefined time period to be

as short as practically possible.
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Optionally, in the method, the personal identification code is a Personal
Identification Number (PIN) code. It will be appreciated that the personal
identification code can alternatively be a code that includes alphanumeric
characters and/or special characters that can be entered using a keypad of

the at least one mobile communication device.

Optionally, the at least one bio-credential of the given user includes at least
one of: a fingerprint of the given user, facial features of the given user, iris
recognition of the given user, DNA genetic information of the given user. As
an example, a fingerprint or a facial image of the given user can be
captured via an image sensor of the at least one mobile communication
device of the given user. It will be appreciated that the given user’'s bio-
credential may alternatively correspond to any other type of biometrical
verification feasible in future, for example by employing a bio-sensor to
provide a DNA analysis of the user’s sweat or sputum. Optionally,
alternatively, the bio-credential can include for example a walking manner
of the given user, a writing manner of the given user or a heartbeat pattern
of the given user, depending on the feasibility in the service area in
question. It will be appreciated that it does not matter what kind of
verification method is used for embodiments of the present disclosure, as it
is typically the at least one mobile communication device that defines such

an operation.

Examples of the user device and the at least one mobile communication
device include, but are not limited to, mobile phones, smart telephones,
smartwatches, Mobile Internet Devices (MIDs), tablet computers, Ultra-
Mobile Personal Computers (UMPCs), phablet computers, Personal Digital
Assistants (PDAs), web pads, Personal Computers (PCs), handheld PCs,
laptop computers, desktop computers, and large-sized touch screens with
embedded PCs. Some specific examples of such devices include, but are not
limited to, iPhone®, iPad®, Android® phone, Android® web pad, Windows®

phone, and Windows® web pad.

Moreover, the data communication network can be a collection of individual

networks, interconnected with each other and functioning as a single large
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network. Such individual networks may be wired, wireless, or a combination
thereof. Examples of such individual networks include, but are not limited
to, Local Area Networks (LANs), Wide Area Networks (WANs), Metropolitan
Area Networks (MANs), Wireless LANs (WLANs), Wireless WANs (WWANS),
Wireless MANs (WMANSs), the Internet, second generation (2G)
telecommunication networks, third generation (3G) telecommunication
networks, fourth generation (4G) telecommunication networks, fifth
generation (5G) telecommunication networks, community networks,
satellite networks, vehicular networks, sensor networks, and Worldwide

Interoperability for Microwave Access (WiMAX) networks.

Furthermore, it will be appreciated that the aforementioned method is
suitable to be implemented for various purposes, for example, such as
making financial transactions, logging-in to a secure service, casting a vote

and other services that require a strong customer authorization.

Optionally, in the method, the transaction pertains to at least one of: a
financial payment, digital signing. As an example, when the transaction
pertains to a financial payment, the service is implemented as a payment
service using which the given user or said person makes the financial
payment. As another example, when the transaction pertains to digital
signing, the service is implemented as a digital signature service using
which the given user or said person signs, for example, a given electronic

document digitally.

Furthermore, it will be appreciated that said person may be a child, an elder
person, or any other person who is under custody of the given user. As an
example, the aforementioned method can be implemented for parental
guidance, for example, when a parent (namely, the given user) wishes to
administer a payment made by his/her minor-aged child or to administer
his/her child’s attempt to access an entertainment service (for example, an
online game site or similar). As another example, the aforementioned
method can be implemented for monitoring elderly people; notably, it is
often desired to control their usage of funds, when they become incapable

of understanding the impact of their actions and the value of money.
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It will be appreciated that the aforementioned method may be implemented
not only when said person wants to log-in to a web service (for example,
such as an online gaming service, an online video-streaming service and the
like), but also when said person wants to access certain sections of the web
service. In other words, upon logging-in to the web service, some sections
of the web service may be accessible to said person (for example, a minor-
aged child), while other sections of the web service may not be freely
accessible to said person. In such a case, said person would require similar
authorization verifications when accessing these other sections of the web

service.

Optionally, in the method, the server arrangement is implemented to
provide a background service that is configured to perform the
aforementioned steps (i) to (iv), wherein the background service is separate
from the aforementioned service. In some implementations, the background
service is provided by a background service provider that is different from
the service provider providing the service. In other implementations, the

background service is provided by the service provider itself.

For illustration purposes only, there will now be considered an example
implementation of the aforementioned method pursuant to embodiments of
the present disclosure, wherein a payment service provided by a service
provider is linked to a background service provided by a background service
provider. One such example implementation has been illustrated in
conjunction with FIGs. 3A and 3B. In the illustrated example, the method is

performed in multiple steps, for example, as follows:

Step 1:

In a user interface, for example a web browser, of a user device, a log-in
page (namely, for logging-in to the payment service and/or to make a
financial transaction using the payment service) is presented to a given user
or a person under custody of the given user. On the log-in page, the given
user or said person provides his/her user details (for example, such as

his/her username, e-mail address, phone number, account number, social
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security number and similar), if his/her user details are not already cached

in the web browser.

The user device sends, to the service provider, the user details along with a
request to initiate a secure session to access the payment service. The
background service provider listens to the session request incoming at the

service provider.

Step 2 (Optional):

The service provider sends, to the user device, a notification to wait until
authorization via a user’s registered mobile communication device has been
verified successfully. Alternatively, optionally, the user device informs the
given user or said person to wait, without a need for the notification to be
received from the service provider. In other words, the user device
optionally informs the given user or said person on its own, as the user

device knows that the authorization is required to be verified.

Step 3:

The background service provider sends, to the user’s registered mobile
communication device (or devices), an authorization-request message using
real-time push signalling. As a result, the user’s registered mobile
communication device or an application therein awakens, and presents the

authorization-request message to the given user.

Optionally, the steps 2 and 3 are performed substantially simultaneously.

Step 4:

The given user provides his/her personal identification code and/or his/her
bio-credential at the user’s registered mobile communication device. A
trusted software application of the user’s registered mobile communication
device then sends, to the background service provider, a response message

indicating whether or not the authorization has been verified successfully.

Step 5:
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The background service provider routes the response message to the

service provider.

Step 6:

Upon successful verification of the authorization, the log-in page at the user
device redirects to a protected site, thereby allowing the given user or said
person to access the payment service provided by the service provider.
Otherwise, the log-in page is redirected to a page showing log-in failure or

timeout.

In a second aspect, embodiments of the present disclosure provide a
system for facilitating a secure log-in procedure or a secure transaction
procedure, to enable a given user or a person under custody of the given
user to log-in to or perform a transaction with a service securely, wherein
the system includes a server arrangement providing the service, the server
arrangement being coupled via a data communication network to at least
one mobile communication device of the given user, characterized in that

the server arrangement is operable to:

(i) receive user details entered at a user interface by the given user or
the person under custody of the given user, the user interface
being presented at a user device associated with the given user or
said person for enabling the given user or said person to log-in to

or perform the transaction with the service;

(ii) send, to the at least one mobile communication device of the given
user, an authorization-request message to be presented to the
given user for requesting the given user to provide a personal
identification code and/or at least one bio-credential of the given
user for verifying an authorization, wherein the authorization-
request message is to be sent using real-time push signalling for
activating the at least one mobile communication device or an
application in the at least one mobile communication device to

present the authorization-request message thereat;
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(iii) receive, from the at least one mobile communication device of the
given user, a response message indicating whether or not the

authorization has been verified successfully; and

(iv) allow the given user or said person to log-in to or perform the
transaction with the service from the user device, if the

authorization has been verified successfully.

Optionally, the server arrangement is operable to send, to the user device,
a notification to be presented to the given user or said person for
instructing the given user or said person to wait until the authorization via
the at least one mobile communication device of the given user has been

verified successfully.

According to an embodiment of the present disclosure, in order to be able to
awaken the at least one mobile communication device or the application
therein via such push signalling, a push notification service provided by an
ecosystem of the at least one mobile communication device is required to
be enabled on the at least one mobile communication device. Examples of
such push notification services include, but are not limited to, Apple® Push
Notification service (APNs), Google® Cloud Messaging (GCM), and Windows®
Notification Service (WNS).

According to another embodiment of the present disclosure, the
aforementioned push signalling is implemented by way of a trusted software
application (namely, the aforementioned application) that is executing in
the background at the at least one mobile communication device, wherein
the trusted software application is operable to receive a push signal from
the server arrangement to awaken the at least one mobile communication
device, and to present the authorization-request message at the at least

one mobile communication device in real time or near real time.

Moreover, according to an embodiment of the present disclosure, the at
least one mobile communication device of the given user includes a plurality

of mobile communication devices of the given user that are registered with
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the server arrangement. Optionally, in such a case, the server arrangement
is operable to send the authorization-request message to each of the

plurality of mobile communication devices of the given user at (ii).

Optionally, in such a case, when the response message is received from any
one of the plurality of mobile communication devices at (iii), the server
arrangement is operable to send, to rest of the plurality of mobile
communication devices, an instruction to ignore the authorization-request

message that was previously sent at (ii).

Moreover, optionally, the server arrangement is operable to keep a track of
which mobile communication device has been used to perform the
authorization. Optionally, in this regard, the server arrangement is operable
to maintain a log of a given mobile communication device that was used to

perform the authorization and its associated timestamp.

Optionally, the system includes a database arrangement coupled in
communication with the server arrangement. Optionally, in such a case, the

log is to be maintained at the database arrangement.

Optionally, the server arrangement and the database arrangement are

implemented by way of cloud computing services.

Optionally, in order to register the at least one mobile communication
device with the server arrangement, the server arrangement is operable to
provide a trusted software application (for example, an “App”’) to the at
least one mobile communication device, wherein the trusted software
application is then installed at the at least one mobile communication
device. More optionally, the server arrangement is operable to provide the
trusted software application to the at least one mobile communication

device in encrypted form.

Optionally, the trusted software application is operable to compare the
personal identification code and/or the at least one bio-credential provided
by the given user with a previously-registered personal identification code

and/or at least one bio-credential of the given wuser. Alternatively,
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optionally, the comparison is performed by the ecosystem of the at least

one mobile communication device.

Optionally, the trusted software application is then operable to determine
whether or not the authorization has been verified successfully, based upon
the comparison.

Optionally, the trusted software application is operable to employ at least
one key that is stored in a key store of the at least one mobile

communication device to encrypt the response message.

Additionally or alternatively, optionally, the trusted software application is
operable to employ a certificate that is stored in the key store of the at least

one mobile communication device to digitally sign the response message.

Optionally, in this regard, the server arrangement is operable to provide the
at least one mobile communication device with the key store including keys
and/or certificates to be used for encryption and/or decryption purposes
and/or signing purposes, respectively. Alternatively, optionally, the key

store is provided by a trusted third party.

Optionally, the usage of the key store is protected in operation, such that
the contents of the key store are accessible to the trusted software
application only. Optionally, the usage of the key store is protected in
operation by a kernel layer of the at least one mobile communication
device. Optionally, in this regard, the trusted software application is
executed in a secure area of processing hardware of the at least one mobile
communication device. More optionally, the secure area of the processing

hardware is implemented by way of TEE (see reference [1]).

Moreover, optionally, the server arrangement is operable to abort the
secure log-in procedure, if no response message is received from the at
least one mobile communication device of the given user within a

predefined time period.
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Optionally, the at least one bio-credential of the given user includes at least
one of: a fingerprint of the given user, facial features of the given user, iris

recognition of the given user, DNA genetic information of the given user.

Furthermore, optionally, the server arrangement is implemented to provide
a background service that is configured to perform the aforesaid (i) to (iv),
wherein the background service is separate from the aforementioned
service. In some implementations, the background service is provided by a
background service provider that is different from a service provider
providing the service. In other implementations, the background service is

provided by the service provider itself.

Optionally, the transaction pertains to at least one of: a financial payment,
digital signing. As an example, the service could be a payment service using
which the given user or said person makes the financial payment. As
another example, the service could be a digital signature service using
which the given user or said person signs, for example, a given electronic

document digitally.

In a third aspect, embodiments of the present disclosure provide a
computer program product comprising a non-transitory computer-readable
storage medium having computer-readable instructions stored thereon, the
computer-readable instructions being executable by a computerized device
comprising processing hardware to execute a method of the aforementioned

first aspect.

Optionally, the computer-readable instructions are downloadable from a
software application store, for example, from an “App store” to the

computerized device.

Next, embodiments of the present disclosure will be described with

reference to figures.

FIG. 1 is a schematic illustration of a network environment 100 wherein a
system for facilitating a secure log-in procedure or a secure transaction

procedure is implemented pursuant to embodiments of the present
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disclosure. The system includes a server arrangement 102 providing a
service and a database arrangement 104 associated with the server

arrangement 102.

In the network environment 100, the server arrangement 102 is coupled in
communication with a user device 106 of a given user or a person under
custody of the given user and with at least one mobile communication
device of the given user, depicted as a mobile communication device 108 in

FIG. 1, via a data communication network 110.

The server arrangement 102 is operable to perform operations, for
example, as described with respect to the aforementioned second aspect.

These operations include:

(i) receiving user details entered by the given user or said person at a
user interface presented at the user device 106 for enabling the
given user or said person to log-in to or perform a transaction with

the service;

(ii) sending, to the mobile communication device 108, an
authorization-request message to be presented to the given user
for requesting the given user to provide a personal identification
code and/or at least one bio-credential of the given user for
verifying an authorization, wherein the authorization-request
message is sent using real-time push signalling for activating the
mobile communication device 108 or an application in the mobile
communication device 108 to present the authorization-request

message thereat;

(iii) receiving, from the mobile communication device 108, a response
message indicating whether or not the authorization has been

verified successfully; and

(iv) allowing the given user or said person to log-in to or perform the
transaction with the service from the user device 106, if the

authorization has been verified successfully.



WO 2018/114053 PCT/EP2017/025367

10

15

20

25

30

- 24 -

FIG. 1 is merely an example, which should not unduly limit the scope of the
claims herein. It is to be understood that the specific designation for the
network environment 100 is provided as an example and is not to be
construed as limiting the network environment 100 to specific numbers,
types, or arrangements of server arrangements, database arrangements,
user devices, mobile communication devices, and data communication
networks. A person skilled in the art will recognize many variations,

alternatives, and modifications of embodiments of the present disclosure.

Referring next to FIG. 2, there is provided a sequence diagram depicting an
example implementation of a method of facilitating a secure log-in
procedure or a secure transaction procedure, in accordance with an
embodiment of the present disclosure. The method enables a given user or
a person under custody of the given user to log-in to or perform a

transaction with a service securely.

At a step 2.1, the given user or said person provides his/her user details
(for example, such as his/her username, e-mail address, phone number or
similar) on a user interface presented at a user device of the given user or
said person. The user details are received at a server arrangement

providing the aforesaid service.

At a step 2.2, the server arrangement optionally sends a notification to the
user device to inform the given user or said person to wait until
authorization via a user’s registered mobile communication device has been
verified successfully. Alternatively, optionally, the user device informs the
given user or said person to wait, without a need for the notification to be
received from the server arrangement. In other words, the user device
optionally informs the given user or said person on its own, as the user
device knows that the authorization is required to be verified. Yet
alternatively, optionally, the given user or said person is not required to be
informed at all, as the given user or said person already knows that he/she

has to wait until the authorization is verified successfully.
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At a step 2.3, the server arrangement sends an authorization-request
message to the wuser’s registered mobile communication device (or

devices)using real-time push signalling.

Optionally, the steps 2.2 and 2.3 are performed substantially

simultaneously.

At this step, the given user provides his/her personal identification code
and/or at least one bio-credential at the wuser’s registered mobile

communication device.

Accordingly, a response message is sent from the user’s registered mobile

communication device to the server arrangement.

At a step 2.4, upon successful verification of the authorization, the given
user or said person is allowed to log-in to or perform the transaction with

the service from the user device.

The steps 2.1 to 2.4 are only illustrative and other alternatives can also be
provided where one or more steps are added without departing from the

scope of the claims herein.

FIG. 3A is a process flow of an example implementation of the
aforementioned method for enabling a given user (or a person under
custody of the given user) to log-in to a service, in accordance with an

embodiment of the present disclosure.

In the example implementation, the service is a web service (for example,
such as an online gaming service, an online video-streaming service, online
payment service and the like) provided by a service provider. The service is
linked to a background service provided by a background service provider.
In the illustrated example, the method is performed in multiple steps as

follows:

Step 1:
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In a user interface, for example a web browser, of a user device, a log-in
page (namely, for logging-in to the service) is presented to the given user
or said person. On the log-in page, the given user or said person provides
his/her user details (for example, such as his/her username, user ID, e-mail
address, phone number, account number, social security number and

similar), if his/her user details are not already cached in the web browser.

The user device sends, to the service provider, the user details along with a
request to initiate a secure session to access the service. The service
provider sends the user details to the background service provider, which

then listens to the session request incoming at the service provider.

Step 2:

The background service provider sends, to the user’s registered mobile
communication device (or devices), an authorization-request message using
real-time push signalling. As a result, the user’s registered mobile
communication device or an application therein awakens, and presents the

authorization-request message to the given user.

Step 3:

If the request is justified, the given user verifies the authorization by
providing his/her personal identification code and/or his/her bio-credential
at the user’s registered mobile communication device. A trusted software
application of the user’s registered mobile communication device then
sends, to the background service provider, a response message indicating

whether or not the authorization has been verified successfully.

Step 4:

The background service provider routes the response message to the

service provider.

Step 5:
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Upon successful verification of the authorization, the log-in page at the user
device redirects to a protected site, thereby allowing the given user or said
person to access the service provided by the service provider. Otherwise,

the log-in page is redirected to a page showing log-in failure or timeout.

It will be appreciated that upon successful log-in to the web service (for
example, such as an online gaming service, an online video-streaming
service and the like), some sections of the web service may be accessible to
said person (for example, a child), while other sections of the web service
may not be freely accessible to said person. In such a case, said person
might require further authorization verifications when accessing certain
sections of the web service. Such authorization verifications may be
performed in a manner that is similar to the aforementioned process flow

elucidated in conjunction with FIG. 3A.

FIG. 3B is a process flow of an example implementation of the
aforementioned method for enabling the given user (or said person) to
perform a transaction with the service, in accordance with an embodiment

of the present disclosure.

In the example implementation, the service is implemented as an online
payment service using which the given user or said person perform a
financial payment transaction. In the illustrated example, the method is

performed in multiple steps as follows:

Step 1:

In the user interface of the user device, a transaction page (namely, for
performing the transaction with the service) is presented to the given user
or said person. On the transaction page, the given user or said person

provides his/her user details, if his/her user details are not already cached.

The user device sends, to the service provider, the user details along with a
request to initiate a secure session to perform the transaction. The service
provider sends the user details to the background service provider, which

then listens to the session request incoming at the service provider.
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Step 2:

The background service provider sends, to the user’s registered mobile
communication device (or devices), an authorization-request message using
real-time push signalling. As a result, the user’s registered mobile
communication device or an application therein awakens, and presents the

authorization-request message to the given user.

Step 3:

If the request is justified, the given user verifies the authorization by
providing his/her personal identification code and/or his/her bio-credential
at the user’s registered mobile communication device. A trusted software
application of the user’s registered mobile communication device then
sends, to the background service provider, a response message indicating

whether or not the authorization has been verified successfully.

Step 4:

The background service provider routes the response message to the

service provider.

Step 5:

Upon successful verification of the authorization, the given user or said
person is allowed to perform the transaction with the service. Otherwise,
the transaction page is redirected to a page showing transaction failure or

timeout.

FIGs. 3A and 3B are merely examples, which should not unduly limit the
scope of the claims herein. A person skilled in the art will recognize many
variations, alternatives, and modifications of embodiments of the present

disclosure.

FIGs. 4A, 4B, 4C and 4D are schematic illustrations of example views of
user interfaces presented to the given user or the person under custody of

the given user at the steps 2.1, 2.2, 2.3 and 2.4 of FIG. 2, respectively.
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The exemplary service in the mentioned figures is a communication and
conferencing service provided by Gurulogic Microsystem Oy’s proprietary

product “Starwindow®”).

FIG. 4A is a schematic illustration of a first example view of a first user
interface that is presented at the user device of the given user or said

person, wherein the given user or said person enters his username

bob@example.com at a Starwindow® log-in page presented in the first

example view.

FIG. 4B is a schematic illustration of a second example view of the first user
interface that is presented at the user device of the given user or said
person, wherein the given user or said person is informed to wait until

biometric verification is performed.

FIG. 4C is a schematic illustration of an example view of a second user
interface that is presented at the mobile communication device of the given
user, wherein the authorization-request message is presented to the given
user. In this example view, the given user is requested to perform a
biometric verification by way of presenting a fingerprint of the given user to
an image sensor of the mobile communication device, within a predefined

time period of three minutes.

Optionally, a contact field, denoted by “X” in the example view, is provided
in case the given user changes his/her mind and no longer wants to log-in

to the service.

FIG. 4D is a schematic illustration of a third example view of the first user
interface that is presented at the user device of the given user or said
person, wherein the given user or said person is allowed to log-in to the
Starwindow® service, upon successful verification of the authorization, and

a confirmation screen is presented to the given user or said person.

FIGs. 4A-D are merely examples, which should not unduly limit the scope of
the claims herein. A person skilled in the art will recognize many variations,

alternatives, and modifications of embodiments of the present disclosure.
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Referring next to FIGs. 5A and 5B, there are shown examples of
authorization-request messages that are presented to the given user via
user interfaces provided, in operation, on different mobile communication
devices of the given user, for example such as a smart phone, a smart
watch, smart electronically-enabled clothing or similar, when logging-in to
or performing a transaction with a service pursuant to embodiments of the
present disclosure. In respect of a smart phone depicted in FIG. 5A for
purposes of an authorization request of a log-in procedure, an e-mail
address detail is provided, together with an amount of time remaining for
the given user to respond by sending a confirmation via the user interface.
Optionally, beneficially, in the middle at the bottom, there is an option for
biometric verification, for example via fingerprint credentials. Moreover, in
respect of a smart watch depicted in FIG. 5B for purposes of an
authorization-request of a financial transaction, an e-mail address detail is
provided, together with a sum of money to be paid, and buttons for
enabling the given user either to confirm via the user interface a payment

of the sum of money or to decline such payment.

FIGs. 5A and 5B are merely examples, which should not unduly limit the
scope of the claims herein. A person skilled in the art will recognize many
variations, alternatives, and modifications of embodiments of the present

disclosure.

Modifications to embodiments of the present disclosure described in the
foregoing are possible without departing from the scope of the present
disclosure as defined by the accompanying claims. Expressions such as
“including”, “comprising”, “incorporating”, “consisting of”, “have”, “is” used
to describe and claim the present invention are intended to be construed in
a non-exclusive manner, namely allowing for items, components or
elements not explicitly described also to be present. Reference to the
singular is also to be construed to relate to the plural; as an example, “at
least one of indicates “one of’ in an example, and “a plurality of in
another example; moreover, “two of’, and similarly “one or more” are to be

construed in a likewise manner.
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The phrases “in an embodiment”, “according to an embodiment” and the
like generally mean the particular feature, structure, or characteristic
following the phrase is included in at least one embodiment of the present
disclosure, and may be included in more than one embodiment of the
5 present disclosure. Importantly, such phrases do not necessarily refer to the

same embodiment.
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We claim:

1.

A method of facilitating a secure log-in procedure or a secure

transaction procedure, to enable a given user or a person under custody of

the given user to log-in to or perform a transaction with a service securely,

wherein the service is provided by a server arrangement that is coupled via

a data communication network to at least one mobile communication device

of the given user, characterized in that the method includes:

(i)

(i)

(iii)

(iv)

receiving user details entered at a user interface by the given user
or the person under custody of the given user, the user interface
being presented at a user device associated with the given user or
said person for enabling the given user or said person to log-in to

or perform the transaction with the service;

sending, to the at least one mobile communication device of the
given user, an authorization-request message to be presented to
the given user for requesting the given user to provide a personal
identification code and/or at least one bio-credential of the given
user for verifying an authorization, wherein the authorization-
request message is sent using real-time push signalling for
activating the at least one mobile communication device or an
application in the at least one mobile communication device to

present the authorization-request message thereat;

receiving, from the at least one mobile communication device of
the given user, a response message indicating whether or not the

authorization has been verified successfully; and

allowing the given user or said person to log-in to or perform the
transaction with the service from the user device, if the

authorization has been verified successfully.
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2. A method of claim 1, characterized in that the transaction pertains to

at least one of: a financial payment, digital signing.

3. A method of claim 1 or 2, characterized in that the method
includes sending, to the user device, a notification to be presented to the
given user or said person for instructing the given user or said person to
wait until the authorization via the at least one mobile communication

device of the given user has been verified successfully.

4. A method of claim 1, 2 or 3, characterized in that the at least one
mobile communication device of the given user includes a plurality of mobile
communication devices of the given user that are registered with the server
arrangement, wherein when the response message is received from any
one of the plurality of mobile communication devices at (iii), the method
includes sending, to rest of the plurality of mobile communication devices,

an instruction to ignore the authorization-request message sent at (ii).

5. A method of claim 1, 2, 3 or 4, characterized in that the method
includes maintaining a log of a given mobile communication device that was

used to perform the authorization and its associated timestamp.

6. A method of any one of claims 1 to 5, characterized in that the at
least one bio-credential of the given user includes at least one of: a
fingerprint of the given user, facial features of the given user, iris

recognition of the given user, DNA genetic information of the given user.

7. A method of any one of claims 1 to 6, characterized in that the

response message is received in an encrypted form.

8. A system for facilitating a secure log-in procedure or a secure
transaction procedure, to enable a given user or a person under custody of
the given user to log-in to or perform a transaction with a service securely,
wherein the system includes a server arrangement providing the service,
the server arrangement being coupled via a data communication network to
at least one mobile communication device of the given user, characterized

in that the server arrangement is operable to:
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(i) receive user details entered at a user interface by the given user or
the person under custody of the given user, the user interface
being presented at a user device associated with the given user or
said person for enabling the given user or said person to log-in to

or perform the transaction with the service;

(ii) send, to the at least one mobile communication device of the given
user, an authorization-request message to be presented to the
given user for requesting the given user to provide a personal
identification code and/or at least one bio-credential of the given
user for verifying an authorization, wherein the authorization-
request message is to be sent using real-time push signalling for
activating the at least one mobile communication device or an
application in the at least one mobile communication device to

present the authorization-request message thereat;

(iii) receive, from the at least one mobile communication device of the
given user, a response message indicating whether or not the

authorization has been verified successfully; and

(iv) allow the given user or said person to log-in to or perform the
transaction with the service from the user device, if the

authorization has been verified successfully.

9. A system of claim 8, characterized in that the transaction pertains to

at least one of: a financial payment, digital signing.

10. A system of claim 8 or 9, characterized in that the server
arrangement is operable to send, to the user device, a notification to be
presented to the given user or said person for instructing the given user or
said person to wait until the authorization via the at least one mobile

communication device of the given user has been verified successfully.

11. A system of claim 8, 9 or 10, characterized in that the at least one
mobile communication device of the given user includes a plurality of mobile

communication devices of the given user that are registered with the server
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arrangement, wherein when the response message is received from any
one of the plurality of mobile communication devices at (iii), the server
arrangement is operable to send, to rest of the plurality of mobile
communication devices, an instruction to ignore the authorization-request

message sent at (ii).

12. A system of any one of claims 8 to 11, characterized in that the
server arrangement is operable to maintain a log of a given mobile
communication device that was used to perform the authorization and its

associated timestamp.

13. A system of claim 12, characterized in that the system includes a
database arrangement coupled in communication with the server
arrangement, wherein the log is to be maintained at the database

arrangement.

14. A system of any one of claims 8 to 13, characterized in that the at
least one bio-credential of the given user includes at least one of: a
fingerprint of the given user, facial features of the given user, iris

recognition of the given user, DNA genetic information of the given user.

15. A system of any one of claims 8 to 14, characterized in that the

response message is received in an encrypted form.

16. A system of any one of claims 8 to 15, characterized in that the
server arrangement is implemented to provide a background service that is
configured to perform the aforesaid (i) to (iv), the background service being

separate from the service.

17. A system of claim 16, characterized in that the background service
is provided by a background service provider that is different from a service
provider providing the service.

18. A computer program product comprising a non-transitory
computer-readable storage medium having computer-readable instructions

stored thereon, the computer-readable instructions being executable by a
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computerized device comprising processing hardware to execute a method

of any one of claims 1 to 7.
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