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(57) Abstract: A real time transaction with a consideration is so implemented that when a party wanting a consideration gets (1)
information on a compensation (5) from the holder of the consideration, that is, the receiver (2) of the compensation, the party (1)
wanting the consideration conveys the information (6) on the compensation and the receiver on a secure connection to a performer (3)
of the transaction, which returns information on the success (7) of the transaction to the party (1) wanting the consideration.
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Transaction arrangement

Field of the invention

The invention relates to implementing a transaction with a considera-

tion and, in particular, to conveying data needed in it.

Background of the invention

Along with the development in communications technology, a large
part of various kind of transactions with considerations to be conducted have be-
come electronic. Examples of applications used for transactions with considera-
tions include applications related to mobile payments, such as paying with a text
message, a mobile wallet on smart phones, or a mobile credit card. In text mes-
sage payments, the payment is typically forwarded to a seller through a mobile
phone operator, which in turn adds the invoice to the phone charge. The mobile
wallet uses money transferred in advance from an online bank to the electronic
wallet, and the payment is performed from the electronic wallet by sending a
keyword as a text message to a service number or by contactless reading by utilis-
ing the NFC (Near Field Communication) technology or another solution based on
the RFID (Radio Frequency Identification) technology. The mobile credit card ap-
plication is an example of cloud-based paying, and differs from the mobile wallet
in that it both sends money directly to a recipient’s bank account and an invoice
to the person registered as the mobile credit card user on the smart phone. In the
known solutions, the payment receiver must support the technology used and the
payer must either in advance transfer money onto his terminal device or the pay-
er must make the payment through a service with overdraft facility with which
the payer has previously registered. When money is transferred in advance onto a
terminal device, or when paying through a service with overdraft facility, the so-
lution is not real time from the payer’s viewpoint because the actual transaction

debiting the account takes place at a different time.

Brief description of the invention

The object of the invention is to develop a solution carrying out a real
time transaction with a consideration. The object of the invention is achieved by a
method, terminal device, and system which are characterized by what is disclosed
in the independent claims. Preferred embodiments of the invention are disclosed

in the dependent claims.
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Brief description of the drawings

The invention will now be described in more detail in connection with
preferred embodiments and with reference to the accompanying drawings, in

which:

Figures 1A and 1B show simplified general system architectures;

Figures 2A and 2B are flowcharts illustrating the exemplary function-
ality;

Figures 3A and 3B show simplified data transfer and functionality in
an example;

Figure 3C shows simplified data transfer and functionality in another
example;

Figure 4 shows simplified data transfer and functionality in a different
example;

Figures 5A and 5B show the functionality of different parts of the sys-
tem of the receiver of the compensation in the transaction in yet another different
example;

Figure 6 shows an example of the chain of a real-time transaction with
a consideration;

Figures 7A-7C illustrate user interface views of different kinds; and

Figure 8 is a simplified block diagram of a user terminal device; and

Figure 9 is a simplified block diagram of a transfer server; and

Figure 10 is a simplified block diagram of the equipment of the receiv-

er of the compensation in the transaction.

Detailed description of the invention

The following embodiments are meant to be examples. Even though
the description may refer to "an", "one", or "some" embodiment and/or example
(embodiments/examples) in several locations, this does not necessarily mean
that each such reference refers to the same embodiment (embodiments) and/or
example (examples) or that the feature only applies to one embodiment and/or
example. Single features of different embodiments and examples may also be
combined to provide other embodiments and examples. It should furthermore be
understood that some features, structures and elements used to set up context for
the embodiments and/or examples being described may as such be irrelevant to
the actual invention. Thus, the structures, words, and expressions in the descrip-
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tion below are meant to illustrate, not to restrict the invention and its embodi-
ments.

The invention will in the following be described by using the direct
payment application as an example of an arrangement of the real time transaction
with a consideration without restricting the examples thereto.

Figures 1A and 1B illustrate general architecture according to an em-
bodiment, only showing some elements and functional entities in a communica-
tions system 100. The connections and entities shown in Figures 1A and 1B are
logical, functional connections and entities; the actual physical connections and
entities may be different. It is obvious for a person skilled in the art that other el-
ements, entities, structures and/or subsystems may be included in the system,
which need not be described here in any greater detail.

In the example of Figure 14, the system 100 comprises, as the device
generating the initial data for a transaction, a point of sale terminal 110, a user
terminal device 120 of the party desiring to receive the consideration of the
transaction, that is, the buyer/payer/transaction requesting party, a system car-
rying out the transaction in real time (real time transaction performer), that is, a
banking system 130, a transfer server 140 transferring the transaction data, and a
communication network 102 through which the user terminal, transfer server,
and banking system may communicate.

The point of sale terminal 110 may be a conventional point of sale
terminal or a part of a point of sale terminal system. It is enough that the point of
sale terminal 110 comprises an invoice generating unit (g-u) 111 by means of
which it forms an invoice of a user’s purchases. An invoice advantageously com-
prises the compensation (the amount of money required of the consideration) of
the transaction with a consideration , that is, the sum to be paid, and detalils of the
receiver, that is, the compensation target, that is, at least one or more account
numbers to which the payment may be paid, or similar details such as the receiv-
er identification data, such as the business ID, phone number, e-mail address or
name, by which account details may be found out in the banking system. The data
may also be data on the payment receiver’s (seller) card, such as payment cards,
credit card, combination card, loyal customer card etc., by means of which the ac-
count details may be determined. It should, however, be noted that in contrast to
using details of the card for determining the details of the user’s account (which
are not in a solution that is according to the invention conveyed to the receiver,
that is, to the point of sale terminal system), the receiver’s card details must be



WO 2017/187007 PCT/F12017/050004

10

15

20

25

30

35

conveyed to the user if they are used to determine where the payment will be
paid. If the seller has an account in a plurality of different banks, the invoice may
contain account details in each bank, or the seller may choose the bank or banks
to be entered on the invoice. The seller may, for example, ask from which bank’s
account the buyer intends to pay and choose the account details on the invoice
accordingly. An invoice may also include other data such as a reference number.
An invoice may further contain or it may be shown as one or more bar codes
and/or QR codes. A point of sale terminal may also comprise one or more inter-
faces (not shown in Figure 1) for transferring the invoice details and/or perform-
ing the payment. One of the interfaces may be an NFC module or a similar short-
range data transfer module by means of which an invoice may be transferred in
electronic format to the user terminal 120 if that, too, has an NFC module or a
similar module. Alternatively or additionally a point of sale terminal may com-
prise a display device as the interface, by means on which invoice details may be
shown, and/or a printer to print the invoice with its details. It is also possible to
use an application programming interface (API), such as OPOS (Object linking and
embedding for retail Point Of Sale), which makes it possible to integrate the func-
tionality/functionalities straight into the point of sale terminal system and there-
fore on the point of sale terminals. In other words, any conventional or future
point of sale terminal may be used, the invention requires no changes in them. In
some embodiments, the point of sale terminal and/or point of sale terminal sys-
tem may also (as part of a financial management system) be configured to carry
out functions relating to receiving payments, as is described in greater detail in
connection with Figures 4, 5A and 5B. In these embodiments, the invoice generat-
ing unit may be a part of the invoice management unit.

The transaction trigger (the device initiating the transaction), that is,
the user terminal device 120 is configured to be in contact, through the communi-
cations network 102, with the transfer server 140 transferring transaction data,
and through the transfer server 140, by means of the communications network
102, to the actual system performing the transactions, that is, the banking system
130 in the example of Figure 1. The user terminal may be a mobile communica-
tion device, such as a smart phone, tablet, laptop computer, palmtop computer,
smart glasses, or any wearable computer, smart clothing, or similar smart device
(device that is mobile and includes computing power regardless of where the de-
vice has been installed). The user terminal may be wired, connectable, or wire-
less. In addition, the terminal may be active or passive. (A passive device, such as
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an ID tag, may be invoked and it may get its supply current from another device).
The operating system (OS] of the terminal device may be any operating system,
such as Android, i0S, Firefox 0S, Windows Phone, BlackBerry 10, Tizen, Sailfish
0S and Ubuntu Touch. In other words, in the example of Figure 1A, the consumer
terminal device 120 may be any terminal device enabling establishing a connec-
tion to the banking system 130 over one or more communications networks 102
through the transfer server 140 and which terminal device 120 is configurable to
initiate a transaction with a consideration and to take part in it. For this purpose,
the terminal device comprises one of more interfaces (IFs) 123 and a secure sub-
area 122, which comprises a consideration transaction implementation unit (c-t-i-
u) 122-1, which in the direct payment application may be an online banking oper-
ations implementation unit, as well as a storing unit (s-u) 122-2 for storing in a
secure memory 122-3 the identification information required in a transaction
with a consideration, as well as a secure memory 122-3. The functionalities of the
consideration transaction implementation unit 122-1 will be described in closer
detail below in connections with Figures 2 - 4. The storing unit 122-2 is config-
ured to store the identification numbers required for online banking operations
(or mobile banking operations or any operation meant for real time electronic
payments), such as log-in bank credentials and possible key numbers of an online
bank, or part of the credential numbers in secure form, as will be described be-
low. In secure form, any encryption method may be used, including symmetric or
asymmetric encryption technology, or technologies making use of these, the key-
chain developed by Apple, or a similar solution, or completely new solutions such
as encryption key wallet and a secure way to use its content or that of a similar
storage. The encryption key wallet, or actually an encryption key wallet pair, is an
encryption and decryption mechanism between two parties, in which the wallet is
opened using an identifier. The encryption key wallet is described in the patent
application GB 1507154.1 and the patent application GB 1620553.6 describes a
solution where it is verified that the keys are never outside the key storage in an
unencrypted form, and they are not even brought out of the storage but the keys
are only referred to with their reference numbers.

The secure sub-area 122 is a secure environment isolated from the
other terminal device applications, meant for an application carrying out a real
time transaction so that the application is only executable when the integrity of
the application has been ensured and the user identified, as will be described be-
low. The secure sub-area may be implemented by using a solution developed by
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the equipment manufacturer, for example. An example of this is the Samsung
KNOX, which isolates certain applications into its own area and encrypts the data
in the isolated application both in the idle state as in use. A part of the secure area
may also be implemented by the use of an encryption technology.

The secure sub-area 122 comprises the secure memory 122-3. Its in-
tegrity may also be verified before launching the application or in connection with
it, as will be described below. The secure memory 122-3 has, for the direct pay-
ment application, different kind of identification details 122-31 and possibly cre-
dential details 122-32 of online banks, at least some of which details, advanta-
geously all, as encrypted and during use possibly partly decrypted. Such details
include, for example, the private key of the Public Key Infrastructure (PKI) man-
agement system and the identification detail or details required for use of the ap-
plication and advantageously also the network address of the transfer server. For
example, the Samsung KNOX encrypts the data in the secure memory by using the
Advanced Encryption Standard (AES) encryption algorithm. Other encryption al-
gorithms, such as the Salsa20 and its variants, may also be used. The use of the
data will be explained in greater detail below in connection with Figures 2-6. It is
obvious for a person skilled in the art that the storage arrangement described
here may be implemented in various ways, and some of the data may, for exam-
ple, be stored in a common memory in encrypted form so that data decryption
may only be carried out with the key/keys in the secure area.

In the example of Figure 1A, the performer of a transaction with a con-
sideration 130 is the system of a payment service provider, usually a bank. There-
fore the term banking system will be used below. It enables real time payment
over a communications network 102 at the electronic payment interface (pay-
ment interface unit, p-u) 131 it offers, for example a browser-based online bank
application, mobile bank application, or online bank implemented by program-
ming interface. The programming interface may be a strong customer authentica-
tion (SCA) interface, over which money may be transferred onto an account, from
an account, and account details requested. In the solutions according to the inven-
tion, any current or future bank application may be used, that is, a user may freely
choose the source of a compensation (from where the transaction is performed),
that is, the bank being used and the account there and in some cases even the par-
ty transferring the payment (that is, the transfer server), and the invention does
not require changes to be made in the banks’ solutions. It should also be noted
that various kind of loyal customer accounts that may be used to pay for one’s
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purchases, possibly even using a payment method other than money, are in this
invention equal sources of compensation, so directly comparable with bank ac-
counts; for example, they appear as accounts and the provider of a loyal customer
system may similarly be interpreted as one of the online banks.

In the system of Figure 1A, there is one or more (one, only, shown in
Figure 1A) transfer servers 140 transferring transaction data, such as the server
of a Payment Initiation Server Provider (PISP), configured to transfer over the
communications network 102 data required in the transaction between the sys-
tem 130 that carries out the transaction and the transaction trigger 120 . The
transfer server may be an application server, for example, which in its simplest
form is a computer executing the application. In other words, in the example of
Figure 1, the transfer server 140 may be any computer that enables the establish-
ing a secure connection to the banking system 130 and the terminal device 120,
and which may be configured to take part in a transaction with a consideration.
For this purpose, the transfer server comprises one or more interfaces (IFs) 143,
a consideration transaction data transfer unit (c-t-d-t-u}) 141, and a memory 142
for at least storing identification details 142-1 and the parsers 142-2 of different
online banks. The parsers represent herein performer-specific settings of a real
time performer, which make possible the transfer of the required compensation
data, and the authentication details possibly required, by parsing the data to suit
the corresponding interface. In other words, a parser adapts the events directly to
the interface of the payment service provider. A parser may be web scraping or
screen scraping, which on behalf of the user performs one or more machine lan-
guage functions considered for the user to perform. Despite the name, data is not
only scraped but also pushed, that is, given to the (payment) interface. Bank-
specific parsers may take into account the slightly different payment interface
implementations of different banks, namely online banking implementations,
browser and SCA interfaces, differing from each other, which one bank may main-
tain in parallel for the online bank, and even country-specific differences in the
payment interfaces. These interfaces have in common the fact that they enable
the carrying out of the desired payment and require strong authentication in the
system of the bank in question. It is the parser’s task to find the fields or similar
provided over the interface, into which data is fed, ask for/retrieve corresponding
data and feed them in the form in which they transfer through the interfaces to
the banking system so that the operation of the parser is transparent for the
banking system. In other words, the bank’s system does not know whether the
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data were input with the aid of a parser or directly by a user, for example. This
functionality of the parser differs from the parser disclosed in the patent applica-
tion US 2007/0005613, in which a scheme-based parser converts the format of
received data into the format used by the application. Likewise, the reason for a
plurality of parsers is different: in the solution according to the invention, they
are needed, because data needs to be conveyed through a plurality of different in-
terfaces, whereas the solution of the patent application US 2007/0005613 needs
a plurality of parsers because the data in a plurality of formats must be converted
to the one format that the application is using. The parsers may be implemented
by any known or future parser technology. For example, the parser package called
“Beautiful Soup”, made with the Python programming language may be used.
Compared to a solution in which the mobile payment solutions of banks would be
stored in their entirety, the storing of the parsers, only, saves memory resources.
In addition, the operating system of the server may be selected freely; the applica-
tions are always made for an operating system, and if mobile payment applica-
tions were to be stored, it would limit the selection of the operating system. The
usability is better, too. The functionalities of the consideration transaction data
transfer unit 141 will be described in closer detail below in connection with Fig-
ures 3A - 3C, in particular.

The communications network 102 of Figure 1A may comprise one or
more networks; each network may be a wireless network or a wired network or
their combination. How the communications network is implemented bears no
significance for the invention. The communications network or a part of it may be
based on, for example, the third, fourth, or fifth generation wireless communica-
tions technology, a wireless local area network, such as Wi-fi or Li-fi, or other
wireless close range transmission, such as infrared, bluetooth, or internet tech-
nology, broadband network technology and/or wired phone network.

Depending on the embodiment or manner of implementation, what, in
the use of the application, is stored on the terminal device 120, and what in the
transfer server 140, varies. At one extreme end, the transfer server 140 has the
parsers, only, and other data is stored in an encrypted format on the terminal de-
vice 120 or the terminal device 120 is adapted to request data from the user. At
the other extreme end the user terminal device 120 contains the data, only, that is
used to ensure the user’s right to use the application, and all other online creden-
tials required for using the bank are stored as encrypted in the transfer server
140. In intermediate embodiments, credentials remaining unchanged may, for ex-
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ample be stored as encrypted in the transfer server and single-use credentials as
encrypted in the memory of the terminal device. Other ways to allocate what data
is stored on the terminal device and what in the transfer server may also be used.
It is further possible that the same data is stored as encrypted both in the transfer
server and on the terminal device.

A solution where practically all the data resides in the transfer server
140 reduces the network load as there is no need to request and transfer creden-
tial details. On the other hand, storing credential details on the user terminal de-
vice 120 increases security: it is less interesting to hack a single terminal device
containing the information on one person than to hack a server including infor-
mation on a plurality of people, because the benefits from hacking the online cre-
dentials of one individual will be far lesser.

The storing unit 122-2 is adapted to store the credential details 122-
32 of online banks advantageously online bank specifically and, depending on the
implementation, as encrypted either in parts or as a whole. The storing unit may
store the data not only on the terminal device 120 but also in the transfer server
140. The storing unit 122-2 advantageously encrypts the data to be stored. Any
encryption method may be used for data encryption. The standard data to be
stored is advantageously encrypted by using a different encryption key or keys
than used for encrypting variable data. This way, the data that is possibly known
does not jeopardise the entire protection. The storing unit 122-2 may be config-
ured to encrypt the data stored on the terminal device in such a way that the data
may only be decrypted with the decryption key of the transfer server. The termi-
nal device and the transfer server may also have encryption key wallets (a wallet
pair) by means of which the data may be encrypted.

For example, when the encryption key wallet is used, the credentials
may be stored in the wallet so that when the wallet is open they may all be read
based on, for example, the serial number of the key. The credentials may also be
stored as individually encrypted so that the serial number of that key is not
stored, for example. By means of the address space thus obtained, the encrypted
credentials will be found, and if they are stored on the terminal device, they may
be transferred, depending on the encryption method, as encrypted from the ter-
minal device to the transfer server or as individually decrypted. When the data is
separately encrypted, the data security of the transfer server will be improved,
because in there, too, the data then needs to be individually hacked and in addi-
tion the discovered details need to be combined with the correct accounts.
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The storing unit 122-2 of the terminal device may receive the details,
such as a key number list, so that the user inputs the data, uses the QR scanner of
the terminal device or another similar scanner, takes a photo of the credentials,
gets them in an electronic format from the bank, etc.

Besides through the terminal device 120, the transfer server 140 may
get the data directly from the bank 130.

It should also be noted that in the future also the bank connection may
work with the encryption key wallet and then its (user-specific) counterpart ei-
ther in the transfer server or on the terminal device may replace user-specific
bank details. The solution using a transfer server may therefore have in the trans-
fer server two counterparts of the key wallet for the same user - one for use be-
tween the transfer server and the terminal device, and the other for use between
the transfer server and the bank. It is also possible that some time in the future
one encryption key wallet pair (encryption key wallet pair common to the users)
between the transfer server and the bank is used, at the users’ consent, naturally,
for all users who have consented to the use. The encryption key wallets may, in
addition to the identifier, also have a serial number based on which it is identified
which encryption key wallet is used at any given time. The serial number of the
key wallet may be kept separate from the serial number of the key, but if so de-
sired the serial numbers may also be combined. It is further possible that the
same encryption key wallet is used for a group of different parties (so the group
has a common secret). Therefore the encryption key wallet makes it possible to
achieve the same as when applying the Diffie-Hellman key exchange protocol
among a plurality of parties, except that when using the encryption key wallet, the
process of encryption does not slow down which happens if the Diffie-Hellman
key exchange protocol is used solely.

The exemplary system 100 of Figure 1B differs from the exemplary
system of Figure 1A in that a separate transfer server does not exist, but the user
terminal device 120a is configured to carry out the data transfer, too, directly
with the performer of the transaction with a consideration, that is, the banking
system 130. For this purpose, the user terminal device 120a comprises an en-
hanced consideration transaction implementation unit (e-c-t-i-u) 122-1a, which is
a combination of the consideration transaction implementation unit on the user
terminal device in the example of Figure 1A and the consideration transaction da-
ta transfer unit of the transfer server, and in the memory, either in the secure
memory 122, as in Figure 1B, or in an unsecure memory, the parsers 123-33 of
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the different online banks. Depending on the implementation method, the
memory may have the parsers of all the online banks, including the loyal custom-
er systems, or only the parsers of those online banks from whose accounts the us-
er may perform a transaction with a consideration, that is, to pay from. The latter
solution uses less memory resources.

It should be understood that instead of one enhanced consideration
transaction implementation unit the corresponding functionality may be imple-
mented with several units (sub-units). For example, a consideration transaction
implementation unit and the consideration transaction data transfer unit in the
transfer server may be implemented as separate units also on the terminal device,
that is, as components. In such an embodiment, the functionalities between these
units may be shared in a number of ways, for example so that the transfer server
(consideration transaction data transfer unit) also carries out the functionalities
of the consideration transaction implementation unit, in which functionalities the
data in the secure memory is used.

The use of the transfer server has the benefit that when the bank (or
loyal customer system) makes a change in the online bank functionality, the par-
ser is correspondingly easy to update: the parser only needs to be updated in the
transfer server (or transfer servers, if a plurality of transfer servers provide the
online bank functionality of the bank). In the solutions that do not have a dedicat-
ed transfer server (dedicated transfer servers) operating in the network, updat-
ing the parsers causes a heavier load on the resources, because the parser needs
to be updated in every terminal device that has one. For this purpose, information
on the terminal devices must be maintained somewhere, and if the number of
parsers stored on the terminal devices varies per terminal device, information
needs to be maintained on what parsers there are on which terminal devices or
alternatively to ask, in connection with an update, what parsers a terminal device
has. In any case, in these solutions, too, that do not have a dedicated transfer
server operational in the network, when one payment service interface changes,
one parser, only, or one application (one service) needs to be updated on the ter-
minal devices.

Although the examples above describe the parsers as separate, it
should be understood that a parser may be integrated into the application used
either in the transfer service or on terminal device either so that the parser, only,
is updated as the payment interface changes, or so that the entire application is

updated.
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Figure 2A shows an example, together with Figures 7A-7C, of the oper-
ation of the consideration transaction implementation unit, which in this example
is a real time payment application using a transfer server. It should be understood
that the consideration transaction implementation unit may be divided into sub-
units, which perform specific functions that make up a part of a whole. In the ex-
ample of Figure 24, it is assumed that the verification of the application, verifica-
tion of the memory, and the user authentication were successful. If one of these
fails, the process is naturally interrupted. It is further assumed in the example of
Figure 2A that by choosing of an account also the transfer server is selected, but
in another example both the account and the transfer service to be used may be
chosen separately.

Referring to Figure 2A, when the activation of a payment application is
detected at step 200, the payment application is verified (authenticated) at step
200. This step may also include the identification of the payment application by
means of, for example, the public key management system. The activation may be
triggered by the reception of an electronic invoice from a point of sale terminal or
a user’s input (choice) that activates the application. The user may, for example,
choose, as shown in Figure 7A, the application (PAYER) 70 on the display 700 of
his terminal device. The verification of the payment application may be per-
formed , for example, by calculating from the payment application its check sum
or check key created, for example, with CRC (Cyclic Redundancy Check) or with
help of a cryptographic hash created, for example, with a SHA function (Secure
Hash Algorithm) such as SHA-1, SHA-2, or advantageously SHA-3, and comparing
the calculation result to the check sum, check key, or hash of the application in the
identification details. If they match, the application is unchanged, that is, verified.
In other words, it is ensured in the practise that the code of the application has
not been changed and that the application has been downloaded from an identi-
fied and reliable source. In this example, the memory is also verified at step 201.
The memory may be verified in the same manner as the application. Typically, the
device manufacturer has defined the way to ensure the memory. After this, user
authentication is carried out at step 201. The user may be identified by means of,
for example, a biometric identifier integrated into the terminal device, such as
PositivelD, fingerprint recogniser, or iris recogniser, possibly as a two-phase iden-
tification in which the biometric authentication is linked with the user’s password
or the terminal device PIN code / security code and/or a security code opening
the terminal device. Instead of the biometric identifier, or together with it, any
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digital credentials may be used. A secure option is to combine, in an inauguration
of the user terminal device, the finger print recognition integrated into the termi-
nal device or another strong authentication, with information received through
another external route, such as information transferred through an NFC reader or
RFID reader on a physical ring, watch, implant, or keyring. By storing the applica-
tion in the secure memory and strong user authentication help prevent possible
data leak problems caused by malware or spyware.

Once the user has been identified, that is, his right to use the accounts
has been ensured, at step 202 an invoice is read from the point of sale terminal,
that is, the sum to be paid and the information on the account or accounts where
the payment may be performed. Other information, such as a reference number
or archiving identifier, may also be conveyed. The reading may be carried out by
using any known technology. The reading may be performed by using, for exam-
ple, an NFC reader or another short-range reader, such as infrared or wifi, or light,
by reading the QR code(s) and bar code(s) with the aid of the terminal device ap-
plication and camera. The invoice, or payment, may also be read by using vibra-
tion recognition by means of vibration, or by using voice recognition by means of
voice. In this example, the reading of an invoice is also considered to include the
manual feed of invoice details on the user interface of the terminal device. The in-
formation may also be transferred along a fixed bus, such as by a USB connection.
The invoice details may be conveyed as unencrypted, because they alone are not
sufficient for paying, and the details based on which the actual payment may be
charged from the payer’s account are sent as encrypted, as will be explained be-
low.

Once the invoice has been read, it is converted, if need be, into a pay-
ment at step 203. Naturally, if the invoice to be read is directly in the payment
format, no formatting is needed.

At the same time, or afterwards, it is determined at step 204 the ac-
counts available to the user and the banks in the payment. Naturally the accounts
the user may use may have been defined at an earlier stage, by reading their de-
tails from the secure memory in connection with activation, for example. If the
user has more than one account in use (step 205: yes), at step 206 the user is
prompted to choose the account he wants to use. In another embodiment, if there
are more than one bank on the invoice, the user is also prompted to choose the
bank account to which he wishes to send the payment, no matter how many ac-
counts the user has. The user is prompted to choose an account by showing the
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request and the account options on the terminal device display, or showing the
accounts, only. Depending on the embodiment, the accounts may always be
shown in the same order, in the order in which they have mostly been used, in a
bank-specific order (if there are several accounts at the same bank) and/or the
order may take into account the bank/banks in the payment so that at the top
there are the accounts that are at the same bank as in the payment, for example in
the order of the payment, and/or the accounts may be shown in the order in
which they have balance on the account and/or just the accounts that have ade-
quate balance may be shown. An example is shown in Figure 7B, in which account
choices 71 are shown on the application display 701 on the user interface of the
user terminal device. In the example of Figure 7B, the user has two accounts at
the bank P3, one account at the bank P1, and one account at the bank P2. It should
be understood that in the above just a few examples on the bases of what and
how to show accounts to a user have been described. When the user’s account
choice is received at step 207, the payment event is then shown at step 208 to the
user together with the approval request of the payment, that is, a confirmation
request. An example is shown in Figure 7C where the payment event 72 is shown
on the application display 701 on the user interface of the user terminal device,
that is, the sum and the account from which the sum is debited as well as selection
buttons 72a, 72b by means of which the user may approve or reject the payment.
In other words, at this step it is once more ensured that the user wishes to pay the
invoice. If there were no options (step 205: no), this step is reached directly. If the
user does not approve the payment (step 209: no), paying and the application are
interrupted at step 216.

If the user approves the payment (step 209: yes), the online payment
is carried out. The performing of the online payment is started by establishing, at
step 210, a secure connection to the transfer server, such as an HTTPS connection
(HTTPS, Hypertext Transfer Protocol Secure), in which the HTTP data transfer
protocol is used either with the TLS (Transport Layer Security) or SSL (Secure
Sockets Layer) encryption protocol. The use of the latter requires that the parties
trust each other’s SSL certificate. The secure connection may also be established
in other ways, such as by using the encryption key wallet referred to in the above.
In addition to the secure connection, it is also possible to convey the data as se-
cured/encrypted, for example with PGP (Pretty Good Privacy) according to the
OpenPGP standard. If the data is encrypted so that only the transfer server may
decrypt it, the data may also be sent on a normal communications link. In other
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words, it is possible to secure the connection and use an unsecure (unencrypted)
data, or encrypt the data and use an unsecure connection. Naturally, encrypted in-
formation may also be sent on a secure connection.

When the secure connection has been established, at step 211 infor-
mation relating to the paying is sent, that is, the account from where the payment
is made, the account to which the payment is made, and the sum to be paid to the
transfer server. In other words, the payer’s account details are not at any stage
transferred to the point of sale terminal, so the risk of sensitive information fall-
ing in the wrong hands is smaller and the point of sale terminal system is there-
fore not required to be as secure as, for example, in bank card and credit card
payments.

When a message is received from the transfer server (step 212), it is
checked at step 213 whether it is a request for information relating to paying or
not. Figures 3A and 3B show examples of different information requests. If it was
a request (step 213: yes), at step 214 the required details are retrieved from
online bank credentials, which have been decrypted as background processing,
and they are sent at step 214, after which a return is made back to step 212 to re-
ceive a message from the transfer server.

If the message was not a request (step 213: no), information is re-
ceived on a succeeding of the payment event and it is shown at step 215. If the
payment succeeded, the information is advantageously a receipt of the payment
or information on a funds reservation on the payment, and when this is shown on
the display, it may be shown to the seller and the consideration, that is, purchased
item or items are received. After this, the application may close automatically or it
may wait for the “close” input from the user and/or offer the user an option to
make a new payment. The application may also be arranged to recognise a failed
payment, possibly also the reason for the failure, such as a wrong creden-
tial/identifier, or insufficient funds on the account. If the user has a plurality of
accounts, a return may be made to step 206, and to show this time the accounts
from which a payment has not yet been attempted to be done.

Figure 2B shows an example which differs from the example of Figure
2A in that a dedicated transfer server is not in use and the authentication is per-
formed at a different step. The similar steps of Figures 2A and 2B are marked with
the same reference numbers and their detailed description is unnecessary to be

repeated here.
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Referring to Figure 2B, when the activation of a payment application is
detected at step 200, the payment application is verified (authenticated) at step
200 and the memory is verified at step 201, as described in the above. Then, at
step 202 an invoice is read from the point of sale terminal, that is, the sum to be
paid and the information on the account or accounts whereto the payment may be
performed. Other information, such as a reference number or archiving identifier,
may also be conveyed. Once the invoice has been read, it is converted, if need be,
into a payment at step 203. Naturally, if the invoice to be read is directly in the
payment format, no forming is needed.

At the same time, or afterwards, it is determined at step 204 the ac-
counts available to the user and the banks in the invoice. Naturally the accounts
the user may use may have been defined at an earlier stage, by reading their de-
tails from the secure memory in connection with activation, for example. If the
user has more than one account in use (step 205: yes), at step 206 the user is
prompted to choose the account he wants to use. When the user’s account choice
is received at step 207, the payment event is then shown at step 208’ to the user
together with the authentication request and the approval request of the pay-
ment, that is, the confirmation request. In other words, at this step it is once more
ensured that the user wishes to pay the invoice, and the user is authenticated only
if he wishes to pay the invoice. If there were no options (step 205: no), this step is
reached directly. If the user does not approve the payment or does not authenti-
cate himself/authentication fails (step 209: no), paying and the application are in-
terrupted at step 216.

If the user approves the payment and authenticates himself (step 209:
yes), the online payment is carried out. The performing of the online payment is
begun by selecting, at step 217, a parser and by establishing, at step 210, a secure
connection to the interface of the online bank, such as a HTTPS connection re-
ferred to in the above. The secure connection may also be established in other
ways, such as by using the encryption key wallet referred to in the above. In addi-
tion to the secure connection, it is also possible to convey the data as se-
cured/encrypted, for example with PGP (Pretty Good Privacy) according to the

OpenPGP standard.
When the secure connection has been formed, at step 211’ information

relating to the paying is sent, that is, the account from where the payment is
made, the account to which the payment is made, and the sum paid to the inter-

face of the online bank.
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When a message is received from the online bank interface (step:
212"), the parser breaks down its content (step 212"} and then the application
checks at step 213" whether it is a request for information concerning paying or
not. Figures 3A and 3B show examples of different information requests. If it was
a request (step 213’: yes), at step 214’ the required details are retrieved from
online bank credentials, which have been decrypted as background processing,
the parser modifies them into the form the online bank interface wants at step
214, and the information is sent at step 214’, after which a return is made back to
step 212’ to receive a message from the online bank interface.

If it was not a request (step 213": no), information is received on a suc-
cessing of the payment event from the online bank interface, and it is shown at
step 215. If the payment succeeded, the information is advantageously a receipt of
the payment or information on a funds provision on the payment, and when this
is shown on the display, it may be shown to the seller and the consideration, that
is, purchased item or items are received. After this, the application may close au-
tomatically or it may wait for the “close” input from the user and/or offer the user
the option to make a new payment. The application may also be arranged to rec-
ognise a failed payment, possibly also the reason for the failure, such as a wrong
credentials/identifier, or insufficient funds on the account. If the user has a plural-
ity of accounts, a return may be made to step 206, and to show this time the ac-
counts from which a payment has not yet been attempted to be done.

Figures 3A and 3B describe in closer detail the data transfer related to
actual online paying between the user terminal device (consideration transaction
implementation unit), the transfer server (consideration transaction data transfer
unit), online bank (online banking system, that is, real time performer of a trans-
action with a consideration), and the receiver (the receiver’s account system). It is
assumed in Figures 3A and 3B that paying succeeds. In addition, the information
sent on the secure connection in the figures are encrypted before sending and de-
crypted before using, but for reasons of clarity the encryption and corresponding-
ly decryption are not repeated in connection with information exchange. Natural-
ly, if an identifier or challenge-response pair is wrong, paying will fail. It should be
understood that in some embodiments an identifier or challenge-response pair
may be asked again, for example once, twice, or three times before paying fails. To
increase clarity, the events are described by using a particular type of a payment
interface operating on a web page. It should be understood that a payment inter-
face of another type operating on a web page or APl may similarly be used. In
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other words, the implementation of the same principle on a very interactive inter-
face, where information is requested in a number of stages, or on an interface ask-
ing very little information, in which all the required details (or detail) is provided
in one or two stages, is straightforward for a person skilled in the art based on
what is described in this application.

Referring to Figure 3A, when the user terminal device has performed
(point 3-1) the verification of the application, that is, the consideration transac-
tion implementation unit, user authentication, and the steps relating to paying all
the way up to the approval of the payment, we are in a situation following step
209: yes in Figure 2. After this, a secure connection is established (messages 3-2)
between the terminal device and the transfer server. As explained in connection
with Figure 2, the connection may be an HTTPS connection in which the infor-
mation is encrypted during the time of the connection (arrive unencrypted, are
encrypted just before sending, decrypted at reception) by the TLS protocol, for
example. When the connection has been established, the information related to
paying is sent (message 3-3), such as the payer’s account, seller’s account, and
sum. Instead either or both account details, there may be other information by
means of which the corresponding account detail may be found out. Examples of
such other details are in the above description. Yet further information, such as a
reference number, may be related to paying.

After receiving the information on paying, the transfer server deter-
mines, based on the payer’s account, the payer’s bank and selects at point 3-4 the
parser to be used and establishes a secure connection (messages 3-5, 3-6) such as
an HTTPS connection, to the online bank of the bank to exchange information.
Naturally, the transfer server and online bank may identify each other before the
establishing of the secure connection. In the identification, a certificate issued by
a reliable party may be used, such as a valid e-IDAS certificate.

After this, the actual establishing of the online bank connection is car-
ried out, with logging in, by using secure connections.

First, the transfer server requests (message 3-7) from the online bank
the hypertext mark-up language content of its log-in page (www page or URL, uni-
form resource locator), and having received in message 3-8 the content returned
by the online bank, initiates the selected bank-specific parser and searches for at
point 3-9, with the aid of the parser, the fields of the input elements required for
the log-in. The fields are typically bank-specifically in an HTML form element
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form, defined for logging in. After finding them, the transfer server requests the
required information (message 3-10) from the user terminal device.

The user terminal device retrieves (point 3-11) the requested infor-
mation from the credential details of the online bank of the bank of the chosen ac-
count and returns them to the transfer server in message 3-12. If the details have
been stored in parts, the user terminal device may decrypt the encryption of the
part containing these details either at this phase, or if the details have been se-
cured as a bank-specific whole, all the details. Alternatively, the secure infor-
mation may be decrypted already earlier as background processing in response to
the approval of the payment, for example. Depending on the implementation,
these logging-in details may also be requested from the user, or at least one of
them, if more than one logging-in detail is required.

Having received the logging-in information, the transfer server com-
piles a response at point 3-13. In other words, in this example it compiles the in-
put element fields into an HTTP POST request and sends them (message 3-14) in-
to the URL address obtained in message 3-8. (In the example of the figure, the
URL address is in the action attribute of the form element in the logging-in form).
It is assumed in the example of the figure that the logging-in details were correct,
so when the parser in the transfer server reads the response (message 3-15), that
is, the HTML content, returned by the online bank, it detects at point 3-16 being
logged in to the online bank.

After the logging-in, the online bank session is activated.

First, the transfer server requests (message 3-17) from the online
bank the HTML content of the activation form of the session, and having received
the content returned by the online bank in message 3-18, the parser at point 3-19
searches for the challenge code of the challenge-response method, for example,
the form element or input element of the activation form, and requests (message
3-20) the challenge code from the user terminal device.

The user terminal device retrieves (at point 3-21) the challenge code
from the credential details of the online bank of the bank of the chosen account
and returns it to the transfer server in message 3-22. If the details have been
stored in parts, the user terminal device may decrypt the encryption of the part
containing this information at this stage. Depending on the implementation, the
challenge code may also alternatively be requested from the user.

Having received the challenge code, the transfer server compiles a re-
sponse at point 3-23. In other words, in this example it compiles the input ele-
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ment fields into an HTTP POST request and sends the filled-in fields of the input
element of the challenge response code (message 3-24) to the URL address ob-
tained in message 3-18. (In the example of the figure, the URL address is in the ac-
tion attribute of the form element in the challenge response read form). It is as-
sumed in the example of the figure that the challenge response code was correct,
so when the parser in the transfer server reads the response (message 3-25), that
is, the HTML content, returned by the online bank, it discovers at point 3-26 that
the online bank session has been activated.

After that, the payment is registered.

First, the transfer server requests (message 3-27) from the online
bank the HTML content of its invoice payment form, and having received the con-
tent returned by the online bank in message 3-28, the parser searches and fills in,
using the information received in message 3-3, at point 3-29 the input elements
required for paying, such as the account number from which the payment is
charged, name of the invoice receiver, invoice reference number, invoice sum, and
account number of the receiver. Some of the input elements may be required ele-
ments, some non-required. Depending on the implementation, the transfer server
may request possibly missing information from the user terminal device, or from
the user through it. When the details of the input elements required for paying
have been determined, the transfer server compiles the payment at point 3-29. In
other words, in this example it compiles the input element fields into an HTTP
POST request and sends (message 3-30) the filled-in invoice payment form to the
URL address obtained in message 3-28. (In the example of the figure, the URL ad-
dress is in the action attribute of the form element in the challenge response read
form).

It is assumed in the example of Figure 3A that the account had money,
so the online bank carries out a preliminary payment (registering of a payment
provision) at point 3-31 and returns a response about it (message 3-32).

When the parser of the transfer server read the response (message 3-
32), that is, the HTML content, returned by the online bank, it detects that the
payment has been registered.

After the payment registration, the transfer server, or more correctly,
the parser of the transfer server, therefore initiates payment confirmation and

approval.
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First, the transfer server requests (message 3-33) from the online
bank the HTML content of its payment confirmation form and receives, in mes-
sage 3-34, the content returned by the online bank.

After that, the process of Figure 3A continues in Figure 3B.

Having received the content (message 3-34), the parser searches at
point 3-35 the challenge code of the challenge response number in the content,
such as the form element or input element of the challenge response form, and
requests (message 3-36) the challenge code from the user terminal device.

The user terminal device retrieves (at point 3-37) the challenge code
from the credential details of the online bank of the bank of the selected account
and returns it to the transfer server in message 3-38. If the details have been
stored in parts, the user terminal device may decrypt the encryption of the part
containing this information at this stage. Depending on the implementation, the
challenge code may also alternatively be requested from the user.

Having received the challenge code, the transfer server compiles a re-
sponse at point 3-39. In other words, in this example it compiles the input ele-
ment fields into an HTTP POST request and sends the filled-in fields of the input
element of the challenge response code (message 3-40) to the URL address ob-
tained in message 3-34. (In the example of the figure, the URL address is in the ac-
tion attribute of the form element in the challenge response read form). It is as-
sumed in the example of the Figure that the challenge response code was correct,
so the online bank carries out the payment at point 3-41 and returns information
(message 3-42) on it to the transfer server. At the same time, information on the
payment is conveyed (message 3-43), like a normal payment on an online bank,
also to the banking system of the receiver in real time. This way, information on
the payment may also be conveyed to the fiscal system required by the law and
consequently to the local tax authority. This means that if the accounts are at the
same bank, information on the payment (at point 3-52) is received immediately,
in practise, but for the time being there may be delays between different banks.

When the parser of the transfer server reads the response (message 3-
42), that is, the HTML content, returned by the online bank, it detects at point 3-
44 that the payment has been paid.

After that, the payment is proven.

First, the transfer server requests (message 3-45) from the online
bank the HTML content of the receipt of the paid invoice, and having received in
message 3-46 the content that the online bank returned, the parser finds the ar-
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chiving identifier in it and compiles by using it a receipt at point 3-47 and sends
(message 3-48) it to the user terminal device. In this example, the user terminal
device is adapted to show at point 3-49 the receipt on the terminal display. In an-
other implementation, the receipt may instead, or additionally, be sent to the
point of sale terminal which, if configured, may confirm to the point of sale termi-
nal user that the payment has been made.

In the example of Figure 3B, after the payment authentication, the
online bank session between the transfer server and online bank (messages 3-50)
and the secure connection between the transfer server and the user terminal de-
vice (messages 3-51) are closed.

In embodiments in which credentials of the online banks have been
stored in an encrypted format in the transfer server, message 3-3 may be used to
convey information by means of which the credentials of the online banks may be
decrypted. For example, a common shared secret or a secret key as the counter-
part of a public key may be delivered. A most data secure method is also to deliver
an identifier that opens the encryption key wallet. The conveying of the infor-
mation needed for decryption may also involve sending a plurality of messages
between the transfer server and the terminal device. In embodiments in which
the details are stored in the transfer server, the messages 3-10, 3-12, 3-20, 3-22,
3-36, and 3-38 are internal data transfer within the transfer server, and points 3-
11, 3-21 and 3-37 are carried out in the transfer server. In embodiments in which
a part of the details are in the transfer server and a part on the terminal device,
some of the messages described in connection with Figure 3 may be data transfer
within the transfer server (and the corresponding points are carried out in the
transfer server).

It is also possible that the receiver of the payment, such as a shop-
keeper, requires an electronically signed receipt of the performed payment. Any
known or future technology may be used for electronic signatures, such as the use
of personal bank credentials for the electronic signature or the Signom signature
service.

Figure 3C describes another example of the data transfer related to the
actual online paying between the user terminal device (consideration transaction
implementation unit), the transfer server (consideration transaction data transfer
unit), online bank (online banking system, that is, real time performer of a trans-
action with a consideration), and the receiver (the receiver’s account system).
The example of Figure 3C differs from the example of Figures 3A and 3B in that in
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the example of Figure 3C the transfer server has the required identifier details
and the payment is performed without the payment provision. Similar reference
numbers as in Figures 3A and 3B are used in Figure 3C at similar points and mes-
sages.

Referring to Figure 3C, when the user terminal has performed (at
point 3-1) the verification of the application, that is, the consideration transaction
implementation unit, user authentication, and the phases relating to paying all the
way up to the user having approved the payment, after that a secure connection is
established (messages 3-2) between the terminal device and the transfer server
and the details relating to paying are sent (message 3-3) as described in connec-
tion with Figure 3A.

After receiving the information on paying, the transfer server deter-
mines, based on the payer’s account, the interface of the payer’s bank and selects
at point 3-4’ the parser to be used and the required identifier details of the payer
and establishes a secure connection (messages 3-5’}) such as an HTTPS connection
to the online bank of the bank to exchange information. Naturally, the transfer
server and online bank may identify each other before the establishing of the se-
cure connection. In the identification, a certificate issued by a reliable party may
be used, such as a valid e-IDAS certificate.

In this example, after the connection establishment, the online bank
sends in message 3-8’ the details required for logging in in the format of the inter-
face. After receiving it, the transfer server initiates, unless it has already initiated
previously, the selected bank-specific parser and searches for at point 3-13’, with
the aid of the parser, the fields of the input elements required for logging in. After
finding them, the transfer server retrieves (point 3-13’) the requested infor-
mation from the credential details of the online bank of the bank of the chosen ac-
count. If the details have been stored in parts, the transfer server may decrypt the
encryption of the part containing these details either at this point, or if the details
have been secured as a bank-specific whole, all the details. Alternatively, the en-
crypted information may already be decrypted earlier as background processing
in response to the payment details (message 3-3) received from the user terminal
device, for example. After that, the transfer server compiles at point 3-13’ the re-
sponse (message 3-14) according to the settings of the online bank interface. It is
assumed in the example of the figure that the logging-in details were correct, so
when the parser in the transfer server reads the response (message 3-15), that is,
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the HTML content, returned by the online bank, it discovers at point 3-16 being
logged in to the online bank.

Then the transfer server requests (message 3-27) from the online
bank the information required for paying the invoice, for example, the content of
its invoice payment form or similar information, and having received the content
returned by the online bank in message 3-28, the parser searches and fills in, us-
ing the information received in message 3-3, the input elements required for pay-
ing at point 3-29, such as the account number from which the payment is charged,
name of the invoice receiver, invoice reference number, invoice sum, and account
number of the receiver. Some of the input elements may be required elements,
some non-required. Depending on the implementation, the transfer server may
request possibly missing information from the user terminal device, or from the
user through it. When the details of the input elements required for paying have
been determined, the transfer server compiles the payment at point 3-29. In other
words, it compiles in this example the fields of the input elements into the format
required by the interface of the online bank and sends (message 3-30) the details
to the interface.

It is assumed in the example of Figure 3C that there was money on the
account, so the online bank carries out the payment at point 3-41 and returns in-
formation (message 3-42) on it to the transfer server. At the same time, infor-
mation on the payment is conveyed (message 3-43), like a normal payment on an
online bank, also to the banking system of the receiver in real time. This way, in-
formation on the payment may also be conveyed to the fiscal system required by
the law and consequently to the local tax authority. This means that if the ac-
counts are at the same bank, information on the payment (at point 3-52) is re-
ceived immediately, in practise, but for the time being there may be delays be-
tween different banks.

When the parser of the transfer server reads the response (message 3-
42) returned by the online bank, it detects at point 3-44 that the payment has
been done.

After that, the payment is proven.

First, the transfer server requests (message 3-45) from the online
bank the receipt of the paid invoice, and having received in message 3-46 the con-
tent that the online bank returned, the parser searches for the archiving identifier
in it and compiles by using it a receipt at point 3-47 and sends (message 3-48) it
to the user terminal device. In this example, the user terminal device is adapted to
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show at point 3-49 the receipt on the terminal display. In another implementa-
tion, the receipt may instead, or additionally, be sent to the point of sale terminal
which, if configured, may confirm to the point of sale terminal user that the pay-
ment has been made.

In the example of Figure 3C, after the payment authentication, the
online bank session between the transfer server and online bank (messages 3-50)
and the secure connection between the transfer server and the user terminal de-
vice (messages 3-51) are closed.

It should be understood that the examples described in the above in
Figures 3A- 3C only illustrate the use of a parser and that the information and
confirmation that an online bank requests may differ from what is described in
the above according to the settings of the electronic payment interface of each
online bank.

In embodiments that do not use a transfer server (transfer servers)
separate from the terminal devices, the data transfer shown in Figures 3A and 3B
or Figure 3C between the transfer server and the terminal device is internal data
transfer carried out by the terminal device, or more precisely enhanced consider-
ation transaction implementation unit, or data transfer between and/or within
two or more sub-units/components on the terminal device, which together form
the enhanced consideration transaction implementation unit, depending on how
the functionalities have been shared among the sub-units. Internal data transfer
need not be data transferred on a secure connection, but care should be taken
that other applications or processes do not get the transferred information. In ad-
dition, the data transfer through the communications network is lesser because
over the network only the information is transferred that in the example 3A-3C is
transferred between the transfer server and online bank.

As the above examples show, the application operates as an improved,
for example, as a more secure, digital bank card - payments are made directly
from one’s own account without sending information on the account, and the us-
er’s right to use the application is verified more efficiently than in the case of a
conventional bank card in which verification is based on a short PIN code.

In the examples above, it is assumed that a prior art point of sale ter-
minal is used and no changes have been made in it. The benefit of such embodi-
ments is that because the payer’s and the payment receiver’s devices need not
support the same application, the uses are not restricted and the equipments
need not support a plurality of applications to achieve a wide coverage. They ad-
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ditionally avoid the problems of applications operating on terminal devices,
which enable the use of a mobile payment application of a bank for paying the in-
voice, if the invoice has been delivered with the same application that initiates the
mobile payment application of the bank: the payer either needs to transfer money
on his terminal device in advance, or register in the same service that transfers
payments to the receiver as the receiver of the payment.

The examples above may also be applied when a change is performed
in the point of sale terminal system, used to ensure in real time that a payment
has been carried out also when the receiver’s bank is different from the payer’s
bank. In these example, too, shown by Figures 4, 5A and 5B, the problems de-
scribed in the above are avoided, because with one application all the banks are
covered, that is, an extensive coverage is achieved, money need not be transferred
in advance, and there is no need for a separate registration. It should be noted
that the application on the customer’s terminal device does not necessarily have
to be the same as the application (or the counterpart of an application pair) in the
point of sale terminal system, but it is enough that the applications have enough
common functions to ensure the functions described below.

The examples in Figures 4, 5A and 5B illustrate the functionality of the
invoice management unit (or units). It is assumed in the example of Figure 4 that
the verification is always requested, and in the example of Figures 5A and 5B it is
assumed that verification is only requested if no real time information is available
from one’s own bank. Figure 4 also describes how a parser, for example, or an-
other sub-unit of a consideration transaction implementation unit on a user ter-
minal device or in a transfer server is adapted to deliver the requested verifica-
tion details. The same, of course, takes place in the example of Figures 5A and 5B
although this is not separately shown. It is assumed in the examples that the ap-
plication on the point of sale terminal (invoice management system) and the ap-
plication on the terminal device/transfer server (such as a sub-unit of the consid-
eration transaction implementation unit) are configured to calculate a hash from
the sum of the amount of money and the secret serial number of the application,
and this way the application on the point of sale terminal may ensure that the ap-
plication of the terminal device is unchanged (correct and genuine) and has just
been used. In addition, in this example it is assumed that a single-use number,
generated after the invoice formation by an application on the point of sale termi-
nal, is added to the reference number, and from this sum another hash is calculat-
ed. This way, the freshness of the event is confirmed. It should be appreciated that
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these are just examples of how the confirmation may be performed. The essential
thing is that the information on how the confirmation is performed is only at
these trusted applications (or parsers).

It is assumed in the example of Figure 4 that no transfer server is used.
Applying the example in a solution including the transfer server is obvious for a
person skilled in the art. In addition, the information sent on the secure connec-
tion in the figure are encrypted before sending and decrypted before using, but
for reasons of clarity the encryption and correspondingly decryption are not re-
peated in connection with information exchange.

Referring to Figure 4, the point of sale terminal offers a plurality of
payment options for the customer, such as contactless payment. However, the
customer chooses the direct payment application disclosed in this application.
The point of sale terminal detects at 4-1 the choice of the direct payment applica-
tion, forms an invoice and because the payment method is a direct payment
method, pre-calculates at 4-1 the hash of the invoice sum (amount of money) and
the secret serial number of the application. The point of sale terminal also con-
veys the invoice (message 4-2) electronically to the user terminal device by using,
for example, the NFC technology as described in the above. After receiving the in-
voice, the terminal device carries out, together with the online bank, the measures
relating to paying (at 4-3, messages 4-4). It is assumed in this example that the
paying was successful and the message 4-5 and point 4-6 correspond with the
message 3-42 and point 3-52 of Figure 3B. In this example, the terminal device,
after compiling a receipt of the payment, sends the receipt in message 4-7 to the
point of sale terminal and temporarily maintains the receipt in its memory. After
receiving the receipt, the point of sale terminal is adapted to ensure that the cor-
rect payment application was used on the terminal device, and that is why the
point of sale terminal sends a request in message 4-8 to the terminal device to
calculate the hash. After calculating the hash (at 4-9) from the sum of the secret
serial number of the direct payment application and the sum of money on the re-
ceipt the terminal device sends the hash to the point of sale terminal in message
4-10.

At 4-11, the point of sale terminal compares the hash received in mes-
sage 4-10 with the hash it calculated at 4-1. If they are the same, the application is
genuine. It is assumed in this example that they are the same. (If the application
on the terminal device were not genuine, the point of sale terminal could inform
the user of the payment failure, for example). Because the application was veri-
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fied to be genuine, the point of sale terminal generates at 4-11 a single-use num-
ber x, calculates at 4-11 a hash of the single-use number x and of the reference
number on the invoice formed at 4-1, and sends the single-use number x to the
terminal device in message 4-12.

At 4-13, the terminal device calculates a hash from the sum of the sin-
gle-use number x and from the reference number on the receipt and sends it to
the point of sale terminal in message 4-14.

At 4-15, the point of sale terminal compares the hash received in mes-
sage 4-14 with the hash it calculated at 4-11. If they are the same, the point of sale
terminal trusts that the invoice has been paid (transaction performed, compensa-
tion received) and shows at 4-15 the payment as having been carried out. If it is
detected at 4-15 that the hashes are not the same, the payment is shown as hav-
ing failed.

If a data transfer connection is not established between the point of
sale terminal and the user terminal device, the applications may be arranged to
show the corresponding details on the user interface, whereby the user of the
point of sale terminal may compare the hash shown on the point of sale terminal
with the hash the user terminal device shows, and both users may enter a single-
use number chosen by, for example, the point of sale terminal user, in their re-
spective devices (or the point of sale terminal user may tell/show the single-use
number shown on the display of the point of sale terminal).

Figures 5A and 5B show an embodiment where the process described
in the above is only performed if there is no real time confirmation from the bank
that the payment was completed. In addition, it is assumed in the example of Fig-
ure 5A and 5B that the point of sale terminal is a part of a larger system, so Figure
5 describes the functionality of the point of sale terminal and Figure 5B the func-
tionality in that part of the point of sale terminal system which gets real time in-
formation on account events. In connection with the description of Figures 5A and
5B, it is referred to as the point of sale system. In addition, the information sent
on the secure connection in the figures is encrypted before sending and decrypted
before using, but for reasons of clarity the encryption and correspondingly de-
cryption are not repeated in connection with information exchange.

Referring to Figure 54, the point of sale terminal generates at step 501
an invoice, which has a reference number, and sends it to the user terminal device
at step 502 as explained above. In addition, the point of sale terminal sends at
step 503 at least the reference number, possibly other information, too, to the
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point of sale system. After that, the point of sale terminal waits for a predeter-
mined time t1 whether an acknowledgement is received from the point of sale
system within the time t1 (step 504). The time t1 is a relatively short time, but
sufficient to perform the transaction and to convey information on the perform-
ing of the transaction (paying of the payment).

If there is no acknowledgement received from the point of sale system
within the time t1 on that the payment was made (step 504: no), the point of sale
terminal calculates at step 505 a hash from the invoice sum (amount of money)
and from the secret serial number of the application, and verifies at 506 the appli-
cation on the user terminal device as explained in Figure 4. In this example, too, it
is assumed that the application was verified to be genuine. After that, the point of
sale terminal generates at step 507 a single-use number and sends it to the termi-
nal device. At the same time, the point of sale terminal calculates at step 508 a
hash from the sum of the single-use number and the reference number, receives a
hash from the terminal device, and compares them. The deduction made as a re-
sult of the comparison (same hashes - payment done, different hashes - payment
failed) is shown at step 509 to the point of sale terminal user.

If an acknowledgement was received from the point of sale system
within the time t1 (step 504: yes), at step 510 the point of sale terminal user is
notified of a successful payment.

Referring to Figure 5B, the point of sale system receives at step 511
from the point of sale terminal at least the reference number and it monitors
(step 512) whether it is acknowledged within the time t2 by a banking system.
The time t2 is advantageously the same as that in Figure 54, or slightly shorter. If
the acknowledgement is received within the time t2 (step 512: yes), the point of
sale system deduces at step 513, on the basis of the reference number in the
acknowledgement of the banking system, the point of sale terminal to which to
send at step 514 the information on the carrying out of the payment. If no
acknowledgement is received within the time t2 (step 512: no), the point of sale
system stops monitoring the reference number at step 515.

Other ways to ensure that the direct method payment has just been
used may naturally be used instead of or in addition to the method described in
the above. An example is that the calculation of the hash varies as the function of
time, requiring that the clocks of the point of sale terminal and the user terminal
device are accurately enough synchronized, such as at the interval of a few sec-
onds, advantageously not more than a minute. Another example is that the appli-
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cation server is requested to select a hash calculation routine, which then either
returns a hash or, for example, the seed of the routine or similar, by means of
which the required hash is produced.

Although the examples in the above refer to a real time transaction
with a consideration relating to paying, it is obvious for a person skilled in the art
that the above may be applied to any real time transaction with a consideration.
Figure 6 is a very simplified schematic view of a chart on the transfer of infor-
mation or item in a transaction with a consideration arrangement between the
parties of the transaction.

Referring to Figure 6, the party 1 wanting the consideration (requester
of the information required in the transaction) shows or otherwise indicates to
the consideration holder, that is, the receiver 2 of the compensation, the consid-
eration 4 he wants. The receiver 2 of the compensation on his part conveys to the
party 1 wanting the consideration at least information on the compensation 5 and
on where the compensation should be carried out (or allocated), that is, other in-
formation (of the receiver). Information on the compensation may also indicate
the type of the transaction or the information on the type may be provided oth-
erwise. The party 1 wanting the consideration conveys at least compensation and
information on the receiver 6 to the performer 3 of the transaction, which after
completing the transaction returns a confirmation 7 on the completed transaction
to the party 1 wanting the consideration. This, on his part, shows or otherwise in-
dicates the confirmation 8 to the receiver 2 of the compensation who gives or
otherwise conveys 9 the consideration to the party 1 wanting the consideration.
The performer 3 of the transaction sends information 10 on the transaction also
to the receiver 2 of the compensation, i.e. to beneficiary of the compensation, ,
who depending on data transfer delays and/or embodiment may receive infor-
mation on it immediately or after a while. If the system is such that the infor-
mation/confirmation is conveyed in real time to the receiver of the compensation,
the party desiring the consideration need not show or indicate the confirmation.

When the examples described in the above are used, a consideration is
a purchase or purchases, the party 1 wanting the consideration is the buyer’s
terminal device or a combination of the buyer’s terminal device and a transfer
server, a transaction is the transfer of a particular sum of money from a buyer to a
seller, the receiver 2 of a compensation, that is, money, is a shop, the compensa-
tion 5 is presented on an invoice, the information 6 carries, among other things,
the details of the shop and amount of money to the banking system, which is the
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performer 3 of the transaction. As a confirmation 7, it returns a verification of the
payment and as information 10 information on the amount of money received on
the account.

In another example, the consideration is a loan, the party 1 wanting
the consideration is a borrower, the receiver 2 of the transaction is a bank or an-
other lender, the compensation 5 is an information on a collateral, in the infor-
mation 6 the information on the bank and the collateral are carried to the loan
system, which is the performer 3 of the transaction. As a confirmation 7, it returns
a verification of the collateral and as information 10 information on the collateral
lodged.

In another example, the consideration is a material to be borrowed
from a library, the party 1 wanting the consideration is the borrower’s terminal
device, the receiver 2 of the transaction is the library, the compensation 5 is the
identification information of the material, carried in the information 6. The per-
former 3 of the transaction is the library, which returns as the confirmation 7 a
receipt on the borrowing and as information 10 the borrowing information.

In the above, the steps/points, messages and related operations de-
scribed in connection with Figures 2-6 are not in an absolute chronological order
and some steps/points may be carried out simultaneously or deviating from a
given order and/or omitted. For example, the user authentication may be per-
formed later than in the examples above, as long as it is done latest in connection
with approving the compensation, as part of approving the compensation, for ex-
ample. Other functions may also be performed between the steps/points or with-
in the steps/points and other messages may be sent between the illustrated mes-
sages. For example, to ensure a payment and/or performing a payment, a plurali-
ty of challenge responses may be needed. Another example is that the user termi-
nal device beeps when a payment has been successfully performed. An example is
that the user may be shown the choice of just Figure 7C out of the Figures 7A-7C,
or not even that. An attempt may be made to solve a failed transaction or another
error situation also automatically, by re-requesting information, for example. Yet
another example is that the transfer server may retrieve balance information on
accounts in advance, for example as background processing at specific intervals,
or when a user authenticates himself on the transfer server, and show the user
the account together with their balances, or only the accounts having sufficient
funds for the payment. The functions described illustrate procedures on the de-

vices in question, and they may be implemented in one or more physical or logical
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entity. The messages are exemplary, only, and may even comprise a plurality of
individual messages to send the same information. The messages may also in-
clude other information than the information described in the above. Other mes-
sages, too, may be sent. For example, if the point of sale terminal has a connection
to the transfer server, the point of sale terminal may send an invoice which it ei-
ther shows on its display or conveys it to the user terminal device, also to the
transfer server. The transfer server may be arranged to associate this invoice re-
ceived from the point of sale terminal and the transaction request obtained from
the terminal device on the basis of a reference number, for example, and once the
invoice has been paid, to send information on successful payment to the point of
sale terminal, too, whereby the point of sale terminal receives the information di-
rectly from a reliable source and other confirmations are not needed. For this
purpose, the transfer server may comprise a third counterpart of an encryption
key wallet (an encryption key wallet between the point of sale system and trans-
fer server). Other types of server solutions may be used, too.

Based on the examples described above, it is clear that a real time
transaction with a consideration succeeds in a secure manner.

The terminal device or transfer server or point-of-sale system or a
similar device (devices) or their combination(s), implementing one or more em-
bodiments described above in connection with Figures 2-6, or a functionality de-
scribed in connection with a separate example, comprises in addition to prior art
means also means for implementing one or more functionalities of a terminal de-
vice, transfer server described in connection with an embodiment/example, or a
unit described in connection with them, and it may comprise separate means for
each of the different functions or the means may be configured to implement two
or more functions. A terminal device and/or transfer server may be configured as
a computer or microprocessor, such as an element integrated on one microcircuit,
which comprises at least memory to provide a storage area used by an arithmetic
operation, and an operating processor to perform the arithmetic operation.

Figure 8 is a simplified block diagram illustrating some units, which a
device 800 which is configured to be a user terminal device, or at least comprise a
storing unit and/or a consideration transaction implementation unit or its sub-
unit or similar unit which is adapted to carry out similar functionalities or part of
the functionalities described in connection with Figures 2-4. In the example of
Figure 8, the device 800 comprises one or more interfaces (IFs) 801 in order to be
in data transfer communication with other devices, such as the devices of the per-
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forming system of the transaction and/or the target devices of the transaction,
one or more processors (PROC.) 802 configured to carry out the functionality of
the consideration transaction implementation unit and/or the storing unit and/or
data transfer unit or that of at least one of its sub-units with the corresponding al-
gorithm(s) (ALG.) 803 and memory (MEM) 804 to be used for storing at least the
algorithm(s) or a similar group of operational instructions, and to provide a se-
cure memory for the information stored therein, and further one or more user in-
terfaces (U-IF) 801’ for interaction with the user.

Figure 9 is a simplified block diagram illustrating some units, which a
device 900 which is configured to be a transfer server, or at least comprise a con-
sideration transaction data transfer unit or a sub-unit of it or similar unit which is
adapted to carry out similar functionalities or part of the functionalities described
in connection with Figures 2-4. In the example of Figure 9, the device 900 com-
prises one or more interfaces (IFs) 901 in order to be in data transfer communi-
cation with other devices, such as the devices of the performing system of the
transaction and/or the target devices of the transaction, one or more processors
(PROC.) 902 configured to carry out the functionality or the consideration trans-
action data transfer unit or that of at least one of its sub-units with the corre-
sponding algorithm(s) 903, and memory (MEM) 904 to be used for storing at
least the algorithm(s) or a similar group of operating instructions. It should be
understood that the transfer server may be implemented as a decentralised serv-
er or cloud server.

Figure 10 is a simplified block diagram illustrating some units, which
equipment 1000 of the receiver (beneficiary) of the compensation, which is con-
figured to comprise an invoice management unit or a sub-unit of it or a similar
unit which is adapted to carry out either together or as a combination or a plurali-
ty of devices/invoice management units the functionalities or part of the func-
tionalities described in connection with Figures 4, 5A, and 5B. In the example of
Figure 10, the device 1000 comprises one or more interfaces (IFs) 1001 in order
to be in data transfer communication with other devices, such as the user termi-
nal device and the other devices of the equipment, one or more processors
(PROC.) 1002 configured to carry out the functionality of the invoice management
unit or that of a sub-unit thereof with the corresponding algorithm(s) (ALG.)
1003, and memory (MEM) 1004 to be used for storing at least the algorithm(s) or
a similar group of operating instructions. Part of the memory may be secure
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memory. It should be understood that the equipment may also be implemented
by utilising a decentralised server or cloud server.

The processor 802, 902, 1002 may be a central processing unit, opera-
tional processor, logic circuit, ASIC (application-specific integrated circuit), and a
re-programmable digital logic circuit FPGA (field-programmable gate array).

The memory 804, 904, 1004 may be centralised or decentralised
memory and it may be implemented with any memory technology or a combina-
tion thereof, such as semiconductor memory, flash memory, magnetic memory
and optical memory. The memory may also be a fixed part of the device 800, 900,
equipment 1000 or a combination of devices, or a detachable memory or a
memory external to the device.

In an embodiment, a computer program is provided which is included
on any processor to computer-readable data storage means and which comprises
program instructions which, once downloaded to a device including a processor,
are part of the consideration transaction implementation unit and/or storing unit,
and/or consideration transaction data transfer unit and or enhanced considera-
tion transaction implementation unit and/or invoice management unit.

It should be understood that other units, too, may be implemented by
means of various circuits/processors, micro software/pieces of micro software,
and/or software/pieces of software.

A person skilled in the art will find it obvious that, as technology ad-
vances, the basic idea of the invention may be implemented in many different
ways. The invention and its embodiments are thus not restricted to the above-
described examples but may vary within the scope of the claims.
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Claims

1. A method for implementing a real time transaction with a consider-
ation, the method comprising

maintaining in a memory, for one or more real time transaction per-
forming systems, correspondingly one or more parsers for creating transaction-
related requests according to the settings of the real time transaction performing
system and for identifying the content of the responses;

maintaining in a secure memory information required for carrying out
the transaction in an encrypted format;

receiving (202, 3-3, 5) a compensation, which is required of a consid-
eration, and information on a receiver;

verifying (201, 3-1, 3-2) the right of the transaction requester to use
the information required for carrying out the transaction;

if the transaction requester has the right to use the information for
carrying out the transaction, the method further comprises:

decrypting in the secure memory at least part of the information re-
quired for carrying out the transaction;

establishing (3-5, 3-6) an unsecure or a secure connection to the real
time transaction performing system;

forming (3-29), by using the parser, a transaction request according to
the settings of the real time performing system, which transaction request in-
cludes the compensation, information on the receiver, and at least one detail re-
quired for carrying out the transaction and maintained in the secure memory;

sending (3-30, 6) a transaction request on a secure connection or as
encrypted on an unsecure connection to the real time performing system; and

receiving (3-43, 3-42, 7, 10), from the real time performing system, a
transaction response indicating whether the transaction request was successfully

carried out.

2. A method as claimed in claim 1, which further comprises, if the
transaction requester has the right to use the information for carrying out the
transaction:

receiving (3-34) from the real time performing system a request for
further information, comprising a request for one or more specific details accord-
ing to the settings of the real time performing system;
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identifying (3-35), by using the parser, the requested one or more spe-
cific details;

retrieving from the information required for carrying out the transac-
tion the requested one or more specific details;

forming (3-39), by using the parser, a response according to the set-
tings of the real time performing system, which includes the requested one or

more specific details;
sending (3-40) the response on a secure connection or encrypted on

an unsecure connection to the real time performing system.

3. A method as claimed in claim 2, which further comprises the de-

cryption of the requested one or more details if they are still encrypted.

4. A method as claimed in any one of the preceding claims, further
comprising:

maintaining, for two or more real time transaction performing sys-
tems, a parser for each performing system for creating transaction-related re-
quests according to the settings of the real time transaction performing system
and for identifying the content of the responses;

selecting (3-4) a real time transaction performing system from a group
of two or more real time performing systems; and

using the parser of the selected real time performer.

5. A method as claimed in any one of the preceding claims, further
comprising:
requesting (209), through the user interface, a confirmation for the

transaction from the transaction requester; and
sending the transaction request only if a confirmation is obtained

through the user interface.

6. A method as claimed in any one of the preceding claims, further
comprising, if a transaction may be performed from a plurality of sources:
requesting (206), through the user interface, the transaction requester

to choose the source; and
establishing an unsecure or a secure connection to the real time trans-

action performing system where the chosen source is.
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7. A method as claimed in any one of the preceding claims, further
comprising:

if the transaction request was carried out successfully, sending (3-48,
10) information on the succeeding of the transaction also to the device from
which the compensation required of the consideration and receiver information

were received.

8. A method as claimed in any one of the preceding claims, in which a
transaction request sent on a secure connection includes at least one detail kept

encrypted in the secure memory in an unencrypted format.

9. A method as claimed in any one of the preceding claims, in which
the compensation required of the consideration and receiver information are re-
ceived (202, 3-3, 5) in an unencrypted format.

10. A method as claimed in any one of the preceding claims, further
comprising:

if the transaction request was carried out successfully, sending (3-42)
information on the succeeding of the transaction also to the place the receiver in-

formation indicates.

11. Computer program product, which when run on a computer causes
the computer to perform a method as claimed in any one of the preceding claims
1-9.

12. A device (120, 120a, 140) comprising at least

data transfer means (123, 143) for communication with a transaction
performing system ;

characterized in that the device further comprises:

memory (122, 142) in which at least one parser has been stored for
creating requests according to the settings of the real time transaction performing
system and identifying the content of responses, and of which memory at least a
part is secure memory (122-3) on which details required in the transaction is

stored; and
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transaction means (122-1, 122-1a, 141) for performing a method as

claimed in any one of claims 1-9.

13. A device (120, 1203, 140) as claimed in claim 12, configured to ver-
ify the transaction means before performing a method as claimed in any one of

claims 1-9.

14. A device (120, 120a, 140) as claimed in claim 12 or 13, configured
to verify that a method as claimed in any one of claims 1-8 has been performed

with a valid application and within a particular time period.

15. A device (120, 120a, 140) as claimed in claim 12, 13 or 14, which is
a user terminal device, which further comprises a user interface for conveying in-
formation to the user and for receiving inputs by the user.

16. A device (140) as claimed in claim 12, 13 or 14, which is a transfer
server in which the data transfer means are adapted to communicate with the us-
er terminal devices over a secure connection or over an unsecure connection by

using encrypted information.

17. A device (140) which comprises at least

data transfer means (143) for communication with a user terminal de-
vice (120) and a real time transaction performing system ;

characterised inthat

the device further comprises for each real time transaction performing
system a parser (142-2) for creating transaction-related requests according to
settings of the real time transaction performing system and for identifying con-
tent in responses;

the device (140) being adapted, upon receiving from the user terminal
device a compensation required of a consideration, information on the compensa-
tion receiver and information on a chosen real time transaction performing sys-
tem, which the user of the terminal device wishes to use to perform the compen-
sation to the receiver, to select a parser corresponding to an electronic interface
of the transaction performing system, establish a secure or unsecure connection
to the real time transaction performing system (130), to retrieve either from the
user terminal device or the device memory at least one other user-specific detail
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required for carrying out the transaction, by means of which the transaction per-
forming system verifies the user’s right to carry out the compensation, to gener-
ate a transaction request according to settings of the real time transaction per-
forming system, which transaction request includes the compensation, infor-
mation on the receiver, and at least one detail required for carrying out the trans-
action, to send the transaction request to the real time transaction performing
system (130) on a secure connection or encrypted on an unsecure connection,
and to receive a transaction response which indicates whether the transaction

request was performed successfully.

18. A device (140) as claimed in claim 17, which is adapted, when a se-
cure connection is used, to generate the transaction request so that at least one
user-specific detail required for carrying out the transaction is unencrypted.

19. A system (100) comprising:

at least one user terminal device (120);

at least one transfer server (140); and

at least one real time transaction performing system (130);

means (122-2) for maintaining information, required for carrying out
a transaction, in an encrypted format either on the user terminal device or trans-
fer server and temporarily decrypt at least part of the information required for
carrying out the transaction;

in which system (100)

the user terminal device (120) includes in a secure memory (122) a
real time transaction application (122-1) and at least information (122-3) that
may be used to verify the user’s right to use the application, the user terminal de-
vice being adapted to convey, after a successful user verification, at least infor-
mation on the compensation required for the consideration and on the receiver to
the transfer server.

characterised inthat

the transfer server (140) is adapted to be in communication with the
user terminal device (120) and the real time transaction performing system (130)
and comprises a parser (142-2) for the real time transaction performing system
for generating transaction-related requests according to the settings of the real
time transaction performing system and for identifying the content in the re-
sponses, the transfer server (140) being adapted, upon receiving from the user
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terminal device the compensation required for the consideration and information
on the receiver, to establish a secure or unsecure connection to the real time
transaction performing system (130), to retrieve at least one other user-specific
detail required for carrying out the transaction in addition to the required com-
pensation and the receiver information, to generate a transaction request accord-
ing to settings of the real time transaction performing system, which transaction
request includes the compensation, information on the receiver, and the retrieved
at least one detail required for carrying out the transaction, to send the transac-
tion request to the real time transaction performing system (130) on a secure
connection or encrypted on an unsecure connection, and to receive the transac-
tion response which indicates whether the transaction request was performed

successfully.

20. A system (100) as claimed in claim 19, in which

the transfer server (141) is adapted to receive from the real time
transaction performing system (130) one or more credential requests, retrieve
the requested credential or credentials and send them to the real time transaction
performing system (130) on a secure connection or in an encrypted format on an

unsecure connection.

21. A system (100) as claimed in claim 19 or 20, comprising at least
two different real time transaction performing systems (130}; and

the transfer server (140) comprises at least for each real time transac-
tion performing system a parser (142-2) for generating requests and responses
according to the settings of the real time transaction performing system, the
transfer server being adapted to select the parser on the basis of the chosen real

time transaction performing system.

22. A system (100) as claimed in claim 19, 20 or 21, in which the real

time transaction performing systems (130]}is an online banking system.

23. A system (100) as claimed in claim 19, 20, 21, or 22, in which the
transfer server (140) is adapted to generate a transaction request so that at least

one of the details is unencrypted.
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