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(57) Abstraet: An arrangement comprises a communications sys-
tem and, functionally coupled thereto, an account management sys-
lem. The account management system generates (304) a [irsl digital
value, referred to below as the user-specific random salt (URTsar 1),
and transmits it to a user device. It responds to a subsequent reg-
istration request (311) from said user device by generating (312)
and transmitting to a trusted central arrangement a further regis-
tration request (312) containing at least the user's first public key
(URTpg) received in said registration request. A subsequent regis-
tration response (316) from said trusted central arrangement con-
tains the user's second public key (UATpk). To said user device is
transmitted a further registration response (319) containing at least
said user's second public key (UATpk).
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METHODS AND ARRANGEMENTS FOR MAKING A USER DEVICE UTI-
LIZE A SECRET

FIELD OF THE INVENTION

The invention concerns generally the technical
field of security needed in using digital services in
communications between digital devices and their users.
In particular, the invention concerns the offering of
secure digital services that a user can utilize in a
very flexible manner, even without a user device if

desired.

BACKGROUND OF THE INVENTION

Security in digital communications involves
multiple aspects such as confidentiality (only author-
ized parties can access a plece of information), au-
thentication (& communicating party must be sure who
they are communicating with), integrity (a piece of in-
formation has not been unallowably modified), and non-
repudiation (a party cannot successfully deny having
sent a certain piece of information). All such aspects
of security must ultimately build upon a secret piece
of digital information, usually referred to concisely
as the secret. To provide sufficient security against
breaking attempts, the secret must be derived from ran-
domness.

A major area of application of digital services
is digitally managed ccmmerce. Cash payments have al-
ready been largely replaced with card payments, relying
upon user-specific digizal information stored on smart
cards, as well as mobile payments in which a mobile
digital device provides both the storage means for dig-
ital information and the communicatiocns required to set
up and execute transactions. However, there is a con-

tinuous need for methods and arrangements for digitally
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managed transactions that are safe, easy to apply, and
scalable to many kinds of commercial environments.

Comparable to commerce, there are many appli-
cations in which service providers offer other kinds of
digital services to users over long-distance network
communications, placing similar requirements to secu-
rity and confidentiality. Examples of such other digital
services include but are not limited to: public services
of officials and governmental inszZitutions, health and
medical services; membership-bound services of non-
profit private organizations; and the like.

A prior art document EP 4 231 583 Al discloses
methods and arrangements that can be used to establish
and maintain a digital identity of a user. Another prior
art document US 2022/0116214 Al discloses methods and
systems that can be used to execute transactions be-

longing to a multi-signature agreement.

SUMMARY

This summary is provided to introduce a selec-
tion of concepts in a simplified form that are further
described below in the detailed description. This sum-
mary 1s not intended to identify key features or essen-
tial features of the claimed subject matter, nor is it
intended to be used to limit the scope of the claimed
subject matter.

It is an objective to provide methods and ar-
rangements for ensuring secure digital communications
between parties for the purpose of digitally managed
transactions.

According to a first aspect, there is provided
an arrangement for setting up and maintaining user ac-
counts. The arrangement comprises a communications sys-
tem configured to set up and maintain communications
with user devices and with at least one trusted central
arrangement. Functionally coupled to said communica-

tions system 1s an account management system configured



WO 2024/231600 PCT/F12024/050213

10

15

20

25

30

35

Lo generate with a random number generator and provide
to sald communications system, for further transmission
towards a user device, a first digital value, referred
to below as the user-specific random salt. A subsequent
registration request from said user device contains a
second digital wvalue referred to below as the user’s
first public key. The arrangement responds by generating
and providing to said communications system, for further
transmission towards saild trusted central arrangement,
a further registration request containing at least said
user’s first public key. The arrangement responds to a
subsequent registration respcnse from said trusted cen-
tral arrangement, said registration response containing
a third digital value referred to below as the user’s
second public key, by generating and providing to said
communicationg gystem, for further transmigssion towards
said user device, a further registration response that
contains at least said user’s second public key.

According to an empodiment, said account man-
agement system is configured to make said further reg-
istration response contzin also said user-specific ran-
dom salt. This involves at least the advantage of ena-
bling very versatile use of the provided information
later, even without needing a particular user device for
such use.

According to an embodiment, said account man-
agement system is configured to format said further reg-
istration response in the form of a graphically repre-
sentable code. This involves at least the advantage of
enabling particularly versatile use of the provided in-
formation.

According to an embodiment, said account man-
agement system is configured to maintain an account of
digital assets associated with said user device. It may
then respond to a transaction request, received from
said trusted central arrangement subsequent to said reg-

istration response, by attempting decrypting at least a
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part of said transaction request with said user’s first
public key. Only if said attempted decrypting succeeds,
a transaction requested in said transaction request may
be executed on said account of digital assets. This
involves at least the advantage of additional security
against attempts made by unauthorized parties.

According to an embodiment, said account man-
agement system is configured to only execute said trans-
action if said transaction request was the first trans-
action request concerning which said attempted decrypt-
ing with said user’s first public key succeeded. This
involves at least the advantage of additional security
against attempts made by unauthorized parties.

According to an embodiment, said account man-
agement system is configured to attempt decrypting at
least a part of gaid trangsaction request with said
user’s second public key. Only i1f said attempted de-
crypting with szid user’s second public key succeeds,
saild transaction may be executed. Thig involves at least
the advantage of additional security against attempts
made by unauthorized parties.

According to a second aspect, there isg provided
a method for setting up and maintaining user accounts.
The method comprises generating with a random number
generator a first digital value, referred to below as
the user-specific random salt, and transmitting said
user-specific random salt towards a user device. The
method comprises responding to a subsequent registration
request from said user device, said registration request
containing a second digital value referred to below as
the user’s first public key, by generating and trans-
mitting to a trusted central arrangement a further reg-
istration request containing at least said user’s first
public key. The method comprises responding to a subse-
quent registration response from said trusted central
arrangement, said registration response containing a

third digital value referred to below as the user’s
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second public key, by generating and transmitting to
said user device a further registration response con-
taining at least said user’s second public key.

According to an embodiment, said generating of
the further registration response comprises making said
further registration response contain also said user-
specific random salt. This involves at least the ad-
vantage of enabling very vergatile use of the provided
information later, even without needing a particular
user device for such use.

According to an embodiment the method comprises
formatting said further registration response in the
form of a graphically representable code. This involves
at least the advantage of enabling particularly versa-
tile use of the provided information.

According to an embodiment, the method com-
prises maintaining an account of digital assets associ-
ated with said user device. The method may then comprise
responding to a transaction request, received from said
trusted central arrangement subsequent to said regis-
tration regponse, by attempting cecrypting at least a
part of said transaction reguest with said user’s first
public key. Only if said attempted decrypting succeeds,
the method may comprise executing a trangaction re-
quested in said transaction request on said account of
digital assets. This involves at least the advantage of
additional security against attempts made by unauthor-
ized parties.

According to an embodiment, the method com-
prises only executing szid transaction if said transac-
tion request was the first transaction request concern-
ing which said attempted decrypting with said user’s
first public key succeeded. This involves at least the
advantage of additional security against attempts made
by unauthorized parties.

According to an embodiment, the method com-

prises attempting decrypting at least a part of said
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transaction request with said user’s second public key,
and only if said attempted decrypting with said user’s
second public key succeeds, executing said transaction.
This involves at least the advantage of additional se-
curity against attempts made by unauthorized parties.
According to a thirc aspect, there is provided
a computer program product comprising one or more sets
of one or more machine-readable instructions that, when
executed by one or more processors, cause the implemen-
tation of a method according to any of the characteri-

sations given above.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings:

Figure 1 illustrates steps of a method on a
highly abstract level,

Figure 2 illustrates steps of a method on a
highly abstract level,

Figure 3 illustrates steps of a method,

Figure 4 illust-rates an example of generating
keys from stored and memorized information,

Figure 5 illustrates anocother example of gener-
ating keys from stored and memorized information,

Figure 6 illustrates steps of a method,

Figure 7 illustrates steps of a method, and

Figure 8 illustrates steps of a method.

DETAILED DESCRIPTION

In the following description, reference is made
to the accompanying drawings, which form part of the
disclosure, and in which are shown, by way of illustra-
tion, specific aspects in which the present disclosure
may be placed. It is understood that other aspects may
be utilised, and structural or logical changes may be
made without departing from the scope of the present
disclosure. The following detailed description, there-

fore, is not to be taken in a limiting sense, as the
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scope of the present disclosure is defined be the ap-
pended claims.

For instance, 1t is understood that a disclo-
sure 1in connection with a described method may also hold
true for a corresponding device or system confiqured to
perform the method and vice versa. For example, if a
specific method step is described, a corresponding de-
vice may include a unit to perform the described method
step, even if such unit is not explicitly described or
illustrated in the figures. On the other hand, for ex-
ample, 1f a specific aoparatus 1s described based on
functional units, a corresponding method may include a
step performing the described functionality, even if
such step is not explicitly described or illustrated in
the figures. Further, it is understood that the features
of the various example aspects described herein may be
combined with each other, unless specifically noted oth-
erwise.

The following description uses the designa-
tions “trusted central arrangement”, “service pro-
vider”, and “user device”. Of these, a trusted central
arrangement refers to a computer device or an arrange-
ment of interlinked computer devices that together con-
stitute a trusted computing environment. This means that
the constitution and operation of the trusted central
arrangement are known and verifiable by a party who the
involved parties consider trustworthy. Examples of a
trusted central arrangement involve but are not limited
tc a computer system of a bank, a governmental author-
ity, or a specialized commercial company offering this
kind of services to other companies. Other designations
that could be used in place of or in addition to “trusted
central arrangement” are at least “trust provider”,
“trusted environment”, “trusted server”, and “wallet
provider”,

The concept of a service provider refers to a

commercial operator, non-commercial organization,
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governmental institution, or other party that has an
interest of setting up and maintaining long-lasting cus-
tomer relationships with large numbers of customers. The
term “customer” does not necessarily mean that the cus-
tomer relationships should aim at generating commercial
profit or other advantage tc the service provider. As
an example of the last-mentioned, a resident of a city
may be a “customer” of the municipal administration.

The customers of a service provider may be in-
dividual users, user groups, associations, companies,
public institutions, or any mixture of these. In many
cases, a service provider may run a computer device (or
an arrangement of interlinked computer devices) of their
own that together constitute(s) a trusted computing en-
vironment. However, for the purpcses of the following
description, it ig assumed that the roles of a service
provider and a trusted central arrangement can be sep-
arated. It 1is also possible, however, that the same
party is responsible for both these roles. Even in such
case, 1t may be advantzgeous from management point of
view to use different computer devices, all within the
trusted computing environment of the party in guestion,
to implement said two roles.

The user device 1is not necessarily a single
device and/or not necessarily used by a single human
user, although a most illustrative example of a user
device meant here is a smartphone, tablet, or laptop
computer of a user. As an example of wider applicability
of the term, the user device may refer to a personal
digital assistant authorized by the actual user to per-
form operations on behalf and for the benefit of the
user. Contrary to the obsocoleze use of the term, in the
sense used here a personal digital assistant is not
(necessarily) a so-called PDA device (i.e. a special-
ized, palm-sized tablet computer) but may refer to many

kinds of implementations ranging from pure software to
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various embedded solutions including software and hard-
ware.

In general, the usez device is a device or an
arrangement of interlinked devices and/or software that
are to be used, among others, for secure, cryptograph-
ically protected digital communicazions with one or more
trusted central arrangements. The constitution and op-
eration of the uger device meant here are not gimilarly
known and verifiable as those of the trusted central
arrangement, although it may be zssumed that for szid
digital communications (and for services that rely upon
said digital communications) the user device uses in-
stalled and/or downloadable application programs of
known kind.

A special case of a user device may be desig-
nated as a merchant or a merchant’s device. This special
case 1s described in more detail in the following. To
emphasize also possible non-commercial uses of the in-
vention, the “merchant” could also be a public servant
employed by a governmental or municipal administrative
organization or the like.

Fig. 1 illustrates steps of a method on a
highly abstract level. The parties involved are a trust
provider, a service provider, a merchant, and a user.
For the purpose of illustration, the service provider
may be a bank, the merchant may be a shopkeeper and the
user may be an individual person who comes to the shop
to buy a product. In the alternative example mentioned
above, the service provider could be the administrative
organization and the user could ke a citizen payving a
visit to the public servant. In such cases, certain
embodiments described herein may be useful in enabling
the use of public digital services for users who are not
capable or willing to carry and use a smartphone or the
like.

Steps 101 and 102 in fig. 1 are preparatory

steps for setting up conditions under which the user may
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make payments using a digital wallet, take part in the
utilization of public services using digital channels,
or the like.

In step 101 the us=r approaches the service
provider to register as a user of a digital wallet and/or
other kind(s) of digital service(s). In step 102 the
user, the service provider, and the trust provider co-
operate to ensure sgsecure use of the digital wallet
and/or other kind(s) of digital service(s).

For the purposes of this description, a digital
wallet is a cloud-based service with which a user may
keep some money (or other digital assets) in store, and
for example effect payments with the stored money or
otherwise utilize said digital assets, without having
to carry along any direct physical representation of
said money or asset. Figuratively, the digital wallet
corresponds to a physical wallet and/or to some physical
object conventionally stored in a wallet, with the dif-
ference that for using the digital wallet the user must
somehow establish a communications connection with the
service provider.

Making payments with money (or some digital
representation thereof) is a straightforward and easily
understandable application for using a digital wallet,
for which reason it is used as an example in the fol-
lowing. However, it must be noted that the same concept
is similarly applicable for using other kinds of digital
services and not only monetary peyments. As a further
illustrative example, a digizal asset stored in a dig-
ital wallet could be an indication of a property or
right acquired by or granted to the user, like a digital
driver’s licence, i.e. a digitally protected certificate
of the right of the user to drive certain kinds of
vehicles. For this reason, the concept of “executing a
transaction” should be understood in a wide sense as

covering all secure, user-initiated processing of
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digital data for the secure maintaining of which a party
called here a service provider is responsible.

At step 103, the user goes to the merchant to
buy a product, visits the public servant to utilize
public digital services, or becomes closely involved
with some other kind of contact person or entity to
perform a respective operaticn. The merchant example is
referred to most frequently in the following, but the
general applicability of the method should be kept in
mind.

Step 104 represents all those actions of the
parties that make an agreed amount of money (or other
digital assets) be transferred from the digital wallet
of the user to the merchant. In the merchant example,
at step 104 a payment is effected in which the user pays
the price of the product to the merchant, however with-
out having to handle cash or any other carried-along
representation of money. In examples that do not involve
purchasing, step 104 represents any and all other steps
in which the parties exchange digital information taking
advantage of the digital security brought about by the
aspects explained in this text.Important aspects of the
present invention are related to how it can be ensured,
in steps 101 and 102, that steps 103 and 104 go as
simply, yet securely, as possible and that:

- the merchant and the user do not need to

have any prior information of each other,

- if desired, the transaction may remain as
anonymous as if it involved buying a product
with cash, while in some other applications
a core part of the trarsaction may be secure
identification of the user,

- only minimal requirements are placed to the
hardware and socftware that the user and the
merchant must have access to, and

- 2ll parties can remain assured that the

transaction did not compromise security, so
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that - for example - neither the user nor
the merchant acguired any lasting confiden-
tial information that they could subse-
gquently use in anv manrer prejudicial to the
interests of each other.

Fig. 2 illustrates the steps of another method
on a highly abstract level. In fig. 2, the parties in-
volved are a trust provider, a service provider, and a
user.

Steps 101 and 102 in fig. 2 are similar to the
correspondingly numbered steps in fig. 1. As a differ-
ence to fig. 1, in fig. 2 there is no merchant or cor-
responding party involved. After the execution of step
102, the user suffers a loss in which, for example, the
mobile communications device that the user used to store
all previougly created digital secrets is logt or geri-
ously damaged. Step 201 represents all such actions that
the parties shown in fig. 2 take in order to recover the
possibility of the user to utilize the digital wallet
that was set up in steps 101 and 102. Involving the
gservice provider in step 201 is not necessary, but not
excluded either.

The following description shows how certain
actions taken in steps 101 and 102 lay a basis for
successful subsequent operation in accordance with both
fig. 1 and fig. 2.

Fig. 3 illustrates certain actions taken by -
and certain exchange of information between - a user, a
service provider, and a trust provider. In practice,
these designations refer to the devices, arrangements,
etc. operated by said parties, unless otherwise explic-
itly stated. Said devices, arrangements, and the like
most advantageously consist of programmable electric
devices and their connections for communications. Each
such device, arrangement, and the like may be function-
ally divided into more detailed parts: for example, the

arrangement for setting up and maintaining user accounts
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in the domain of the service provider may be considered
to comprise a communications system configured to set
up and maintain communications with user devices zand
with at least one trusted central arrangement, and -
functionally coupled to said communications system - an
account management system. 'or conciseness of reference,
the short designations user (or user device), service
provider, and trust provider are used in the following.

Step 301 in fig. 3 1s a preparatory step in
which the service provider generates some keys of its
own, to be used for the purpcses of secure digital com-
munications according to one or more PKI infrastruc-
tures, for example.

At step 302, a protected communications channel
is established between the service provider and the
user., The protected communicationsg channel may be, for
example, a digital comminications channel in which the
Transport Layer Security or TLS standard is used. As
another example, algorithms according to Quantum-Safe
Cryptography (QSC) can be used. Said concept is under
development at the time of writing this text and can be
alternatively referred to as Post-Quantum Cryptograchy
(PQC) or Quantum-Resistant Cryptography (QRC). As an-
other example, step 302 may involve bringing the user
device close enough to a2 wireless communication means
or connecting with a cable, such as a shielded electric
cable or an optical fibre cable for example, for ex-
changing information over a short distance under cir-
cumstances that are considered secure enough, like under
the supervision of an authorised official for example.
As yet another example, step 302 may involve using op-
tical fibre as guantum channel to establish an electri-
cally controlled polarization system for encoding and
decoding a secret by twin photon scurce. This fibre
optic communication principle is used in quantum key
transmission (QKD) and therefore it can be also used to

transmit the secret seed c¢r salt from the trusted



WO 2024/231600 PCT/F12024/050213

10

15

20

25

30

35

14

computing environment, which is suitable as secure dig-
ital communications channel, because it is unbreakable
by conventional methods.,

Step 303 1s an optional step, 1in which the
service provider may receive from the user a request for
initiating the subsequent seguience of steps. The request
of step 303 is optional because the service provider may
initiate said sequence of steps ¢of its own motion, as a
response to finding that a user device has come close
enough or that the favourable conditicns for performing
said sequence of steps have otherwise been generated.
As an illustrative example, if the protected communica-
tions channel established at step 302 involved the user
accessing a web page of the service provider, the re-
quest of step 303 may be sent as a response to clicking
a link on gaid web page.

At step 304 the service provider uses a random
number generator to generate what may be called a first
digital value or a user-specific random salt. In the
following, the acronym URTgr will be used. For optimal
level of security, it 1is advantageous for the service
provider to use a verified random number generator ca-
pable of generating random numbers of maximum entropy.
At the time of writing this text, it is considered ad-
vantageous from the security viewpoint that the user-
specific random salt URTearr generated at step 304 is at
least 256 bits long. Due to subsequent technical devel-
opments, i1t may become appropriate to use user-specific
random salt values more complicated than that.

At step 305, the user-gspecific random salt
URTsarr is provided to a communications system of the
service provider for further transmission to the user
through the protected communications channel that was
established at step 302. The generation of a transmis-
sion at step 305 may also include using other infor-
mation elements, such as transmitting one or more public

keys of the service provider to the user. It may also
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involve digitally signing at least a part of the in-
tended transmission with a secret signing key of the
service provider, so that the user who later receives
the transmission may use a corresponding public key to
verify that it originated from the service provider. The
resulting transmission, which conveys at least the user-
specific random salt URTgpr to the user, is shown as
step 306 in fig. 3,

At step 307 the user device extracts the user-
specific random salt URTgr from the transmission it
received. In order to base the security of subsequent
digital communications and operations on secret infor-
mation from two independent sources, the user gives a
PIN (Personal Identification Number) code at step 308.
In place of or in addition to a PIN in conventional
sense (i.e. a relatively short string of numbers or
other characters) the PIN code given at step 308 may be
a biometric identifier such as a fingerprint, an iris
reading, a face liveliness metric, or the like, and/or
a mathematical result derived thereof, and/or any com-
bination of those above. For conciseness of notation,
the PIN may be given the designation URTpry and its gen-
eration may involve an SHAZ56 hash or other crypto-
graphic operation, so that - for example - if the actual
PIN is a conventional short charzscter string, URTpy =
SHA256 (PIN) .

From these two information elements (the URTga-r
and the URTry), a hash or other digital cryptoproduct
is calculated at step 309. The algorithm used to calcu-
late the hash at step 309 is most preferably a verified
one, such as the Argon2 algorithm for example. The cal-
culated result may be used as such as a secret key URTg
of the user in the continuation. According to crypto-

graphic shorthand notation,

URTSK = ArgonZ (-JRTPIN, URTSALT)
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where the “Argon2” part may be replaced with
the representation of any corresponding other crypto-
graphic operation used for the same purpose.

It is also possible that the secret key URTg
of the user 1is obtained from the calculated result
through some further cryptographic algorithm.

At step 310, the user device uses the calcu-
lated hash or some further cryptoproduct derived there-
from to generate what is called here a second digital
value or the user’s first public key URTyx. One example
of 2 mathematical method to be used at step 310 is the
X25519 algorithm, so that

URT;K = X25519(URT&<) = X25519(Arg0n2 (URTELN, URTSALT)) .

In place of the X25519 algorithm, some other suitable
algorithm like the Ed25519 algorithm could be used. For
the further description of the method below, it is im-
portant to understand that by knowing the user-specific
random salt URTgrr, the PIN code URTpry, the algorithms
used in steps 309 and 310, and the public key encryption
or public key signing zlgorithms used, it is possible
to reproduce the secret key URTx of the user, as well
as the user’s first public key URTrx, also later.

At step 311, the user uses a suitable channel,
for example the previously established protected commu-
nications channel, to transmit to the gervice provider
a registration request that includes at least the user’s
first public key URTpx. For added security, it is advan-
tageous for the user to encrypt at least a part of the
registration recquest with the secret key URTgx, so that
by successfully decrypting with the user’s first public
key URT»x, the service provider may verify that the reg-
istration request came from the user and was not falsi-
fied or modified on the way by any malicious third party.

In response to receiving the registration re-

quest 311, the service provider generates what is called
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here a further registration request. The intended re-
cipient of the further registration request is the trust
provider, and the purpcse of the further registration
request i1s to make the trust provider create a digital
wallet for the user. Alternatively, if a digital wallet
was already created for this user at some earlier stage,
the purpose of the further registration request is to
make the trust provider modify, augment, or refresgh the
previously created digizal wallet using the newest in-
formation from the service provider.

As shown at step 312 in fig. 3, generating the
further registration request at the service provider may
involve adding attributes pertinent to the current ex-
change of information with the user. In particular, the
further registration request should contain at least the
user’sg first public key URT-x. The further registration
request may also contain a user identifier UID, which
may be an identifier that the service provider received
previously from the user or an identifier that the ser-
vice provider has generated for identifying this par-
ticular user. The communications system of the service
provider transmits the further registration reguest to
the trust provider at step 31Z2.

At step 314, tne trust provider registers the
customer relationship of the user and the service pro-
vider. In other words, the trust provider stores one or
more sets of information that associate this user with
this service provider and those attributes that were
provided in the further registration request of step
312, In order not to maintain confidential information
in plaintext, it is advantageous if the trust provider
encrypts the stored information, for example with the
user’s first public key URTpx it received in the further
registration request and discards any plaintext copies
of the information. Most advantageously, the trust pro-
vider who maintains the digizal wallets of users main-

tains these 1in anonymised form and uses only user
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identifiers (UID's) or some mathematical derivatives
thereof, like hashed UID’s (designated H(UID)’s) to re-
fer to said encrypted and stored digital wallets. A
consequence thereof is that even the trust provider will
not necegsarily have access to its stored user-specific
information without the secret key URTsk of the user that
at this time exists only in “he possession of the user
(although, as noted earlier, it can ke reproduced by
knowing the user-specific random salt URTsar, the PIN
code URTpry, and the appropriate algorithms). The purpose
of such security measures 1s to prevent undesired access
to the stored user-specific information by parties like
system administrators who otherwise must have extensive
access rights due to their tasks and responsibilities.
Governmental regulations may stipulate that an official
authority must be made a member in at least some kinds
of transactions, for lawful and necessary purposes such
as preventing money laundering or other kind of criminal
activity.

At step 315, tae trust provider generates an-
other pair of keys including a secret key UATg and a
public key UATw. Of these, the user’s second public key
UAT-x is called here a third digital wvalue. The secret
key UATsx remains in the exclusive possession of the
trust provider, while it transmits the user’s gsecond
public key UATx to the service provider in a transmis-
gsion that is called a registration regponse at step 316
in fig. 3. The user’s second public key UATgx is called
the “remote key” for short in fig. 3, because it was
generated at a distance (at least in organisational
sense, if not necessarily physically) from the user. It
could also be called the (puklic) User Access Token, as
in the acronym UAT.

At steps 317 and 318, the service provider fi-
nalises its part of setting up the customer relationship
with the user. As underlined in step 317, the service

provider i1s now ready for transactiong, examples of
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which are described in more detail later in this text.
In particular, as underlined in step 318, it has stored
also the user’s second public key UATpx it received from
the trust provider in the registration response of step
316. It also generates (and provides to its communica-
tions system) a further registration response 319, which
contains at least the user’s second public key UATp for
transmission to the user. Storing said user’s gecond
public key UATpx at the user device is shown as step 320
in fig. 3.
As a result of the actions and exchange of
information described above, -—he service provider knows,
among others, that
- 1f it gets hold of a piece of encrypted in-
formation that can be appropriately de-
crypted with the user’s first public key
URTerk, that piece of information must origi-
nate from the user (or at least have been
created with the consent of the user) be-
cause only tne user (or a party who the user
authorised with their PIN code) can have en-
crypted it with the corresponding secret key
URT, and

- 1if it gets hold of a piece of encrypted in-
formation that can be appropriately de-
crypted with the user’s second public key
UATrx, that piece of information must origi-
nate from the trust provider because only
the trust provider cen have encrypted it
with the corresponding secret key UATcx.

Concerning the further registration response
transmitted to the user at szep 319, the (account man-
agement system of the) service provider may have been
configured to make it contain also the user-specific
random salt URTea-r mentioned earlier in association with
at least steps 304 to 309. As such, the user device
knows the user-specific random salt URTsar already,
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because it received it in the initial response of step
306. However, there are cases in which a simultaneous
occurrence of the user-specific random salt URTgar and
the user’s second public key UATwx i1s particularly use-
ful.

As an example, in fig. 4 it is assumed that the
further registration response of step 319 or other sim-
ultaneoug occurrence of the user-gpecific random salt
URTsarr and the user’s second public key UATxx 1s format-
ted in the form of a graphically representable code 401.
Here the expression “formatted in the form” may mean an
actual graphically represented code 401 such as a QR
code, or some instance of digital information from which
a graphically represented code can be straightforwardly
printed. From the technology of QR codes and the like,
it is commonly known how for example a raw string of
bits 1is straightforwardly converted into a tangible,
printed form of graphically represented code. One pos-
gibility is that the further registration regponse of
step 319 consists of actually printing out a QR code and
handing it to the user. Another possibility ig that the
digital information conzained in Zhe further registra-
tion response readily enables the user to print it out
in the form of a QR code.

The use of a QR code or other graphically rep-
resentable code is an example of an embodiment of the
kind mentioned earlier, in which a user may get access
to (public) digital services without having to be capa-
ble or willing to use a smar-—phone or the like. Such a
user may carry one or more pre-printed QR codes along
and use them in the way described here.

As shown in fig. 401, by using a suitable
reader device, anyone can readily read out the user-
specific random salt URTeqpr 402 and the user’s second
public key UATx 403 from the grapnically representable
code 401. If the PIN code URTpy 404 1is given by the

user, one may use the same hash or other cryptographic
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operation 405 that the user originally used to obtain
the secret key URTg. Further, one may use the same
mathematical operation that the user criginally used to
obtain the user’s first public key URTpk.

Fig. 5 illustrates another example in which,
similar to fig. 4, the further registration response of
step 319 or other simultaneous occurrence of the user-
specific random galt URTsapr and the user’s second public
key UATpx 1s formatted in the form of a graphically
representable code 401. Rlso here, the use of a QR code
or other graphically representable code 1s an example
of an embodiment of the <ind mentioned earlier, in which
a user may get access to (public) digital services with-
out having to be capable or willing to use a smartphone
or the like. Such a user may carry one or more pre-
printed QR codes along and use them in the way described
here.

In fig. 5 it 1is assumed that 1t is not the
secret key URTsx that 1is to be derived from the graph-
ically representable code. Rather, one may use a hash
or other cryptographic operation 501 to obtain a hashed
version H(UATx) of the user’s second public key UATwx
403. Whether or not a PIN code URTpry 404 is used in the
has or other cryptographic operation 501 1is optional.
An important assumption concerning fig. 5 is that the
trust provider responsible for maintaining the digital
wallet of the user is able to link the hashed wversion
H(UATpx) of the user’s second public key UATpx 403 with
an identifier of the user. Said identifier may be di-
rectly a user identifier UID or some unambiguous cryp-
tographic derivative thereoZ, 1like a hashed wversion
H(UID). Such a linking is shown in fig. 5 with the
reference designator 503. As a consequence, if the trust
provider receives a request containing hashed version
H(UATpx) of the user’s second public key UATxk, it can
identify the user the digital wallet of which the re-

quest is to be associated with.
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A case in which these facts are utilised is
shown schematically in fig. 6, which corresponds to
steps 103 and 104 of the previously described fig. 1 and
provides some more details. The actions in fig. 6 aim
at allowing the user to ourchase a product (or make some
comparable transaction) withcut needing any user device
at all. Again, the merchant-related example is used but
the more general applicability of the method should be
kept in mind.

In step 601, the user and a merchant prelimi-
narily agree on a purchase; for example, the merchant
agrees to sell to the user a product at a certain price.
In step 602, the merchant uses a cash register or a
corresponding device capable of digital communications
to initiate a transaction by connecting to a trust pro-
vider. In fig. 6, a party that would correspond to the
trust provider of figs. 1, 2, and 3 is shown to run two
separate functionalities called the wallet and the
vault. Applying this principle, the merchant communi-
cates with the wallet functicnality at step 602. Essen-
tially, the merchant tells the wallet that someone (the
identity of whom is not yet revealed to the wallet) is
willing to pay the price agreed upon in step 601 to the
merchant.

At step 603, the merchant uses an optical
reader to read a QR code presented by the user; for
example, the user may have produced a printed QR code
on a piece of paper. At step 604, the merchant passes a
small keypad to the user, whc punches in a PIN code. If
the concept of a PIN code involved some other user-
specific aspects than a short character string that the
user remembers by heart, step 604 may involve using
other suitable for means for enabling the user to give
the corresponding information to the merchant. Now the
cash register of the merchant has acquired everything
it needs: comparing to fig. 4, it read the user-specific

random salt URTsarr 402 and the user’s second public key
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UAT-x 403 from the QR code 401 and received the PIN code
URT-ry directly from the user. The cryptographic algo-
rithms needed for steps like 405 and 407 in fig. 4 or
501 in fig. 5 have been previously programmed to the
cash register of the merchant.

Step 605 in fig. 6 represents communications
between and operations by the cash register of the mer-
chant as well as the wallet and vault functionalities
of the trust provider that set up the digital wallet of
the user for a transaction. The money or other digital
assets of wvalue of the user are held at the service
provider (e.g. bank, governmental authority or the
like), so at step 606 the wallet and the service provider
cooperate to authorize and execute the actual payment
or to otherwise grant access to the stored digital as-
sets. At step 607 the wallet returns to the cash register
of the merchant a receipt as a proof of the executed
transaction. As a result, the merchant now knows that
the agreed price has been paid, so the merchant can hand
over the product to the user at step 608.

Fig. 7 is a more detailed representation of an
example of communications between, and actions by, four
devices or arrangements designated as the merchant, the
gservice provider, the wallet, and the wvault 1in the
course of executing the method of fig. 6. Similar to
fig. 3 above, the shortened notation of the communi-
cating parties is used while it is obvious that each of
these may involve a device or an arrangement as well as
multiple connections for communications. Also similar
to fig. 3, the concepts of a merchant as the party
interacting with the user; a bank as a service provider;
and buying a product as a transaction should not be
considered limiting but only as an illustrative example
of more general applicability of the described process.

At step 701, the merchant starts generating a
transaction request. In the beginning, the only required

information is the identity of the merchant as well as
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the monetary value or other measure of digital assets
involved in the intended transaction.

The setup request at step 702 merely makes the
wallet aware that this kind of a transaction is in-
tended, and the setup response at step 703 acknowledges
the initial readiness of the wallet. As an example, at
step 702 a browser in the merchant’s device may make a
request to a particular URL of the trust provider, and
at step 702 the trust provider may return a correspond-
ing web page with fields for values to be filled in.

At step 704 the merchant receives the necessary
input (s) from the user; see, for example, steps 603 and
604 in fig. 6. At step 705 the merchant uses these inputs
to calculate the one or more keys or other c¢cryptoprod-
ucts it needs for the subseqguent operations. In partic-
ular, if the principle of fig., 4 is applied, at this
stage the merchant gets hold of the secret key URT:zx. By
knowing the mathematical operation designated with ref-
erence designator 407 in fig. 4, the merchant can also
obtain the user’s public key URTwk. Similarly, if the
principle of fig. 5 is applied, at this stage the mer-
chant becomes capable of generating the hashed version
H(UATpx) of the user’s second public key UATk.

At step 706 the merchant transmits to the wal-
let the actual transaction request. Essentially, at step
706, the merchant requests the agreed price to be trans-
ferred from the possession of the user to the possession
of the merchant. At least a part of the transmission at
step 706 is encrypted with the secret key URTgk. Advan-
tageously, the transmission at step 706 also contains
at least one of the user’s public key URTy or the hashed
version H(UATpx) of the user’s second public key UATpx.

When the wallet receives the transaction re-
quest 706, it notes thzt said encrypted part decrypts
appropriately with the user’s fi»st public key URTr.
The wallet thus concludes that the transaction request
of step 706 has been transmitted at least with the
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consent of the user, if nct directly by the user. This
step may thus be designated as identifyving the user 707.
If the principle of fig. 5 is applied, identifying the
user at step 707 may comprise linking the received
hashed version H(UATy) of the user’s second public key
UAT-x with a user identifier like UID or H(UID). Now the
wallet is capable of associating the request it received
at step 706 with a particular (hazshed) user identifier
UID and thereby with a particular archive of user-spe-
cific information that has been previously stored in
encrypted form. At step 708 Zhe wallet makes a reguest
to the vault to get the actual wallet information of the
identified user.

As a particular advantage ¢f applying the prin-
ciple of fig. 5, it should be noted that by linking the
hashed version H(UATpk) of the user’s second public key
UAT-x to a user identifier, the trust provider is capable
of recognizing, who 1s the user the digital wallet of
whom 1s meant to be accessed. This is true even if the
request had originated from an attempt where an incor-
rect PIN of the user was used. If this is indeed the
case, 1i.e. the PIN was incorrect, the trust provider
must assume that the request is not legitimate and re-
jects it. After receiving a small number of such ille-
gitimate requests, the trust provider may lock the ac-
cess to the digital wallet of that user as it is possible
that an unauthorized party has got hold of the QR code
and tries to guess the correct PIN. If four-digit PINs
are used, there are only 10 000 possible values, making
it relatively easy to try a brute force attack unless
the party who receives the attempted requests has means
at its disposal to recognize the unusually high number
of incorrect attempts and to react appropriately.

When the wallet infcrmation has been retrieved
from the vault at step 709, the wallet functionality of
the trust provider formulates a further transaction re-

quest, digitally =signs 1t at step 710 wusing the
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previously generated secret key UATgx and transmits, at
step 711, to the service provider who maintains an ac-
count of digital asset associated with the user device
for which the UAT- and URT-keys have been generated.

Refore executing the reguested transaction,
the service provider should make sure that everything
1s as 1t should, 1.e. that the user 1is aware of the
transaction and has acknowledged it. Ensuring this may
involve for example a check, whether an encrypted part
of the request successZully decrypts with the user’s
first public key URTxx. In other words, an account man-
agement system of the service provider who maintains an
account of digital assets associated with the user de-
vice in question may respond to a transaction request
710 received from the trust provider (subsequent to a
previous registration response; see step 316 in fig. 3)
by attempting decrypting at least a part of the trans-
action request 711 with the user’s first public key
URT-x. Only 1f said attempted decrypting at step 712
succeeds, the account management system may execute, on
said account of digital assets, a transaction 713 that
was requested in said transaction request 711.

As can be seen from the description above, at
this stage of the procedure the secret key URTs;x of the
user may have been revealed to also another party, i.e.
the merchant. To maintain security, it may be advisable
to make the secret key URTi disposable, i.e. only valid
or acceptable for one-time use. In practice, this may
be ensured so that the zccount management system of the
service provider is configured to only execute the
transaction of step 713 if the transaction request of
step 711 was the first transaction request concerning
which said attempted decrypting with said user’s first
public key URTpx succeeded in step 712. Any later trans-
action requests successfully decrypted with the same
public key URTp will be rejected. Similarly, the trust

provider may only accept one transaction request per
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each previously generated public key URTrx at step 707
and reject any later attempts. From the viewpoint of the
user, assuming the practice of using QR cocdes, this
means that once a QR code has been used it can be dis-
posed of and another QR code must be used for the next
purchase.

Also, as an additicnal security feature, the
account management system of the gervice provider may
be configured to attempt decrypting at least a part of
said transaction request 711 with the user’s second pub-
lic key UATwk, at step 712. Only -f said attempted de-
crypting with said user’s second public key UATpx suc-
ceeds at step 711, the service provider may execute the
transaction at step 713. In other words, only such
transactions will be executed for which it can be en-
sured that the request came from the trust provider
(because the trust provides is the only one to hold the
secret key UAT) .

If the transaction was successful at step 713,
the service provider acknowledges it by sending a re-
ceipt to the wallet at step 714. The wallet forwards the
receipt to the merchant at szep 715. To ensure that no
confidential information 1is unnecessarily stored in
plaintext, the wallet may discard all such information
at step 716; next time when needed, the appropriate
information will be again fetched from the wvault like
in steps 708 and 709 above.

As already noted earlier, monetary payments
between two parties (the user and the merchant) is only
one example of how the present disclosure can be applied
to enable secure use of digital services. The example
explained above may be generalized by pointing out how
the service provider may be any party responsible for
maintaining and processing user-specific digital infor-
mation in ways that need to be properly authorized. Such

generalising may be illustrated for example as follows.
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Instead of a bank, we may assume that the ser-
vice provider is a privately operated medical station
that offers occupational health services to the employ-
ees of companies with which it has signed a service
agreement. The user may be one such employee, and the
intended transaction involves scheduling an appointment
with a doctor. Conventionally, when the scheduling ser-
vice had not yet been digitalized, the user would have
had to visit the reception to show a membership card
issued by the employer, proving that he or she is em-
ployed by a company with a service agreement, before the
receptionist would agree to schedule the appointment.
Applying the present disclosure, the indication about
the current employment of the user would be stored as a
“*digital membership card”, i.e. a digital certificate
signed by the employer company, in the digital wallet
of the user.

For making the appointment, the user could use
any device to which he or she could give, in some form
or another, the “transaction request” (i.e. the request
for scheduling an appointment) and the same input in-
formation that was given in the form of a QR code and a
PIN code in the example above. Similar to steps 706 to
711, the transaction request would be routed through the
trust provider, which cnhecked that the digital certif-
icate was valid before forwarding the - thus checked and
authorized - transaction request to the gcheduling sys-
tem of the medical station. After making its own checks
as explained above with reference to step 712 and “ex-
ecuting the transaction”, i.e. scheduling the requested
appointment, as in step 713, the scheduling system of
the medical station would transmit a confirmation “re-
ceipt” to the trust provider, which then forwarded it
to the device that the user used.

In the previous parts of the description above,
it was explained how (at step 313 of fig. 3) the trust

provider becomes aware of the user’s first public key
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URT-x and how it may be that not even the trust provider
has access to its stored user-specific information with-
out the secret key URTsx 0f the user. On the other hand,
as shown in fig. 4, it is possible to derive - from the
graphically representable code 401 - the public key UATk
as well as the secret key URTex of the user. The PIN (or,
more specifically, the URTpry) is needed for deriving the
latter., These factg may be utilised, 1if needed, in di-
rect communications between the user and the trust pro-
vider, in particular in some specific situations.

We may assume, for examp_e, that the user has
lost or broken a user device that was previously used
as the user device of the described method. However, the
user may still have access tc tangible instances of the
graphically representable code; in a simple case, the
user may have a hard copy of a pre-printed QR code and/or
the respective digital information stored in some other
form. The user may visit the premises of the trust pro-
vider, or acguire a new device and set up a suitably
protected communications connection by scme other means,
and present the pre-printed QR code to a reader. Addi-
tionally, the user may give the PIN, from which the
URT-ry may be derived. After the necessary pieces of
digital information have been communicated to the trust
provider, the latter has available all required infor-
mation that is needed to access its stored user-specific
information, allowing desired parts of such information
to be restored and made available to the user who thus
didn’t need their lost or brcken user device after all.

Fig. 8 illustrates an example of restoring a
user account in a situation like the one referred to
above. Here, it is assumed that the party referred to
as the trust provider may comprise for example an ar-
rangement such as the one described in a co-pending
patent application number E222157019.5, which is not
available to the public at the Zime of writing this

text, In short, said arrangement may comprise the
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features of a functionality referred to above as the
trust provider or trusted central zrrangement. With ref-
erence to fig. 3 above, Zhe trust provider comprises the
means for, and is configured to perform, at least the
steps of
- receiving registration requests of the kind
described in step 312,

- registering customer relations ag in step
314,

- generating (remote) keys as in step 315, and

- generating and transmitting regponses o0f the
kind described in step 316.

Additionally, it is advantageous 1f the trust
provider comprises means for securely generating random
values of high entropy, similar to the means for gener-
ating the first digital value or user-gpecific random
salt URTgar in step 304 of fig. 3 above.

In fig. 8, two different functionalities of the
trust provider are illustrated by the two long vertical
lines on the left. The functionality referred to as the
vault is similar to the correspondingly designated func-
tionality above in figs. 6 and 7. The other functional-
ity could be characterised &s a registration service.
This division into functionalities is only an illustra-
tive example and should not be construed as a re-
striction. In some cases, a registration service of this
kind could be run by a different party than the trust
provider, like a service provider the services of which
the user would like to continue utilizing in a way that
requires also using the services of the trust provider.

In fig. 8, it is assumed that a user who has
previously utilised a user device to participate in a
method like that of fig. 3 has subsequently lost access
to said user device. However, the user has still access
to a previocusly obtained graphically represented (or
representable) code, such as a QR code, or at least to

the corresponding digital information. From said
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graphically represented code it is possible to derive
at least the user’s so-called second public key UATx.
Additionally, with the user-specific PIN it is possible
to derive the key pair URTg, URT-x. It is also assumed
that the user has acquired a new user device such as a
smartphone, which may be equipped with a digital camera.

At step 801 the user initiates the downloading
of a suitable application program, concisely referred
to as an app, to their new user device. Steps 802 and
803 represent the requesting and downloading of the app
to the user device. The party with which these communi-
cations are exercised 1s not important; it may be for
example some commonly used app store.

At step 804 the new user device receives user
input. Step 804 may comprise, for example, the user
utilizing a digital camera of the user device to read a
QR code or utilizing some other capability of the user
device to make it aware of the corresponding digital
information. Additionally, at step 804 the user gives
their user-specific PIN to the user device by keying in
a character string, by allowing the device to read an
iris or fingerprint, and/or through some other means.
At step 805 the user device uses the app it received at
step 803 to calculate at least the secret key URTgx and
the corresponding public key URTyx as was described above
with reference to fig. 4.

At step 806 the user transmits to the regis-
tration service a request for the address of that func-
tionality at which the desired user account restoration
should be accomplished. The request transmitted at step
806 comprises the second public key UATy, which the
registration service accepts as sufficient proof of the
user being authorized to contact the wvault. This is
illustrated in fig. 8 as identifying the user at step
807. As a response, the registration service sends to
the user an address (like an URL) at step 808. Steps

806, 807, and 808 are optiocnal, because the user may



WO 2024/231600 PCT/F12024/050213

10

15

20

25

30

35

32

already know an appropriate address of the vault from
some other source.

At step 809 the user device utilizes the ad-
dress it received at 808 tc¢ transmit to the vault a
restoration request. The restoration request of step 808
comprises at least the second public key UATx of the
user. At least a part of the restoration request may be
encrypted with the secret key URTg of the user. As
explained earlier with respect to e.g. fig. 3, the vault
has the means necessary to ensure that a received piece
of information must originate from the user (or at least
have been created with the ccnsent of the user) because
only the user (or a party who the user authorised with
their PIN code) can have encrypted it with the corre-
sponding secret key URTg. Additionally, the wvault has
the means necessary to assoclate, after receiving a re-
quest of the kind shown at step 809, the request with a
(hashed) user identifier UID and, consequently, recog-
nize and decrypt the user-specific information it has
previously stored in encrypted form.

At step 810 the vault restores (i.e. decrypts)
the information that ccrresponds to what was referred
to as the “actual wallet information of the identified
user” above with respect to step 710 in fig. 7. In fig.
8 the corresponding information is referred to as the
keystore of the user. Regardless of the literal desig-
nations used, step 810 may be described as restoring,
at the wvault, confidential user-specific information
that was previously stored in the wvault in encrypted
form.

Considering that a particular graphically rep-
resentable code was “exhausted” through use in a resto-
ration request, it is highly recommendable to make sure
that the same secret key URTs and the same graphically
representable code cannot be used anymore for anything
else. This means that at least some core operations of

the key- and code-generating actions described earlier
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should now be repeated. At step 811 of the embodiment
of fig. 8, the vault generates another pair of keys
including a new secret key UATsk and a new (“second”)
public key UATpx. Similar to step 215 in fig. 3, the new
secret key UATe remains in the exclusive possessgion of
the wvault. The user’s new second public key UATp 1is
transmitted to the user device at step 813, as is a new
user-specific random salt that the vault generated at
step 812 in the embodiment of fig. 8.

Similar to steo 319 in fig. 3, the new user-
specific random salt URTsar and the user’s new second
public key UATyx may be formatted in the form of a graph-
ically representable code. In other words, this way the
user may get hold of e.g. a new QR cocde that will be
available for future use in place of the one that got
“exhausted” in the resgtoraticn request. Step 814 repre-
sents all those actions that the user device may perform
after receiving such a graphically representable code,
just like from step 307 onwards in fig. 3 earlier. In
particular, it is advisable to continue from the resto-
ration process into steps like those shown as stepg 311-
320 in fig. 3, because this way the user’s confidential
data stored in the wvault becomes again encrypted in a
way that necessitates a permission from the user to be
decrypted.

In the description above, a number of steps
involve generating cryptographic keys from specific in-
put data. Conventionally used algorithms that are known
to be used for generating keys include but are not lim-
ited to ECC (Elliptic Curve Cryptography) and DSA (Dig-
ital Signature Algorithm) algorithms. At the time of
writing this text, it may be assumed that the develop-
ment is towards more advanced, so-called quantum safe
key generation algorithms, such as Kyber or Dilithium
algorithms. The descripzion and examples above are ap-
plicable regardless of which specific algorithms are

used.
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A common feature of quantum safe key generation
algorithms is that they may produce significantly larger
key values than the more conventiornally used algorithms.
On the other hand, at least some quantum safe key gen-
eration algorithms are such where a key pair (consisting
of a secret key and a corresponding public key) can be
generated simultaneously in a so-called seeding opera-
tion, using a seed wvalue that may be smaller than the
actual key values. If one or more cryptographic keys
that would be generated with a gquantum safe algorithm
would be inconveniently large to be transmitted between
devices as described in some of the examples above, it
is possible to transmit the seed value instead and rely
on the capability of the participating devices to seed
the required key pairs. A method applicable for such
purposes 1s described in more detail in a co-pending
patent application number EP24160932.0, which is not yet
available to the public at the filing date of this ap-
plication,

Any range or device value given herein may be
extended or altered without losing the effect sought.
Also any embodiment may be combined with another embod-
iment unless explicitly disallowed.

Although the subject matter has been described
in language specific to structural features and/or acts,
it is to be understood that -—he subject matter defined
in the appended claims is not necessarily limited to the
specific features or acts described above. Rather, the
specific features and acts described above are disclosed
as examples of implementing the claims and other equiv-
alent features and acts are intended to be within the
scope of the claims.

It will Dbe understocd that the benefits and
advantages described above may relate to one embodiment
or may relate to several embodiments. The embodiments
are not limited to those that solve any or all of the

stated problems or those that have any or all of the



WO 2024/231600 PCT/F12024/050213

10

15

20

25

30

35

35

stated benefits and advantages. It will further be un-
derstood that reference to 'an' item may refer to one
or more of those items.

The steps of tne methods described herein may
be carried out in any suitable order, or simultaneously
where appropriate. Additicnally, individual blocks may
be deleted from any of the methods without departing
from the sgspirit and sgcope of the gsubject matter de-
scribed herein. Aspects of any of the embodiments de-
scribed above may be combined with aspects of any of the
other embodiments described to form further embodiments
without losing the effect sought. What is explained in
this text about methods is directly applicable to com-
puter program products that consist of machine-readable
instructions that, when executed by one or more proces-
sorsg, cause the implementation of a method of a kind
described.

The term 'comprising' is used herein to mean
including the method, blocks or elements identified, but
such blocks or elements do not comprise an exclusive
list and a method or apparatus may contain additional
blocks or elements.

It will be understood that the above descrip-
tion 1s given by way of example only and that various
modifications may be made by those skilled in the art.
The above specification, examples and data provide a
complete description of the structure and use of exem-
plary embodiments. Although various embodiments have
been described above with a certain degree of particu-
larity, or with reference to one or more individual
embodiments, those skilled in the art could make numer-
ous alterations to the disclosed embodiments without
departing from the spirit or scope of this specifica-

tion.
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CLAIMS

1. An arrangement for setting up and main-
taining user accounts, the arrangement comprising:
- a communications system configured to set up and
maintain communications with user devices and with at
least one trusted central arrangement, and
- functionally coupled to said communications system
an account management system;
wherein said account management system is configured
to:
- generate (304) with a random number generator and
provide to said communications system, for further
transmission (306) towards a user device, a first dig-
ital value, referred to below as the user-specific
random salt (URTsare),
- respond to a subsequent registration request (311)
from said user device, said registration request con-
taining a second digital value referred to below as
the user’s first public key (URTk), by generating
(312) and providing to said communications gystem, for
further transmission towards said trusted central ar-
rangement, a further registration request (312) con-
taining at least said user’s first public key (URT),
and
- regpond to a subsequent registrztion response (316)
from said trusted central arrangement, said registra-
tion response (316) containing a third digital wvalue
referred to below as the user’s second public key
(UAT:x), by generating and providing to said communica-
tions system, for further transmission towards said
user device, a further registration response (319)
containing at least said user’s second public key
(UATx) .

2. An arrangement according to claim 1,

wherein said account management system is configured
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to make said further registration response (319) con-

tain also said user-specific random salt (URTsapr) .

3. An arrangement according to claim 2,
wherein said account management system is configured
to format said further registration regponse (319) in

the form of a graphically representable code (401).

4. An arrangement according to any of the
preceding claims, wherein said account management sys-
tem is configured to:

- maintain an account of digital zssets associated
with said user device,

- respond to a transaction reguest (711), received
from said trusted central arrangement subsequent to
said registration response (316), by attempting de-
crypting (712) at least a part of said transaction re-
quest (711) with said user’s first public key (URT),
and

- only if said attempted decrypting (712) succeeds,
execute (713) a transaction requested in said transac-

tion request (710) on said account of digital assets.

5. An arrangement according to claim 4,
wherein said account management system is configured
to only execute (713) said transaction if said trans-
action request (711) was the first transaction request
concerning which said attempted decrypting (712) with

said user’s first public key (URTex) succeeded.

6. BAn arrangement according to claim 4 or 5,
wherein said account management system is configured
to:

- attempt decrypting (712) at least a part of said
transaction request (711) with said user’s second pub-
lic key (UATpx), and

- only if said attempted decrypting (712) with said
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user’s second public key (UATp) succeeds, execute

(713) said transaction.

7. A method for setting up and maintaining
user accounts, the method comprising:
- generating (304) with a random number generator a
first digital value, referred to below as the user-
specific random salt (URTgar), and transmitting (306)
said user-specific random salt (URTgspr) towards a user
device,
- responding to a subsequent registration request
(311) from said user device, said regisgtration request
containing a second digital value referred to below as
the user’s first public key (URT), by generating
(312) and transmitting to a trusted central arrange-
ment a further registration request (313) containing
at least said user’s first public key (URTpx), and
- responding to a subsequent registration response
(316) from said trusted centrzl arrangement, said reg-
istration response (316) containing a third digital
value referred to below as the user’s second public
key (UAT-x), by generating and transmitting to said
user device a further registration response (319) con-

taining at least said user’s second public key (UATz) .

8. A method according to claim 7, wherein
said generating of the further registration response
comprises making said further registration response
(319) contain also said user-specific random salt
( URT SALT ) .

9. A method n arrangement according to claim
8, comprising formatting said further registration re-
sponse (319) in the form of a graphically representa-
ble code (401).

10. A method according to any of claims 7 to

9, comprising:
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- maintaining an account cof digitzl assets associated
with said user device,

- regponding to a transaction request (7/11), received
from said trusted central arrangement subsequent to
said registration response (316), by attempting de-
crypting (712) at least a part of said transaction re-
quest (711) with said user’s first public key (URT),
and

- only if said attempted decrypting (712) succeeds,
executing (713) a transaction requested in said trans-
action request (710) on said account of digital as-

sets.

11. A method according to claim 10, compris-
ing only executing (713) said transaction if said
transaction request (711) was the first transaction
request concerning which said attempted decrypting
(712) with said user’s first public key (URTpk) suc-

ceeded.

12. A method according to claim 10 or 11,
comprising:
- attempting decrypting (712) at least a part of said
transaction request (711) with said user’s second pub-
lic key (UAT.s), and
- only if said attempted decrypting (712) with said
user’s second public kev (UATpzk) succeeds, executing

(713) said transaction.

13. A computer program product comprising one
or more sets of one or more machine-readable instruc-
tions that, when executed by one or more processors,
cause the implementation of a method according to any

of claims 7 to 12.
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