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(57) Abstract: For initiating signalling to an intended recipient device, a cryptographic engine (703) is configured to produce crypto-
products from given input data. A transceiver (704) is configured to set up and maintain communications with remote parties. The
cryptographic engine (703) uses a public key (202) of said intended recipient device and a seed (201) as inputs to a fitst encrypting
operation (203, 204) to produce a shared secret (205) and an encapsulated form of said shared secret (205). It uses at least said shared

secret (205) and a message (211) as inputs to one or more further

cryptographic operations (209, 212) to produce an encrypted mes-

sage (213). The transceiver (704) uses at least said encapsulated form and said enctypted message (213) as information elements of

a signalling message (301) and transmits said signalling message
said intended recipient device.

(301) to one of said remote parties for further forwarding towards
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METHODS AND ARRANGEMENTS FOR ENABLING SECURE SIGNALLING

FIELD OF THE INVENTION

The invention concerns generally the technical

5 field of security needed in using digital services among
two or more communicating parties. In particular, the
invention concerns the task of signalling to a party in

a way that precludes possible non-authorized observers

from finding out the initiator of the signalling.

10 BACKGROUND OF THE INVENTION

In telecommunication, signalling means the use
of signals to control communications. Typically, sig-
nalling involves exchanging relatively simple pieces of
information for purposes like establishing and main-

15 taining a connection for communications between two or
more communicating parties. The difference between sig-
nalling and communications may 1in many cases be de-
scribed so that communications are for transferring ar-
bitrary payload information while signalling is for en-

20  suring that the payload information can be transferred
as intended. This characterisation is, however, not uni-
versally applicable as some signalling protocols also
include the possibility of using signalling to convey
some limited number of arbitrary bytes that may involve

25 application-related payload data.

An often-used example of signalling involves
the procedures used to make a communication device (and
the user thereof) aware that another communication de-
vice (and its user) intends to set up an active connec-

30 tion for communications. In telephony, such procedures
are described in short as “calling” a user. As the
“called” device 1is initially unaware of the arriving
call, also the characterisation “waking up” the device
is used. Other examples of signalling include, but are

35 not limited to, push-type messaging and triggers aimed
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at making the target device perform a desired action
like providing a status report.

Known procedures of signalling, particularly
for the purposes of waking up a communication device or

5 making it aware of the neec to set up a connection,
involve a drawback related tc digital security. For ex-
pediting the setting up of a connection and also for
giving the intended recipient the poggibility to choose
whether to respond or not, the signalling used to wake

10 up the communication device contain an identifier of the
“caller”, 1i.e. the party who took the initial active
steps to initiate communications. In short, the known
ways of signalling enable the called user to see who is
calling. If an unauthorized observer has means for in-

15 tercepting the signalling, they can eventually generate
a map of who 1s communicating with whom. Even under
normal conditicns revealing such information to unau-
thorized parties has its risks. In a state of war or
other ultimate hazard, becoming exposed may be life-

20  threatening to the communicating parties.

As the signalling stage takes place at the very
beginning of an active connection for communications
between parties, it has been considered difficult to
protect the signalling stage with reliable cryptographic

25 solutions: only after tae first exchange of signalling
the parties can continue to a step of acquiring suffi-
cient public keys or other cryptographic material known
to both, to secure confidential mutual communication. A
natural solution would be to require all devices to

30 preliminary acquire and mainzain cryptographic keys of
all possible partners they might lzter communicate with,
but that would easily lead to impossibly complicated
legistics of data. Not only would the amount of stored
data be large, but it should alsoc be constantly updated

35 as new partnerships appear, old partnerships go obso-

lete, and keys expire after a certain period of time.



WO 2025/181427 PCT/FI12025/050092

SUMMARY

This summary is provided to introduce a selec-
tion of concepts in a simplified form that are further
described below in the detailed description. This sum-

5 mary is not intended to identify key features or essen-
tial features of the claimed subject matter, nor is it
intended to be used to limit the scope of the claimed
subject matter.

It is an objective to provide methods and ar-

10 rangements for enabling secure signalling between de-
vices so that the signalling would not reveal confiden-
tial information to any ecavesdropping third party.

According to a first aspect, there is provided
a device for initiating signalling to an intended re-

15 cipient device. The device comprises a cryptographic
engine configured to produce crypzoproducts from given
input data and a transceiver configured to set up and
maintain communications with remote parties. Said cryp-
tographic engine is configured to use a public key of

20  saild intended recipient device and a seed as inputs to
a first encrypting operation to produce a shared secret
and an encapsulated element that is an encapsulated form
of said shared secret, and use at least said shared
secret and a message as inputs to one or more further

25 cryptographic operations to produce an encrypted mes-
sage. Said transceiver is configured to use at least
said encapsulated element and said encrypted message as
information elements of a signalling message and trans-
mit said signalling message Z—o one of said remote par-

30 ties for further forwarding towards said intended re-
cipient device.

According to an embcdiment, said cryptographic
engine is configured to, as a part of said one or more
further cryptographic cperations use a nonce said shared

35 secret, and a salt ag inputs to a second encrypting
operation to produce a secret key, and use said message,

said secret key, and said nonce as inputs to a third
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encrypting operation to produce said encrypted message.
Said transceiver may then be configured to use also said
nonce as an information element of said signalling mes-
sage. This involves at least the advantage that addi-

5 tional security is provided against possible attacks by
unauthorized parties that could aim at hacking said
shared secret.

According to an embodiment, said cryptographic
engine 1is configured to, as a part of said one or more

10  further cryptographic operations, use at least said mes-
sage as an input to a MAC calculation to produce a MAC
value. Said transceiver may then be configured to use
said MAC value as an information element of said sig-
nalling message. This involves at least the advantage

15 that the receiving device can easily verify immutability
of the received message,

According to an embecdiment, said cryptographic
engine is configured to check, prior to producing said
shared secret and saild encapsulated element, whether it

20  has a valid form of said public key of said intended
recipient device at 1its disposal. Said cryptographic
engine may then be configured to, as a response to find-
ing that it has no valid form of said public key of said
intended recipient device at 1its disposal, use said

25 transceiver to request said wvalid form of said public
key of said intended recipient device from one of said
remote parties. This involves at least the advantage
that the device can adapt to systems where keys are only
valid for a certain validity period. Also, the device

30 is capable of using this kind of communications also for
signalling to devices of which they do not yet know all
essential information elements.

According to an embodiment, said transceiver
is configured to check, in response to a detected need

35 of initiating said signalling, whether it has an active
connection to a dedicated ncde among said remote par-

ties, Said transceiver may then be configured to, as a
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response to finding that it has no active connection to
a dedicated node among said remote parties, transmit a
request to one of said remote parcties to set up a ded-
icated node. This involves a- least the advantage that

5 the device is capable of utilising such modes of commu-
nication that go through dedicated nodes.

According to a second aspect, there is provided
a device for responding to signalling initiated by an
initiator device. The device comprises a cryptographic

10 engine configured to produce cryp-oproducts from given
input data, and a transceiver configured to set up and
maintain communications with remote parties. Said trans-
ceiver 1is configured to forward information elements
from a received signalling message to said cryptographic

15 engine. Said cryptographic engine is configured to use
a locally stored private key and an encapsulated ele-
ment, said encapsulated element being forwarded as one
of said information elements by said transceiver, as
inputs to a first decrypting operation to decrypt said

20 encapsulated element into a shared secret, and use at
least said shared secret and an encrypted message for-
warded as one of gaid infcrmation elements by said
transceiver as inputs to one or more further crypto-
graphic operations to decrypt said encrypted message

25 into a message.

According to an embodiment, said cryptographic
engine is configured to, as a part of said one or more
further cryptographic operatiocns, use said shared se-
cret, a locally stored salt, and a nonce forwarded as

30 one of said information elements by said transceiver as
inputs to a second decrypting operation to produce a
secret key, and use said secret key, said encrypted
message, and said nonce as inputs to a third decrypting
operation to decrypt said encrypted message into said

35 message. This involves at least the advantage that ad-

ditional security is provided against possible attacks
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by unauthorized parties that could aim at hacking said
shared secret.

According to an embodiment, said cryptographic
engine is configured to, as a part of said one or more

5 further cryptographic operations, use a MAC value for-
warded as one of said information elements by said
transceiver as an input to said third decrypting oper-
ation to decrypt said encryp:ted message into said meg-
sage. This involves at least the advantage that the

10 device can easily verify immutability of the received
message.

According to a thirc aspect, there is provided
a method for initiating signalling to an intended re-
cipient device. The method comprises using a public key

15 of said intended recipient device and a seed as inputs
to a first encrypting operation to produce a shared
secret and an encapsulated element that is an encapsu-
lated form of said shared sescret, and using at least
gsaid shared secret and a message as inputs to one or

20  more further cryptographic operations to produce an en-
crypted message. The method comprises using at least
said encapsulated element and said encrypted message as
information elements of a signalling message, and trans-
mitting said signalling message to a remote party for

25 further forwarding towards said intended recipient de-
vice.

According to an embodiment, the method com-
prises, as a part of said one or more further crypto-
graphic operations, using a nonce, said shared secret,

300 and a salt as inputs to a second encrypting operation
to produce a secret key, and using said message, said
secret key, and said nonce as inputs to a third encrypt-
ing operation to produce said encrypted message. The
method may then comprise using also said nonce as an

35 information element of said signalling message. This

involves at least the advantage that additional security



WO 2025/181427 PCT/FI12025/050092

is provided against possible attacks by unauthorized
parties that could aim at hacking said shared secret.

According to an embodiment the method com-
prises, as a part of said one or more further crypto-

5 graphic operations, using said message as an input to a
MAC calculaticn to produce a MAC value, and using said
MAC value as an information element of said signalling
message. This involvesg at least the advantage that the
receiving device can easily verify immutability of the

10 received message.

According to an embodiment, the method com-
prises checking, prior to producing said shared secret
and said encapsulated elemenz, whether a valid form of
said public key of said intended recipient device 1is

15 available. The method may then comprise, as a response
to finding that no valid form of said public key of said
intended recipient device is available, requesting said
valid form of said public key of said intended recipient
device from a remote party. This involves at least the

20 advantage that the device can adapt to systems where
keys are only valid for a certain validity period. Also,
the device is capable of using this kind of communica-
tions also for signalling to devices of which they do
not yet know all essential informztion elements.

25 According to an embodiment, the method com-
prises checking, in response to a detected need of in-
itiating said signalling, whether an active connection
to a dedicated node at a remcte party is available. The
method may then comprise, as a response to finding that

30 no active connection to a dedicated node at a remote
party is available, transmitting a request to a remote
party to set up a dedicated node. This involves at least
the advantage that the device is capable of utilising
such modes of communication that go through dedicated

35 nodes.
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According to a fourta aspect, there is provided

a method for responding to signalling initiated by an
initiator device. The method comprises forwarding in-
formation elements from a received signalling message

5 to a cryptographic engine and using a locally stored
private key and an encapsulated element, said encapsu-
lated element being forwarded as one of said information
elements, as inputs to a first decrypting operation to
decrypt said encapsulated element into a shared secret.

10 The method comprises using at least said shared secret
and an encrypted message forwarded as one of said in-
formation elements as inputs to one or more further
cryptographic operations to decrypt salid encrypted mes-
sage (213) into a message.

15 According to a fifth aspect, there is provided
a computer program product comprising one or more sets
of one or more machine-executable instructions that are
configured to, when executed by one or more processors,
make said one or more processors execute a method of a

20 kind described above.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings:
Figure 1 illus-rates a sequence of events be-
25 tween two users and one or more mediators,
Figure 2 illustrates a method executed by an
initiator device,
Figure 3 illustrates a signalling message,
Figure 4 illustrates a method executed by a
30 recipient device,
Figure 5 illus-rates a sequence of events be-
tween two users and one or more mediators,
Figure 6 illustrates a method executed by an
initiator device, and
35 Figure 7 illustrates a device for initiating

and receiving signalling.
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DETAILED DESCRIPTION

In the following description, reference is made
to the accompanying drawings, which form part of the
disclosure, and in which are shown, by way of illustra-

5 tion, specific aspects in which the present disclosure
may be placed. It is understood that other aspects may
be utilised, and structural or logical changes may be
made without departing from the scope of the present
disclosure. The following detailed description, there-

10 fore, is not to be taken in a limiting sense, as the
scope of the present disclosure is defined be the ap-
pended claims.

For instance, it is understood that a disclo-
sure in connection with a described method may also hold

15 true for a corresponding device or system configured to
perform the method and vice versa. For example, if a
specific method step is described, a corresponding de-
vice may include a unit to perform the described method
step, even if such unit is not explicitly described or

20 illustrated in the figures. On the other hand, for ex-
ample, 1if a specific aoparatus 1is described based on
functional units, a corresponding method may include a
step performing the described functionality, even 1f
such step is not explicitly described or illustrated in

25 the figures. Further, it is understood that the features
of the various example aspects described herein may be
combined with each other, unless specifically noted oth-
erwise.

Concerning terminology, in this description

30  the term cryptoproduct means the output of a crypto-
graphic operation. Examples of cryptoproducts include
but are not limited to encryption keys, sets of keys,
certificates, and digital signatures. Cryptographic op-
erations (or crypto-operations for short) can in many

35 cases be further characterised as either encrypting op-
erations or decrypting operations. Also concerning ter-

minology, it may be noted that signalling with two “1”s
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and signaling with one “1” are here considered to be the
gsame thing.

Fig. 1 shows an example sequence of events in-
volving user A, user B, and one or more remote parties

5 called mediators. The intention of user A is to signal
to user B, using a method that would not reveal confi-
dential information to any pcssible eavesdropping third
party. As a non-limiting example, the purpoce of such
signalling could be to make user B aware of a desire by

10 user A to initiate end-to-end communications such as a
call and to instruct user B to perform actions necessary
for establishing such end-to-end communications. Other
examples include, but are no- limited to, passing some
simple piece of information Zo user B; and instructing

15 user B to establish a further communications connection
somewhere else,

Step 100 is a preliminary step at which user B
communicates with a remote party that could be charac-
terized as a trust provider. The purpcse of gtep 100 is

20  to establish a digital identity for user B or to update
a previously established digital identity of user B.
Methods and hardware aspects that can be used for step
100 are for example those described in a co-pending
patent application EP 22157019.5, although the exact

25 methods and hardware aspects used are of little im-
portance. The only assumption that needs to be made here
concerning step 100 is that as a result thereof, a post-
quantum encryption certificate of user B exists. The
post-quantum encryption certificate may comprise (or

30 from the quantum encryption certificate it may be pos-
sible to unambigucusly derive) a pair of digital en-
cryption keys. These may be called a public key and a
private key of user B, and they are cryptographically
linked to each other so that an encryption performed

35 with one of them can only be decrypted with the other.
For optimal security, the puklic key and private key of

user B should be long enouch to be guantum safe, meaning
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that a brute force attack to crack the encryption made

with them would take an impractically long time even if
attempted with a gquantum computer.

Using the CRYSTALS-Kyber algorithm as an exam-

5 ©ple, and the Kyber-1024 method in particular, the gen-

eration of the public and private keys for user B may

be represented with the following Golang example:

k := kyber.NewKyberl024 ()
10 pk, pv := k.KevGen(*Seed)

Here pk is the public key, pv is the private
key, and Seed is a random seed obtained from a source
capable of producing random outputs of high crypto-

15 graphic entropy. A capability of producing this kind of
random seeds ig a characteristic feature of arrangements
that can be employed as a trust provider.

Step 101 represents actions by user A to ini-
tiate the signalling. As user A may actually be a person

20 or a digital automaton that additionally needs a commu-
nications device to participate in the process of fig.
1, step 101 may be considered as interacting with the
respective communications device in the purpose of mak-
ing it execute the necessary steps to initiate signal-

25 ling. Returning to the assumption of initiating a call
as the example, if user A is a person, at step 101 user
A may utilize the user interface of a respective commu-
nications device to input or gelect the name or other
identifier of user B as identifying the party to be

30 called.

Step 102 in fig. 1 is optional in the sense
that it pertains only to a particular way of establish-
ing and maintaining point-to-point calls between users
as the desired result of signalling. Here it is assumed

35 that such point-to-point calls require a so-called ded-
icated node at a mediator party, to which dedicated node

each of the communicating parties establishes an active
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connection. Unless users A and B were very recently
involved in such a point-to-point call, no such dedi-
cated node can be assumed to be currently available. In
such a case the necessary actions are performed at step

5 102 to ensure that a dedicated node is available for the
intended communications.

Step 103 represents in general all such possi-
ble steps of interaction between uger A and one or more
mediators that aim at ensuring that user A has the nec-

10 essary information elements about user B to signal to
user B in accordance with the invention. In particular,
user A should have the public key of user B. User A may
use the public key of user B to generate, possibly in
further cooperation with one or more mediators, one or

15 more so-called one-time keys that will only be used for
this particular instant of signalling. At step 104 user
A utilizes such one-time keys to create a message, to
encrypt it, and to construct a signalling message that
contains said encrypted message and other information

20 elements. Advantageous methods for generating one-time
keys, for encrypting a message, and for constructing the
signalling message are described in detail later in this
text.

At step 105 the constructed signalling message

25 gets transmitted from user A to a mediator. Notable is
that the signalling message transmitted at step 105 does
not contain any information element that would identify
user A as its originator. In particular, it is assumed
here that user A did not, unlike in typical prior art

30 methods, use any such orivate encryption key in con-
structing the signalling message that would require de-
crypting with a corresponding public key of user A.
Namely, as any public key of user A can be assumed to
be available also to unauthorized third parties, such a

35  third party could try decrypting the signalling message
or some part thereof with such a public key of user A.

Successful decrypting with a public key of user A would
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then identify user A as ~he originator of the signalling

message, which is undesirable in the framework of the
present invention.

The mediator(s) to which user A transmits the

5 signalling message at step 105 must be able to eventu-

ally forward the signalling message to its intended re-

cipient, user B. The way in which this is accomplished

ig not important as such for the present invention. One

may use, for example, any kncwn message forwarding ser-

10 vice such as the Firebase Clcud Messaging (FCM) service
offered by Google, Inc.; Amazon Simple Notification Ser-
vice offered by Amazon.com, Inc; Microsoft Azure Noti-
fication Hubs offered by Microsoft Corporation; or One-
Signal offered by OneSignal, Inc. at the time of writing

15 this text. Specifications of the message forwarding ser-
vice used then define, in which form an identifier of
the intended recipient must be derivable from the trans-
mitted signazlling message. All actions performed by the
mediator(s) to receive and forward the signalling mes-

20 sage are generally represented by step 106 in fig. 1.
At step 107 the signalling message 1is eventually re-
ceived by user B.

Step 108 is optional and represents an acknowl-
edgement transmitted to user A that the signalling mes-

25 sage has been forwarded towards user B. Whether or not
such an acknowledgement is transmitted - or whether any
forwarding mediator is even capable of transmitting such
an acknowledgement - depends on the transmission proto-
cols used.

30 At step 109 user B decrypts the signalling mes-
sage to read its contents. As is described in more detail
later in this text, step 109 may comprise multiple cryp-
tographic operations as there may be multiple layers of
encryption involved. For decrypting, user B needs -

35 among others - their own private key, which was previ-

ously provided in step 100.
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Step 110 is again optional, and it may comprise
user B announcing their readiness for whatever the sig-
nalling was meant to be triggered. For example, if the
meaning was to establish point-to-point communications

5 through a dedicated node at 2 mediator, at step 110 user
B may establish an active connection to such a dedicated
node. As point-to-point communications was the example
uced here, there isg gstep 111 in fig. 1 representing the
communications between users A and B as a result of the

10 successful signalling.

Fig. 2 shows an example of a detailed way in
which the device of an initiating user (user A in the
example above) may initiate signalling to an intended
recipient device. While little needs to be assumed about

15 the structure or functional organization of the device,
for the sake of unambiguous reference we may assume that
it comprises at least a cryptographic engine configured
to produce cryptoproducts from given input data and a
transceiver configured Zo set up and maintain communi-

20 cations with remote parties. Of these, fig. 2 concerns
particularly the cryptographic engine.

As shown at the top of fig. 2, the crypto-
graphic engine is configured to use a seed 201 and a
public key 202 of the intended recipient as inputs to a

25 first encrypting operation 203. In general, the intended
recipient may be understood as an intended receiving
device, an intended receiving person, or some other in-
tended receiving entity. The actual nature of the in-
tended recipient is not impcrtant for the present de-

30 scription, as long as the intended recipient is an en-
tity known to and acknowledged by the trust provider
that issued the post-quantum encryption certificate that
served as the origin of the public key 202.

The seed 201 should be a random string repre-

35 senting as high cryptographic entropy as practically
possible. The device may comprise a random number gen-
erator (RNG) tasked with producing the seed 201.



WO 2025/181427 PCT/FI12025/050092
15

Additionally or alternatively, the device may receive
the seed from an external source, such as a trust pro-
vider. At the time of writing this text, sufficient
randomness of the seed 201 may be achieved with a seed
5 that is 64 bytes long, for example. For clarity, it
should be noted that the seed meant here is not the same
seed that may have been previously used to generate the
public and private keys of user B,
The device may have obtained the public key 202

10 of the intended recipient device in various ways. AsS an
example, the device may have requested the public key
202 of the intended recipient device from an external
trust provider, such as a vault service tasked with
storing public keys of users. Vault services of this

15 kind may be configured to return a public key of any
user known to them as a response tTo a request that
contains some kind of an identifier, such as a hashed
user identifier typically kncwn by the acronym HUId. It
is also possible that the device has the public key 202

20  of the intended recipient device already stored, for
example 1f signalling of the kind described here has
been performed already earlier or if the device has a
local storage of public keys of known possible recipient
devices for some other reason.

25 As a note of HUId’s, it is highly recommendable
to always protect a plaintext user ID with a unidirec-
tional hash, so that an user ID is not revealed otherwise
than between those parties who know it in plaintext.
This is a further way of making it harder for possible

30 eavesdropping parties to identify a party involved in
communications, compared to simpler cases where one
would simply use a phone number or an email address
directly to identify a user.

The first encrypting operation 203 is prefer-

35 ably of a kind that produces, from the inputs given to
it, both a shared secret 205 and an encapsulated element

206 that is an encapsulated form of said shared secret
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205. In fig. 2 this is i_lustrated by showing separately
an encapsulating part 204 of the first encrypting oper-
ation. In cryptography, encrypting operations of this
kind are generally called Key Encapsulation Mechanisms

5 or KEMs. They have certain advantages compared to tra-
ditional approaches to the exchanging of symmetric keys,
where a random symmetric key is first generated and
subsequently encrypted using a chosen public key algo-
rithm. As the symmetric keys are generally short, said

10 traditional approaches require padding, with the conse-
quent susceptibilities associated with padding schemes.
KEMs simplify the process by generating a random element
in the finite group underlying the public key system and
deriving the symmetric key by hashing that element,

15 eliminating the need for padding. A well-known example
of a KEM is the CRYSTALS-Kyber algorithm,

Known applications of KEMs typically require
that the parties have previously shared their public
keys, which then means that —he process cannot be made

20 completely anonymous regarding the communicating par-
ties. Here, a different approach is proposed in which
the transmitting party uses a public key of the intended
receiving party to encapsulate a new, randomly generated
cryptographic key. The process explained here produces

25 the encapsulated key and a key for use in encrypting,
of which the encapsulated key will be transmitted to the
receiving party.

The dashed arrow from the shared secret 205 to
the separately shown encapsulating operation 204 in fig.

300 2 is a2 reminder of the fact that different KEMs may work
in different ways: there are methods that produce the
encapsulated shared secret 206 directly from the inputs
but alsc methods that first produce a shared secret 205
and only thereafter encapsulate it in a2 subsequent step.

35 For the purpose of the present description it is imma-

terial which of such approaches is used, as long as the
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first encrypting operation has the other characteristics
as described.
Written in the form of z Golang example, the

first encrypting operation may be represented as

k := kyber.NewKyberl(024 ()

encSS, sharedS := k.Encaps(*receiverPk, *Seed)

where sharedS 1s the shared secret 205 to be formed,

10 encSS is the encapsulated element 206 to be formed,
receiverPk is the public key 202 of the intended recip-
ient device and Seed is the seed 201.

The cryptographic engine is configured to then

use a least the shared secrez 205 and a message 211 as
15 inputs to one or more further cryotographic operations
to produce an encrypted message 213, In fig. 2, such
further cryptographic operations are the second encrypt-
ing operation 209 and the third encrypting operation
212. Elements that the transceiver of the device then
20 uses as information elements of the signalling message
to be constructed include at least the encapsulated el-
ement 206 and the encrypted message 213. Once con-
structed, such a signalling message is then transmitted
to a remote party for further forwarding towards the
25 intended recipient device.

As such, it would be possible to use the shared
secret 205 directly as an encryption key in a relatively
straightforward cryptographic operation to encrypt the
message 211 into an encrypted message. Suitable candi-

30 dates for such a cryptographic operations could be for
example the AES256-GCM or ChaChaz0-Polyl305 algorithms.
However, this may not be the most advantageous choice,
as the shared secret 205 may be susceptible to attacks.
For this reason, as a part of said further cryptographic

35 operations, it may be advantageous to take the shared
secret further through a key derivation or hashing func-

tion, such as HMAC (Hash-based Message Authentication
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Code), KDF (Key Derivation Function), or SHA (Secure
Hash Algorithm), of which there are advantageous forms
such as SHAZ 256 or SHA3 256.
As shown in the middle of fig. 2, parts of said
5 one or more further cryptographic operations may be what
are here called the second encrypting operation 209 and
the third cryptographic operacion 212. The cryptographic
engine may be configured to uge a nonce 207, the ghared
secret 205 described above, and a salt 208 as inputs to
10  the second encrypting operation 209 to produce a secret
key 210. Of these, the nonce 207 is - as already 1its
name implies - an arbitrary number that is to be used
just once in the subsequent cryptographic communication,
to ensure that old communications cannot be reused in
15 replay attacks. The salt 208 is here assumed to he an
additional cryptographic input, the ugse of which hasg
been previously agreed between the possible initiator
and responder devices. As an examp_e, the public key 202
of user B may be re-used as the salt 208 in fig. 2, but
20 this is only an example and other ways of using a salt
may be presented. One possibility is that no salt is
used at all at this stage, while another possibility is
that both a separate salt and the public key 202 of user
B are used as cryptographic inputs. Whichever approach
25 1s agreed upon, both the transmitting party and the
receiving party should know it in advance, for purposes
that become clear in the continuation.
An exemplary Golang representation of the sec-
ond cryptographic operation 209 is
30
secretK := Hash256 (sharedS, keyNonce, keySalt)

in which secretK is the secret key 210 to be

produced, sharedS is the shared secret 205, keyNonce is

35 the nonce 207, and keySalt is the salt 208 (if used).

The length of the secret key 210 may be for example 32
bytes, i.e. 256 bits.
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As shown in the lower part of fig. 2. the cryp-
tographic engine may be configured to use the message
211, the secret key 210, and the nonce 207 as inputs to
a third encrypting operation 212 to produce the en-
5 crypted message 213. Examples of algorithms that can be
used to implement the third encrypting operation 212
include, but are not limited to, AES256-GCM and
ChaChaz0-Polyl1305. A particular advantage of these ig
that in addition to the encrypted message, they also
10 produce a so-called MAC (Message Authentication Code)
value 214 as an output. Irrespective of whether the
production of a MAC value is part of some other algorithm
or not, it is in any case advantageous 1f the crypto-
graphic engine is configured to, as a part of what was
15 above called the one or more further cryptographic op-
erationg, use at least the message 211 as an input to a

MAC calculation to produce a MAC value 214.
Outputs of the operations shown in fig. 2 that
the transceiver of the device may use as information of
20  the signalling message include at least the encapsulated
element 206 and the encrypted message 213. As schemat-
ically shown in fig. 3, the signalling message 301 may
also contain the MAC value 214 as an information element
if the cryptographic engine was configured to produce
25 one. If a nonce 207 is used as an input to one or more
of the cryptographic operations, the transceiver may be
configured to use also the nonce 207 as an information

element of the signalling message 301.

Fig. 4 shows an example of a detailed way in
30 which the device of a receiving user (user B in the
example above) may decrypt and read a signalling message
that an initiating user prepared using a method accord-
ing to fig. 2. Again, while little needs to be assumed
about the structure or functional organization of the
35 device, for the sake of unambiguous reference we may
assume that it comprises at least a cryptographic engine

configured to produce cryptcproducts from given input



WO 2025/181427 PCT/FI12025/050092
20

data and a transceiver configured to set up and maintain
communications with remote parties. Of these, fig. 4
concerns particularly the cryptographic engine. For
clarity, it may be noted that a cryptoproduct that a

5 cryptographic engine produces of given input data may
be an encrypted version of at least some of the input
data 1f the cryptographic engine is operating in an
initiating or message constructing mode, while a cryp-
toproduct may be a decrypted version of at least some

10 of the input data if the cryptographic engine is oper-
ating in a receiving or message reading mode.

As a prerequisite fcor the actions shown at the
top of fig. 4, the transceiver of the device described
here is configured to forward information elements from

15 a received signalling message to —he cryptographic en-
gine., The cryptographic engine, in turn, is configured
to use a locally stored private key 401 and the encap-
sulated element 206 (which was forwarded by one of the
information elements by the Zransceiver) as input to a

20  first decrypting operaticn (named a fourth crypto-oper-
ation in fig. 4) 402 to decrypt the encapsulated element
206 into a shared secret 205. This means that the first
encrypting operation 203 (and 204) in fig. 2 and the
first decrypting operation 402 are cryptographically

25 linked to each other: the encapsulation accomplished by
the former can be reversed, i.e. decapsulated, by the
latter. As the shared secret 205 meant here is thus the
same shared secret that appeared as an output of step
203 in fig. 2, decrypting it in step 402 of fig. 4 may

30 also be called regenerazing the shared secret. If, ac-
cording to the example given earlier, the algorithm used
in step 203 of fig. 2 was the Kyber1024 algorithm of the
CRYSTALS-Kyber suite, the Decapsulate function of the
Kyberl024 algorithm can be used at step 402 of fig. 4,

35 as illustrated in the following Golang example:

k := kyber.NewKyberl024 ()
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sharedS := k.Decaps (*pv, *encSS)

where sharedS 1is the shared secret to be re-
generated by decapsulating, pv is the private key 401,

5 and encSS is the encapsulated element 206.
As shown in the midcle and lower parts of fig.
4, the cryptographic engine 1is configured to use at
least the shared sgecret 205 and the encrypted message
213 (which was forwarded as one of the information el-
10 ements by the transceiver) as inputs to one or more
further cryptographic operations to decrypt said en-
crypted message 213 into a message 211. In the example
embodiment cf fig. 4, and in conformity with the example
shown earlier in fig. 2, the cryptographic engine may
15 use the (regenerated) shared secret 205, a locally
stored salt 208, and a nonce 207 (which was forwarded
as one of the information elements by the transceiver)
as inputs to a second decryp-ing operation 209 to pro-
duce a secret key. A Golang representation of this op-

20 eration is the same as that cf step 209 in fig. 2, i.e.

secretK := Hash2b6 (sharedS, keyNonce, keySalt)

Subsequently, the cryptographic engine may use

25 said secret key 210 and the encrypted message 213 as

inputs to a third decrypting operation 403 to decrypt

said encrypted message 213 into the message 211 in
cleartext.

Notable is thaz in these examples, the second

30 decrypting operation 209 is actually the same as the

second encrypting operation 209 in fig. 2, only called

here a decrypting operation to emphasize its role as one

step towards decrypting the encrypted message 213 into

the cleartext form of the message 211 in fig. 4. This

35 similarity of the operations is emphasized in fig. 4 by

using the label “second crypto-operation” and the ref-

erence designator 209, Just like in fig. 2. As was
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already pointed out earlier, it would not be necessary
to use the second encrypting operation 209 in fig. 2 at
all if it was deemed sufficient to use the shared secret
205 directly as a key in place of the secret key 210.

5 In such a case, also the second decrypting operation 209
in fig. 4 could be omitted. However, as also pointed out
earlier, from the viewpoin-. of sufficient security
against attacks it is preferable to use such an inter-
mediate step at both ends.

10 The lower part of fig. 4 includes also utilis-
ing the MAC value 214 (which was forwarded as one of the
information elements by the transceiver) for ensuring
authenticity of the message 211. In general it may be
said that the cryptographic engine may be configured to,

15 as a part of said one or more further cryptographic
operations, use a MAC value 214 forwarded as one of the
information elements by the transceiver as an input to
a third decrypting operation to decrypt said encrypted
message 213 into said message 211, or as an input to

20 some general form of MAC check in which the received MAC
value is compared to a respective MAC value recalculated
of the same input data after receiving. To ensure unam-

A\Y

biguous use of the word “crypto-operation”, the third
decrypting operation 403 1is labelled as the fifth
25 crypto-operation in fig. 4.

Fig. 5 is essentially a somewhat more detailed
illustration of the general process shown earlier in
fig. 1, with three of the so-called mediators now sep-
arately named as a node(s) service, a signal service,

30 and a vault service. No action corresponding to step 100
of fig. 1 is shown in fig. 5, although it is in any case
assumed that public and orivate keys have been generated
for user B.

The actions of the device of user A in fig. 5

35 may be read together with the flow diagram representa-
tion in fig. 6. The initiating step 101 may correspond

to the initiating step 601 in fig. 6. In step 602 oI
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fig. 6 the device checks, in response to a detected need

of signalling, whether an active connection to a dedi-

cated node at a remote party (here: at the nodes service)

is available. In fig. 6 the dedicated node is called a

5 group node, emphasizing that the aim of the signalling

to be initiated may be to establish a so-called crypto

group relationships between users A and B. As a resporse

to finding that no active connection to a dedicated node

at a remote party is available, a request 501 may be

10 transmitted to a remote party (here: to the nodes ser-

vice) to set up a2 dedicated node. Sending such a request

is shown as step 603 in fig. 6, and the actions taken

by the nodes service to set up the dedicated node zare

shown as step 502 in fig. 5. At step 503, the nodes

15 service returns a node address of the dedicated node to

the device of user A, and at step 504 in fig. 5 and step

604 of fig. 6 an active connection to the dedicated node

is set up. If, in fig. 6, the finding in step 602 was

positive, a transition directly to step 604 occurs, SO

20  that step 604 now represents just ensuring that the
connection remains active.

In fig. 6 an additional check is made at step
605 concerning whether user B is already found at the
dedicated node. This could be the case if a previous

25 session of active communications with user B ended only
very recently, so that another session could be started
without having to send any actual signalling message of
the kind described above. Assuming a negative finding
at step 605 there occurs a transition to step 606, which

30 means initiating a so-czlled wake-up signalling to user
B.

Step 007 in fig. 6 involves checking, prior to
producing any shared secrets or encapsulated elements,
whether a valid form of the public key of the intended

35 recipient device is available. As a response to finding
that no valid form of said public key of said intended

recipient device is available, there occurs a transition
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to step 608 for requesting a valid form of the public
key of the intended recipient device from a remote
party. In fig. 5 such a request is shown as step 505,
and it is directed to a mediator called the vault ser-
5 wvice. This vault service may be the game service with
which user B has previously communicated to establish a
digital identity and to generate the public and private
keys described earlier in this text., In fig., 5, step 500
represents the vault service responding with a valid
10 form of the public key of user B.

Step 507 in fig. 5 is essentially the same as
step 609 in fig. 6 and involves all those actions an
example of which has been shown and described earlier
in this text with reference to figs. 2 and 3. To reca-

15 pitulate, these include at least:

- using a seed and z public key of the intended
recipient device as inpits to a first encrypting oper-
ation to produce a shared secret and an encapsulated
element that 1s an encapsulated form of said shared

20 secret,

- using at least said shared secret and a mes-
sage as 1inputs to one or more further cryptographic
operations to produce an encrypted message, and

- using at least said encapsulated element and

25 said encrypted message as information elements of a sig-
nalling message.

Optionally, said actiong may include:

- as a part of said one or more further cryp-
tographic operations, using a nonce, said shared secret,

300 and a salt as inputs to a second encrypting operation
to produce a secret key; using said message, said secret
key, and said nonce as inputs to a third encrypting
operation to produce said encrypted message; and using
also said nonce as an information element of said sig-

35 nalling message.

Optionally, said actions may also include:
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- as a part of said one or more further cryp-
tographic operations, using said message as an input to
a MAC calculation to produce a MAC value, and

- using said MAC value (214) as an information

5 element of said signalling message (301).

Step 508 in fig. 5 and step 610 in fig. 6
represent transmitting the produced signalling message
to a remote party for further forwarding towards the
intended recipient device. In fig. 5, this means trans-

10 mitting the signalling message to a signalling service,
which tzkes care of forwarding it to user B.

Concerning the optional acknowledgement at
step 509, one exemplary scenario may be such where a
part of the mediator(s) called the signal service 1in

15 fig. 5 is Yinternal” in the sense that it knows the
identity of user A, while there may be also an “external”
service involved like the known Firebase Cloud Messaging
service, for example. In such a case, user A and the
internal signal service may apply the TLS protocol in

20  their mutual communications, and the original transmis-
gion from user A at step 508 may be an HTTP (REST API)
REQUEST to the internal signal service. According to the
protocol, the internal signal service should respond
with an HTTP (REST API) RESPONSE, which would be the

25 acknowledgement shown az step 509. The internal signal
service will only transmit the HTITP (REST API) RESPONSE
after it hasgs received information from the Firebase
Cloud Messaging service that the transmission has been
successfully forwarded.

30 Here it must be noted, however, that due to the
nature of push-type messages it is not certain even at
that point whether user B acctually received the trans-
mission. In the example case considered here, it may
happen that the device 0of user B has not refreshed its

35 FCM token despite a reqguest from the FCM service (or
user B has not, as a prerequisite could be, updated said

FCM token to the internal signal service), in which case
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the final delivery of the transmission to user B will

not succeed. In practice, user A may have to wait until

a timeout at the dedicated node (if one was allocated)

to see, whether user B will appear there after having
5 received and decrypted the message and accordingly.

Step 510 in fig. b involves all those actions
an example of which has been shown and described earlier
in this text with reference to figs. 3 and 4. To reca-
pitulate, these include at least:

10 - forwarding information elements from a re-
ceived signalling message to a cryptographic engine,

- using a locally stored private key and an
encapsulated element, said encapsulated element being
forwarded as one ¢of said information elements, as inputs

15 to a first decrypting operation to decrypt said encap-
sulated element into a shared secret, and

- using at least said shared secret and an
encrypted message (forwarded as cne of said information
elements) as inputs to one or more further cryptographic

20 operations to decrypt said encrypted message into a mes-
sage.

Fig. 5 conforms with fig. 1 in the sense that
here it is again assumed that, as a result of success-
fully decrypting the message, the device of user B be-

25 comes prepared for point-to-point communications with
the device of user A using the dedicated node at the
nodes service as a mediaztor. In fig. 5 these communica-
tions begin with a so-called ring message 511 from user
A and the so-called rang response message 512 from user

300 B to user A. In fig. ¢ the corresponding steps are steps
612 and 613. If the communications between users A and
B did not involve a dedicated node at which user A could
have waited for user B to appear, what was said above
about a timeout applies to user A waiting until a timeout

35 whether user B responds to a ring message 511 with a

rang response message 512.
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Above, CRYSTALS-Kyber has been used as an ex-
ample of a PQC (Post-Quantum Cryptography) algorithm
that defines a key encapsulation method. This is not a
limitation, as other key encapsulation methods can be

5 used. An example of another key encapsulation method is
ML-KEM (Module-Lattice-based Key Encapsulation Mecha-
nism), which 1s a direct descendant of CRYSTALS-Kyber
and standardized by the NIST (National Institute of
Standards and Technology). Mathematically and regarding

10 security features, ML-KEM 1is comparable to CRYSTALS-
Kyber, but it does not cover so-called hybrid versions
(AES-based hashes) .

Any range or device value given herein may be

extended or altered without losing the effect sought.
15 Also any embodiment may be combined with another embod-
iment unlegs explicitly digallowed.

Although the subject matter has been described
in language specific to structural features and/or acts,
it is to be understood that —he subject matter defined

20 in the appended claims is not necessarily limited to the
specific features or acts described above. Rather, the
specific features and acts described above are disclosed
as examples of implementing the claims and other equiv-
alent features and acts are intended to be within the

25 scope of the claims.

It will be understood that the benefits and
advantages described above may relate to one embodiment
or may relate to several embodiments. The embodiments
are not limited to those that solve any or all of the

30 stated problems or those that have any or all of the
stated benefits and advantages. It will further be un-
derstood that reference to 'an' item may refer to one
or more of those items.

The steps of tne methods described herein may

35 be carried out in any suitable order, or simultaneously
where appropriate. Additionally, individual blocks may

be deleted from any of the methods without departing
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from the spirit and scope of the subject matter de-

scribed herein. Aspects of any of the embodiments de-

scribed above may be combined with aspects of any of the

other embodiments described to form further embodiments
5 without losing the effect sought.

The term 'comprising' is used herein to mean
including the method, blocks or elements identified, but
that such blocks or elementg do not comprige an exclu-
sive list and a method or apparatus may contain addi-

10 tional blocks or elements.

It will be understcod that the above descrip-
tion 1s given by way of example only and that various
modifications may be made by those skilled in the art.
The above specification, examples and data provide a

15 complete description of the structure and use of exem-
plary embodiments. Although various embodiments have
been described above with a certain degree of particu-
larity, or with reference to one or more individual
embodiments, those skilled in the art could make numer-

20 ous alterations to the disclosed embodiments without
departing from the spirit or scope of this specifica-

tion.



WO 2025/181427 PCT/FI12025/050092
29

CLAIMS

1. A device (701) for initiating signalling
to an intended recipient device, the device compris-
ing:

5 - a cryptographic engine (703) configured to produce

cryptoproducts from given input data, and
- a transceiver (704) configured to set up and main-
tain communications with remote parties;
wherein said cryptographic engine (703) is configured

10 to
- use a public key (202) of sazid intended recipient
device and a seed (201) as inputs to a first encrypt-
ing operation (203, 204) to produce a shared secret
(205) and an encapsulated element (206) that is an en-

15 capsulated form of said shared secret (205), and
- use at least said shared secret (205) and a message
(211) as inputs to one or more further cryptographic
operations (209, 212) to produce zn encrypted message
(213);

20 and wherein caid trangceiver (704) ig configqured to
- use at least said encapsulated element (206) and
said encrypted message (213) as information elements
of a signalling message (301), and
- transmit said signalling message (301) to one of

25 said remote parties for further forwarding towards

said intended recipient device.

2. A device (701) according to claim 1,
wherein:
- said cryptographic engine (703) is configured to, as
30 a part of said one or more further cryptographic oper-
ations:
-- use a nonce (207), said shared secret (205), and a
salt (208) as inputs to a second encrypting operation
(209) to produce a secret key (210), and
35 -- use sald message (211), said secret key (210), and

said nonce (207) as inputs to a third encrypting
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operation (212) to produce said encrypted message
(213),; and

- saild transceiver (704) is configured to use also
said nonce (207) as an information element of said

signalling message (301).

3. A device (701) according to any of claims
1 or 2, wherein:
- said cryptographic engine (703) is configured to, as
a part of said one or more further cryptographic oper-
ations, use at least said message (211) as an input to
a MAC calculation (212) to produce a MAC value (214),
and
- said transceiver (704) is configured to use said MAC
value (214) as an information element of said signal-

ling message (301).

4, A device (701) according to any of the
preceding claims, wherein:
- said cryptographic engine (703) is configured to
check, prior to producing said shecred gecret (205) and
said encapsulated element (206), whether it has a
valid form of said public key (202) of said intended
recipient device at its disposal,
- said cryptographic engine (703) is contfigured to, as
a response to finding that 1t has no valid form of
said public key (202) of said intended recipient de-
vice at its disposal, use said transceiver (704) to
request (500) said valid form of said public key (202)
of said intended recipient device from one of said re-

mote parties.

5. A device (701) according to any of the
preceding claims, wherein:
- said transceiver (704) is configured to check, in
response to a detected need of initiating said signal-
ling, whether it has an active connection to a dedi-

cated node among said remote parties, and
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- said transceiver (704) is conficured to, as a re-
sponge to finding that it has no active connection to
a dedicated node among said remote parties, transmit a
request (501) to one of said remote parties to set up

a dedicated node.

6. A device (701) for responding to signal-
ling initiated by an initiator device, the device com-
prising:

- a cryptographic engine (703) configured to produce
cryptoproducts from given input data, and

- a transceiver (704) configured to set up and main-
tain communications with remote parties;

wherein said transceiver (704) is configured to for-
ward information elements from a received signalling
message (301) to said cryptographic engine (703,

and wherein said cryptographic engine (703) is config-
ured to

- use a locally stored private key (401) and an encap-
sulated element (200), said encapsulated element (206)
being forwarded as one of said information elements by
said transceiver (704), as inputs to a first decrypt-
ing operation (402) to decrypt said encapsulated ele-
ment (206) into a shared secret (205), and

- use at least said shared secret (205) and an en-
crypted message (213) forwarded as one of said infor-
mation elements by said transceiver (704) as inputs to
one or more further cryptographic operations (209,
403) to decrypt said encrypted message (213) into a
message (211).

7. A device according to claim 6, wherein
said cryptographic engine (703) is configured to, ag a
part of said one or more further cryptographic opera-
tions,
- use said shared secret (205), a locally stored salt
(208), and a nonce (207) forwarded as one of said in-

formation elements by said transceiver (704) as inputs
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to a second decrypting operation (209) to produce a

secret key (210), and

- use said secret key (210), said encrypted message

(213), and said nonce (207) as inputs to a third de-
5 crypting operation (403) to decrypt said encrypted

message (213) into said message (211).

8. A device according to claim 7, wherein:

- said cryptographic engine (703) is configured to, as

a part of said one or more further cryptographic oper-
10 ations, use a MAC value (214) forwarded as one of said

information elements by said transceiver (704) as an

input to said third decrypting operaticn (403) to de-

crypt said encrypted message (213) into said message

(211) .

15 9. A method for initiating signalling to an
intended recipient device, the method comprising:
- using a public key (202) of said intended recipient
device and a seed (201) as inputs to a first encrypt-
ing operation (203, 204) to produce a shared secret
20 (205) and an encapsulated element (206) that is an en-
capsulated form of said shared secret (205),
- using at least said shared secret (205) and a mes-
sage (211) as inputs to one or more further crypto-
graphic operations (209, 212) to produce an encrypted
25 message (213),
- using at least said encapsulated element (206) and
said encrypted message (213) as information elements
of a signalling message (301), and
- transmitting said signalling message (301) to a re-
30 mote party for further forwarding towards said in-

tended recipient device.

10. A method according to claim 9, compris-
ing:
- as a part of said one or more further cryptographic

35 operations:
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-- using a nonce (207), said shared secret (205), and
a salt (208) as inputs to a second encrypting opera-
tion (209) to produce a secret key (210), and

-- using said message (211), said secret key (210),

5 and said nonce (207) as inputs to a third encrypting
operation (212) to produce said encrypted message
(213); and
- using also said nonce (207) ag zn information ele-

ment of said signalling message (301).

10 11. A method according to any of claims 9 or
10, comprising:
- as a part of said one or more further cryptographic
operations, using said message (211) as an input to a
MAC calculation (212) to produce =z MAC value (214),

15 and
- using gaid MAC value (214) as an information element

of said signalling message (301).

12. A method according to any of claims 9 to
11, compriging:

20 - checking, prior to producing said shared secret
(205) and said encapsulated element (206), whether a
valid form of said public key (202) of said intended
recipient device is available,

- as a regponse to finding that no valid form of said

25 public key (202) of said intended recipient device is
available, requesting (505) said valid form of said
public key (202) of said intended recipient device

from a remote party.

13. A method according to any of claims 9 to
30 12, comprising:
- checking, in response to a detected need of initiat-
ing said signalling, whether an active connection to a
dedicated node at a remote party is available, and
- as a response to finding that no active connection

35 to a dedicated node at a remote party is available,
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transmitting a request (501) to a remote party to set

up a dedicated node.

14, A method for responding to signalling in-
itiated by an initiator device, the method comprising:
- forwarding information elements from a received sig-
nalling message (301) to a cryptographic engine (703),
- using a locally stored private key (401) and an en-
capsulated element (206), said encapsulated element
(206) being forwarded as cne of seid information ele-
ments, as inputs to a first decrypting operation (402)
to decrypt said encapsulated element (206) into a
shared secret (205), and
- using at least said shared secret (205) and zan en-
crypted message (213) forwarded as one of said infor-
mation elements as inputs to one or more further cryp-
tographic operations (209, 403) to decrypt said en-
crypted message (213) into a messzge (211).

15. A computer program product comprising one
or more sets of one or more machine-executable in-
structions that are configured to, when executed by
one or more processors, make said one or more proces-
gsors execute a method according to any of claims 9 to

13 or according to claim 14.

PCT/F12025/050092
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